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110TH CONGRESS REPT. 110-528
92d Session HOUSE OF REPRESENTATIVES Part 1

DISMISSING THE ELECTION CONTEST RELATING TO THE OFFICE OF REP-
RESENTATIVE FROM THE THIRTEENTH CONGRESSIONAL DISTRICT OF
FLORIDA

FEBRUARY 14, 2008.—Referred to the House Calendar and ordered to be printed

Mr. BRADY of Pennsylvania, from the Committee on House
Administration, submitted the following

REPORT

[To accompany H. Res. 989]

The Committee on House Administration, having had under con-
sideration an original resolution dismissing the election contest re-
lating to the office of Representative from the Thirteenth Congres-
sional District of Florida, report the same to the House with the
recommendation that the resolution be agreed to.

COMMITTEE ACTION

On, February 12, 2008, by unanimous voice vote, a quorum being
present, the Committee agreed to a motion to report the resolution
favorably to the House.

COMMITTEE OVERSIGHT FINDINGS

In compliance with clause 3(c)(1) of rule XIII of the Rules of the
House of Representatives, the Committee states that the findings
and recommendations of the Committee, based on oversight activi-
ties under clause 2(b)(1) of rule X of the Rules of the House of Rep-
resentatives, are incorporated in the descriptive portions of this re-
port.

STATEMENT ON BUDGET AUTHORITY AND RELATED ITEMS

The resolution does not provide new budget authority, new
spending authority, new credit authority or an increase or decrease
in revenues or tax expenditures. Thus, clause 3(c)(2) of rule XIII of
the Rules of the House of Representatives and the provisions of
section 308(a)(1) of the Congressional Budget Act of 1974 are not
applicable.
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TASK FORCE ON THE CONTESTED ELECTION

Pursuant to Rule 16(b) of the Rules of Procedure of the Com-
mittee on House Administration, the Honorable Juanita Millender-
McDonald, Chairwoman of the Committee, established a Task
Force on March 22, 2007 to oversee matters related to the election
of a Representative from the 13th Congressional District of Florida
to the House of Representatives and to recommend to the Com-
mittee the final disposition of the election contest filed by Christine
Jennings (“Contestant”) against Vern Buchanan (“Contestee”) pur-
§1§1ant to the Federal Contested Elections Act (FCEA), 2 U.S.C.

381-396.

STATEMENT OF FACTS

Introduction

This report relates to the election contest concerning the 2006
general election for the House of Representatives seat for the 13th
Congressional District of Florida. This election contest arises under
the United States Constitution, Article I, §5, and is brought pursu-
ant to the FCEA, 2 U.S.C. §§381-396. The House of Representa-
tives has the express and final authority to judge the elections and
returns of its own Members.!

2006 General Election for the 13th Congressional District of Florida

On November 7, 2006, Republican Vern Buchanan and Democrat
Christine Jennings competed in the general election to represent
the open seat for the 13th Congressional District of Florida (“Dis-
trict-13”).2 Of the 238,249 votes cast, Contestant received 118,737
votes and Contestee received 119,105, a 368-vote margin of vic-
tory.3 Pursuant to Florida law, the Florida Elections Canvassing
Commission ordered a recount to verify the small margin of vic-
tory.4 Following the recount, on November 20, 2006, the Elections
Canvassing Commission certified 119,309 votes for Contestee and
118,940 votes for Contestant, with Contestee prevailing by 369
votes.5

The election results, however, were controversial, as Sarasota
County reported an almost 15% undervote, an unusually high num-
ber of undervotes compared to other counties in the District. Of the
123,901 ballots cast in Sarasota County, 18,000 did not show a vote
cast for the District-13 race.

Proceedings Involving Florida Secretary of State’s Office

On November 9, 2006, the Florida Secretary of State directed the
Florida Division of Elections, Bureau of Voting Systems Certifi-
cation to conduct an audit of Sarasota County’s voting system and
election procedures to assure that the voting system used in Sara-
sota County was not responsible for the unusually high number in
the Congressional race in the county. On November 28, 2006, Flor-

1U.S. Constitution Article I, Section V, Clause 1.

2The District-13 seat was formally held by Representative Katherine Harris, who decided to
run for the United States Senate rather than for re-election to the House.

3 Wallace, Jeremy. “Democrats Seize House; Crist In; Buchanan Leads; Slim 368-vote margin
will trigger a recount for the 13th District.” Sarasota Herald-Tribune 8 November 2006.

4Florida Election Code § 102.141(6).

50fficial Certificate of the State Elections Canvassing Commission of the General Election
Held On the Seventh Day of November 2006. (See Appendix F)
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ida’s audit team commenced two parallel tests on the Election Sys-
tems & Software (ES&S) iVotronic touch screen voting systems.
These parallel tests were designed to simulate mini-elections on
five voting systems to test Election Day vote totals cast on the ma-
chines and assess whether the undervote count observed during the
District-13 race could be replicated. On December 15, 2006, pursu-
ant to the Florida Secretary of State’s request, Florida State Uni-
versity’s Security Analysis in Information Technology (SAIT) Lab-
oratory conducted a software review and security analysis of the
ES&S iVotronic firmware. The final audit report released by the
Florida Department of State on February 23, 2007 found no evi-
dence to suggest or conclude that the official certified election re-
sults did not reflect the actual votes cast.®

Proceedings Involving Florida’s Courts

On November 20, 2006, Contestant filed a contested election suit
in Florida’s Circuit Court for the Second Judicial Circuit.? Contest-
ant argued that Florida’s certified vote totals excluded thousands
of legal votes that were cast in Sarasota County due to malfunc-
tioning electronic voting machines.® Contestant subsequently re-
quested access to the ES&S hardware and software in possession
of the state and county to test whether the iVotronic voting system
in fact malfunctioned and caused the undervotes.® The state, coun-
ty, and ES&S defendants jointly objected to Contestant’s produc-
tion request, arguing that these materials were trade secrets be-
longing to ES&S.10 In addition to the defendants’ objections, ES&S
requested an evidentiary hearing to determine the necessity of
Contestant’s request for the hardware, software, and source code.
Judge William Gary granted ES&S’s request and held an evi-
dentiary hearing on December 19 and 20, 2006. On December 29,
2006, Judge Gary issued an order denying Jennings access to the
ES&S hardware and software.

On January 3, 2007, Contestant filed an emergency motion in
Florida’s First District Court of Appeal to expedite proceedings and
appeal of the trial court’s ruling. On January 24, 2007, the appel-
late court granted Contestant’s motion to expedite. On June 18,
2007, the First District of Appeal denied the Contestant’s motion
to compel discovery and access to proprietary information, includ-
ing voting machine source code technology. No further action was
taken by the courts or the parties over the following five months,
and the Contestant withdrew her challenge in the Florida courts on
November 26, 2007.

6 Florida Department of State, Division of Elections Audit Report of the Elections Systems and
Software, Inc.’s iVotronic Voting System in the 2006 General Election for Sarasota County. Flor-
ida: 2007. (See Appendix D)

7Contestant filed the contested election suit in the Florida’s Circuit Court of the Second Judi-
cial Circuit under Florida Election Code 102.168.

8Jennings v. Election Canvassing Commission of the State of Florida, Plaintiff's Compliant to
Contest, 20 November 2006. (See Appendix E)

*ERR14%9 Jennings v. Election Canvassing Commission of the State of Florida, Plaintiff's Mo-
tion to Compel Expedited Discovery, 20 November 2006. (See Appendix E)

*ERR14%10 Jennings v. Election Canvassing Commission of the State of Florida, State Defend-
ants’ Response to Plaintiff Jennings’ Request for Production of Documents and for Inspection
of Tangible Things, 5 December 2006. (See Appendix E)
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PROCEEDINGS BEFORE THE COMMITTEE ON HOUSE ADMINISTRATION

On December 20, 2006, in addition to her state court suit, Con-
testant filed a Notice of Contest with the House of Representatives
under the FCEA!! and pursuant to the authority vested in the
House by the U.S. Constitution.12 On January 4, 2007, the late
Committee on House Administration Chairwoman Millender-
McDonald wrote to the appellate court to express concern whether
the State’s proceedings regarding access to evidence that could re-
solve the contested election matter at the State level would facili-
tate resolution of the election contest proceedings pending before
the House.!3 A complete record, she opined, would facilitate the
House’s consideration of the pending contest.

On January 4, 2007, Contestee was sworn in as a Member of the
One Hundred and Tenth Congress. On January 19, 2007, Contestee
filed a Motion to Dismiss in which he argued that the Contestant’s
case was based upon nothing more than conjecture and speculation.
In support of his characterization of the contest, Contestee pointed
out that the State of Florida conducted an audit of the voting sys-
tems in Sarasota County and found that they operated properly.14

On dJanuary 22, 2007, Chairwoman Millender-McDonald re-
quested that Sarasota County Supervisor of Elections Kathy Dent
preserve all materials utilized in conjunction with the Federal gen-
eral election held on November 7, 2006.15> On January 26, 2007,
Sarasota County replied that it needed to deploy approximately
800 of the 1,600 voting machines used in the November 2006 gen-
eral election for its March 2007 municipal election.’® On February
7, 2007, Chairwoman Millender-McDonald, relying on expert advice
that testing all the machines would be unnecessary in determining
whether the machines were responsible for the undervote, and the
County reached a compromise wherein the county could deploy 800
voting machines for use in the March election.1?

On March 23, 2007, Chairwoman Millender-McDonald estab-
lished a three member Task Force to oversee matters relating to
the District-13 election contest. For the Majority, Chairwoman
Millender-McDonald appointed Representative Charles Gonzalez as
Chair and Representative Zoe Lofgren as a member of the Task
Force. On April 16, 2007, Ranking Member Vernon Ehlers rec-
ommended Representative Kevin McCarthy to serve as the Minor-
ity member of the Task Force. Shortly after Chairwoman
Millender-McDonald’s passing on April 22, 2007, the then-acting
Chairman, Representative Robert Brady, appointed Representative
Kevin McCarthy to serve as the Minority Task Force member on
April 25, 2007.

The Task Force first met on May 2, 2007, when it unanimously
voted to retain the Government Accountability Office (GAO) to in-
vestigate whether the voting machines used in Sarasota County

112 U.S.C. §§381-369.

127J.S. Constitution, Article 1, Section V.

13 Millender-McDonald, Chairwoman Juanita, Letter to Mr. Jon Wheeler, 2 January 2007 (See
Appendix E). On January 10, 2007, the appellate court notified the Chairwoman that her cor-
respondence would not be docketed and considered by the panel of judges deciding Contestant’s
case.

14 Jennings v. Buchanan. Contestee’s Motion to Dismiss Election Contest, 19 January 2007.
(See Appendix F.)

15 For document see Appendix B.

16 For document see Appendix B.

17For document see Appendix B.
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contributed to the unusually high number of undervotes. The GAO
was also asked to evaluate and recommend whether additional
testing was needed to establish whether the voting machines con-
tributed to the undervote.18

On June 14, 2007, the Task Force unanimously approved the
GAO’s Engagement Plan, which detailed its scope of work and ap-
proach to determine to what extent the voting machines used in
Sarasota County could have contributed to the large undervote and
ascertain whether additional testing was needed to determine
whether machine malfunction contributed to the undervote.l® The
Task Force also agreed that Chairman Gonzalez would transmit
the GAO Engagement Plan to both parties to the contest and pro-
vide them seven days to comment on the plan. The parties were
asked to address central questions relating to the adequacy or in-
adequacy of prior testing of the electronic voting machines, whether
additional tests were needed, and provide suggested testing proto-
cols in the event that additional testing was required.2° Further,
the Task Force agreed that Chairman Gonzalez should notify all
individuals, offices, and entities identified in the GAO plan that the
Task Force sought their full, prompt, and voluntary cooperation
with the GAO.2?

On June 27, 2007, before the GAO completed its Engagement
Plan, Representative Kevin McCarthy wrote to Chairman Gonzalez
regarding media reports, one of which urged Contestant to consider
conceding the election.22 Representative McCarthy requested that
the Task Force prepare a contingency plan to resolve the election
contest in the event that Contestant opted to concede the race to
Contestee. On June 28, 2007, Chairman Gonzalez informed Rep-
resentative McCarthy that the Task Force would not entertain a
contingency plan to end the contested election proceedings based on
bare speculation regarding the Contestant’s future intentions.23

On August 3, 2007, at a public meeting of the Task Force, the
GAO provided a status report on the progress of its Engagement
Plan. The GAO testified that it had been analyzing ballot results
and reviewing existing testing efforts such as the Florida election
audit. The GAO also offered its preliminary observations of the
Florida parallel test, source code review, and audit of the Sarasota
County voting systems.24

On October 2, 2007, the GAO stated that further testing could
provide increased assurance that the voting systems did not cause

18 Government Accountability Office, Engagement Plan for Review of Voting Equipment Used
in Florida’s 13th Congressional District during the 2006 General Election. District of Columbia:
14 June 2007. (See Appendix C)

19 Meeting to Discuss the Status of the Investigation into the FL-13 Congressional District Elec-
tion: Meeting Before the Committee on House Administration 110th Cong., 1st Sess. Page 21
(June 14, 2007).

20 Gonzalez, Charles, Letter to Mr. Sam Hirsh & Mr. Hayden Dempsey, 15 June 2007. (See
Appendix B)

21 Gonzalez, Charles, Letter to Ms. Dent, Mr. Browning, Ms. Tuck, Mr. Tesi, & Mr.
Burmester, 15 June 2007. (See Appendix B)

22 McCarthy, Kevin, Letter to Rep. Charles Gonzalez, 27 June 2007. (See Appendix B)

23 Gonzalez, Charles, Letter to Rep. Kevin McCarthy, 28 June 2007. (See Appendix B)

24 Meeting to Discuss the Status of the Investigation into the FL-13 Congressional District Elec-
tion: Meeting Before the Committee on House Administration 110th Cong., 1st Sess. Page 3 (Au-
gust 3, 2007) (Testimony of Dr. Nabajyoti Barkakati).
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the undervotes in Florida’s Thirteenth Congressional District.25
During its analysis, GAO found that, while prior testing and re-
views by the State of Florida and Sarasota County provided some
degree of assurance that certain components of the voting systems
in Sarasota County functioned correctly, such testing and reviews
were not sufficient to provide adequate assurance that the voting
systems did not contribute to the undervotes. Following GAQO’s tes-
timony, the Task Force unanimously authorized GAO to conduct its
recommended testing on the Sarasota County voting systems.

On February 8, 2008, GAO provided the Task Force with the re-
sults from the additional testing it conducted on the firmware, bal-
lot, and calibration of the iVotronic touch screen voting machines.26
GAO concluded that the voting systems used in Sarasota County
did not contribute to the undervote and further testing was not
necessary. GAO also acknowledged that ballot design or voter con-
fusion or apathy in the race could have contributed to the 18,000
undervotes. Following the GAO testimony the Task Force unani-
mously moved to report to the Committee on House Administration
that the election contest in District-13 be dismissed.

On February 12, 2008, the Committee on House Administration
met to consider the recommendation of the Task Force for the Dis-
trict-13 election contest. During this meeting, the Committee
unanimously voted to report favorably to the House an original res-
olution to dismiss the election contest.2?

BASIS OF CONTEST

In support of her Notice of Contest, the contestant alleged the
following grounds for contesting the election: first, she dismissed
the reliability of Florida’s recount audit, arguing that merely “re-
counting” electronic ballots (unlike paper ballots) is inevitably a
meaningless exercise because the manual “recount” consists simply
of printing out the ballot-image reports from the alleged malfunc-
tioning iVotronic systems and counting by hand the ballot images
that recorded no choice for the congressional race in question.28 As
anticipated, neither the machine nor the manual recount altered or
explained the number of congressional undervotes recorded on the
iVotronic touch screen voting system in Sarasota County.

Contestant also argued that the undervote total for the congres-
sional race in Sarasota County was abnormal in several respects.
The undervote rate on Election Day was 13.9% of the ballots cast
on electronic voting machines, and the undervote rate during the
early-voting process was 17.6% of the ballots cast on electronic ma-
chines. By contrast, of the 22,613 votes cast in this race by paper
absentee ballot in Sarasota County, there were just 566 undervotes
recorded—an undervote rate of only 2.5%. In addition, the percent-
age of undervotes for the District-13 race in Sarasota County was

25 Meeting to Discuss the Status of the Investigation into the FL-13 Congressional District Elec-
tion: Meeting Before the Committee on House Administration 110th Cong., 1st Sess. Page 6 (Oc-
tober 2, 2007) (Testimony of Dr. Nabajyoti Barkakati).

26 GAO Briefing to the Task Force: Report on Findings in the Investigation into the FL-13 Con-
gressional District Contested Election: Meeting Before the Committee on House Administration
110th Cong., 2nd Sess. (February 8, 2008)

27Meet)ing Before the Committee on House Administration, 110th Cong., 2nd Sess. (February
12, 2008

28 Jennings v. Buchanan, Notice of Contest Regarding the Election For Representative In the
One Hundred Tenth Congress From Florida’s Thirteenth Congressional District, 20 December
2006. (See Appendix F)
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disproportionately higher than other counties within District-13.
The undervote rate for the race was 2.5% in Charlotte County,
2.1% in DeSoto County, 5.8% in Hardee County, and 2.4% in Man-
atee County. Finally, the percentage of undervotes recorded on
electronic voting machines in Sarasota County in 2006 for the con-
gressional race was almost seven times the rate of undervotes for
District-13 in the last midterm election (2002), which was 2.2%.
Contestant argued that this statistical evidence alone indicated
that the large number of undervotes in Sarasota must be attrib-
utable to a malfunction of the iVotronic touch screen voting system.

In addition to this statistical evidence, Contestant also submitted
as evidence in support of her Notice of Contest affidavits memori-
alizing the eyewitness accounts of hundreds of Sarasota County
voters attesting to their difficulties in attempting to cast a vote for
Contestant during early voting and on Election Day on the
iVotronic touch screen voting system in Sarasota County.2® She
also cited numerous contemporaneous official “Incident Report
Forms” filed with the Sarasota County Supervisor of Elections doc-
umenting widespread occurrences of voters having difficulty getting
the iVotronic machines to record votes in the District-13 race.

Finally, Contestant cited a statistical analysis conducted by Pro-
fessor Charles Stewart III, the chair of the Political Science De-
partment at the Massachusetts Institute of Technology (MIT), to
argue that failure of the iVotronic touch screen voting system ad-
versely affected the outcome of the District-13 race. Based on his
study of patterns in the undervote rates for other statewide or
countywide races in Sarasota County, Professor Stewart estimated
that the number of “excess” undervotes caused by the use of the
iVotronic machines in Sarasota County was approximately
14,000.39 Using the ballot-image logs for every individual ballot
cast electronically in the Sarasota County November 2006 general
election—and studying voters’ preferences not only for the congres-
sional race but also for the statewide races for U.S. Senator, Gov-
ernor, Attorney General, Chief Financial Officer, and Agriculture
Commissioner—Professor Stewart estimated that the voters whose
congressional ballots were recorded as undervotes likely supported
Contestant over Contestee by a margin of approximately 63% to
37%. Accordingly, Professor Stewart postulated that if the 14,000
congressional undervotes had actually been properly recorded and
tallied, Contestant would have won the election by more than 3,000
votes—well in excess of the race’s 369-vote margin of victory. Pro-
fessor Stewart also postulated that even if the machine malfunc-
tion caused only 1,500 “excess” undervotes—or less than 10% of the
total congressional undervotes reported—proper tabulation of those
1,500 congressional ballots could have reversed the outcome of the
election.

29 Jennings v. Buchanan, Documentation of Voting Machine Malfunction Appendix to Contest-
ant Jennings’ Memorandum Responding to the Honorable Charles A. Gonzalez’s April 3, 2007
Letter Regarding The Investigation of the Election For Representative In the One Hundred
Tenth Congress From Florida’s Thirteenth Congressional District Volume I & II, 13 April 2007.
(See Appendix F)

30 Jennings v. Buchanan, Notice of Contest Regarding the Election For Representative In the
One Hundred Tenth Congress From Florida’s Thirteenth Congressional District, 20 December
2006. (See Appendix F)
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STANDING, TIMING, & NOTICE

To have standing under the FCEA, a contestant must have been
a candidate for election to the House of Representatives in the last
preceding election and claim a right to the contestant’s seat.3! Jen-
nings was the Democratic nominee and her name appeared as a
candidate for District-13 of the official ballot for the November 7,
2006 election, thereby satisfying the standing requirement. The No-
tice of Contest was served upon Contestee and filed within the pre-
scribed time periods of the FCEA.

RESPONSE BY CONTESTEE

On January 19, 2007, Contestee filed a Motion to Dismiss with
the Clerk of the House, in which Contestee argued that the Con-
testant’s contest be dismissed because Contestant: (1) Failed to pro-
vide credible evidence sufficient to alter the result of the election;
and (2) failed to credibly make a claim of right to Contestee’s con-
gressional seat.

In support of his Motion to Dismiss, Contestee argued that his
certification by the State of Florida as the winner of the District—
13 election constitutes prima facie evidence that the election was
conducted correctly and must be afforded a strong presumption of
legality and correctness. He argued that the iVotronic touch-screen
voting system challenged by Contestant and her experts was tested
as required by Florida law prior to the early voting period and
Election Day and was found by the State to be working properly.
He noted that the State of Florida conducted post-election parallel
testing, which concluded that the iVotronic touch screen machines
demonstrated 100% accuracy in recording vote selections and
“there is no evidence to support the position that the iVotronic
touch screens caused votes to be lost.”32 Contestee also noted that
during post-election litigation a Florida circuit court conducted a
thorough review of Contestant’s evidence and experts’ opinions and
concluded that the “testimony of [Jennings’] experts was nothing
more than conjecture and not supported by credible evidence.” 33

Contestee also argued that Contestant, in her Notice of Contest,
failed to provide necessary evidence that: (1) The intent of any sin-
gle voter was frustrated; (2) any individual voter was unable to
cast a vote for her; or (3) a single vote was cast for her but not
counted. Contestee argued that the lack of such evidence dem-
onstrated that Contestant could not meet the high burden required
to proceed with the Contest or invalidate a certified election.

STANDARD FOR GRANTING MOTION TO DISMISS

The House of Representatives has the Constitutionally vested
power to judge its own elections.3* The FCEA sets forth procedures
under which a contestant may bring a contest to the House of Rep-
resentatives. Under the FCEA, it is not sufficient for a contestant
merely to allege irregularities or fraud in an election. The contest-

312 U.S.C. Sec. 382(a).

32 Jennings v. Buchanan. Contestee’s Motion to Dismiss Election Contest, 19 January 2007.
(See Appendix F)

33 Jennings v. Buchanan. Contestee’s Motion to Dismiss Election Contest, 19 January 2007.
(See Appendix F)

347.S. Constitution Article I, Section V.
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ant must claim a right to the office.35 The contestant must support
the claim with specific credible allegations of irregularity or fraud
that, if proven true, would entitle the contestant to the office.36 Un-
less a contestant credibly claims in his or her Notice of Contest a
right to the office, the House of Representatives will dismiss the
contest.37

ANALYSIS

At its first meeting on May 2, 2007, the Task Force had before
it the pleadings filed by Contestant, her Notice of Contest Regard-
ing the Election for Representative in the One Hundred Tenth Con-
gress from Florida’s Thirteenth Congressional District (“District”),
and Contestee’s Motion to Dismiss Election Contest. By voice vote,
the g;ask Force initiated an investigation of the District-13 elec-
tion.

Under the Committee on House Administration’s investigative
authority to develop evidence needed to consider a contested elec-
tion,39 Task Force Chairman Charles Gonzalez secured the assist-
ance of the GAO in connection with the technical analysis of the
voting equipment used in Sarasota County. Specifically, the Task
Force asked the GAO to review the existing testing and evaluation
conducted by Sarasota County, the State of Florida, and the manu-
facturers of the voting equipment. The review was to include opin-
ions and recommendations of Contestant and Contestee as to the
adequacy or inadequacy of the testing performed to date.4® Addi-
tionally, the GAO was to review the pleadings and supporting doc-
uments filed in the contest, and if needed, design, propose, and im-
plement testing protocols to determine the reliability of the voting
equipment used.

On June 14, 2007, the GAO presented its plan to review the vot-
ing equipment used in the District during the 2006 general elec-
tion.41 The high-level objective of the plan, as unanimously ap-
proved by the Task Force, was to determine the extent to which the
iVotronic voting machines could have contributed to the large
undervote in Sarasota County, and to ascertain whether additional
testing might be needed. Though the District includes five counties,
because Contestant’s claims and the Florida state audit focused
solely on Sarasota County, the Task Force limited GAO’s scope of
review to Sarasota County.

During the period June 14, 2007—October 2, 2007, the GAO met
with officials from the Office of the Sarasota County Supervisor of
Elections, the Florida Department of State and Division of Elec-
tions, and ES&S. From its analysis of the prior tests and reviews
conducted by the State of Florida and Sarasota County, the GAO
found that certain components of the iVotronic touch screen voting

352 U.S.C. Sec. 382.

36 Pierce v. Pursell, H. Rep. 95-245 (1977).

37 Anderson v. Rose, H. Rep. 104—852 (1996).

38 Meeting to Discuss Matters Pertaining to the Contested Election in the 13th Congressional
District of Florida: Meeting Before the Committee on House Administration 110th Cong., 1st
Sess. Page 12 (May 2, 2007).

39 Rules of the Committee on House Administration, One Hundred Tenth Congress, Rule 16.

40 Burhans, Glenn, Letter to Rep. Charles Gonzalez, 22 June 2007. (See Appendix F) Hirsch,
Sam, Letter to Rep. Charles Gonzalez, 22 June 2007. (See Appendix F)

41 Meeting to Discuss the Status of the Investigation into the FL-13 Congressional District Elec-
tion: Meeting Before the Committee on House Administration 110th Cong., 1st Sess. Page 17
(June 14, 2007).
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systems in Sarasota functioned correctly and that reasonable as-
surance of some voting system objectives had been achieved, but
these tests and reviews were not enough to provide reasonable as-
surance that the iVotronic voting systems did not contribute to the
undervote.

The GAO indicated that the prior tests and reviews of Sarasota
County’s iVotronic voting systems had some shortcomings. First,
the GAO indicated that “reasonable assurance” that all the
iVotronic voting systems used in the 2006 general election used
software certified by the Florida Division of Elections was lacking.
Second, the ability of voters to make selections in different ways
on the iVotronic voting systems and ensure their votes were prop-
erly recorded had not been fully tested. Finally, the GAO indicated
that prior testing did not provide a clear understanding of whether
a miscalibrated machine would have contributed to the undervote.
On the basis of GAO’s analysis of all prior tests and audit activities
conducted on the iVotronic touch screen voting systems in Sarasota
County, the Task Force unanimously approved on October 2, 2007,
that the GAO should conduct: (1) further firmware testing to verify
that the firmware in the iVotronic voting systems used in the Sara-
sota County machines matched the certified version; (2) ballot test-
ing of the iVotronic voting systems to confirm correct operation;
and (3) calibration testing of the iVotronic to understand the effect
on the undervote.

During the period November 27-December 4, 2007, the GAO con-
ducted additional testing on the iVotronic touch screen voting sys-
tem used in Sarasota County. The GAO delivered its report on the
process and results of the additional testing to the Task Force at
a public hearing on February 8, 2008.

To conduct its tests, the GAO developed test protocols and de-
tailed test procedures, fully outlined in its report and appendices.
The GAO met with officials from the Sarasota County Supervisor
of Elections, the Florida Department of State and Division of Elec-
tions, and ES&S to obtain necessary details about the voting sys-
tems and prior tests to document the testing procedures. The GAO
also reviewed voting system documentation to develop its testing
approach and procedures. To ensure that the certified firmware
held in escrow by the Florida Division of Elections corresponded to
the source code that was reviewed by a team from Florida State
University and the GAO, on November 19, 2007, the GAO visited
the ES&S development facility in Rockford, Illinois, and witnessed
the rebuild of the firmware from the escrowed source code.

In conducting its firmware verification test, GAO extracted the
firmware from a random probability sample of 115 iVotronic touch
screen voting systems out of the 1,499 used in Sarasota County’s
2006 general election and found that each machine’s firmware
matched the certified version of firmware held in escrow by the
Florida Division of Elections. Based on this statistical approach,
the GAO was able to determine with a “99 percent confidence level”
that at least 1,439 of the 1,499 machines used the same firmware
that was certified by the Florida Division of Elections. Con-
sequently, the GAO reported to the Task Force that it had more
confidence in the results of previous source code reviews conducted
by itself and Florida State University, which had indicated that the



11

iVotronic touch screen voting system did not cause the recorded
undervotes.

For the ballot test, the GAO cast predefined test ballots on 10
iVotronic machines and confirmed that each ballot was displayed
and recorded accurately. The test ballots represented 112 common
ways a voter may have interacted with the iVotronic system to se-
lect a candidate in the District-13 race and cast a ballot. These
tests were performed on nine machines configured as election-day
machines and then repeated on one machine configured as an early
voting machine.

The GAO finally conducted the calibration test by miscalibrating
two iVotronic touch-screen voting machines and casting ballots on
them to validate that the machines recorded the information that
was displayed on the touch screens. The GAO reported to the Task
Force that its tests, involving a total of 10 different miscalibration
patterns and capturing 39 ballots, indicated that the machines cor-
rectly displayed the selection in the District-13 race on the review
screen and correctly recorded the ballot. The GAO further reported
that, while the miscalibrated machines were more difficult to use,
the selections shown on the screen were the same selection cap-
tured by the machine when the ballot was cast.

Based on the results of these tests, the GAO advised the Task
Force that it has obtained increased assurance that the iVotronic
touch screen voting system used in Sarasota’s 2006 general election
did not contribute to the large undervote in the District-13 contest.
The GAO explained that although absolute assurance is not pos-
sible to achieve, since it is unable to completely recreate the condi-
tions of the election during which the undervote occurred, it be-
lieves that these test results, combined with the other testing con-
ducted by the State of Florida, statistically eliminate the possibility
that the iVotronic touch-screen voting system was the cause of the
undervote. The GAO further advised that adequate testing had
been performed on the iVotronic system for it to have reached this
conclusion, and the GAO did not recommend any additional testing.
The GAO did acknowledge that, given the complex interaction of
people, processes and technology that must work effectively to-
gether to achieve a successful election, there remains a possibility
that the large undervote in District-13 could have been caused by
either intentional or unintentional factors, such as voters inten-
tionally declining to cast a vote, or voters having difficulty with the
ballot layout. Additionally, statistical analysis and theories, includ-
ing one that attempted to determine voter intent by reviewing
other voter selections, failed to provide evidentiary support that
would justify the Task Force overturning the election results in
light of the machine testing results.

CONCLUSION

Contestant’s contest was premised on the allegation that thou-
sands of legal votes cast in Sarasota were not counted due to per-
vasive malfunctioning of the iVotronic touch screen voting system.
On June 14, 2007, the Task Force unanimously authorized the
GAO to proceed with its Engagement Plan to test whether these
voting machines contributed to the undervote, and on February 8,
2008, the GAO reported that the results of these tests did not iden-
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tify any problems that would indicate the iVotronic touch screen
voting system was responsible for the undervote.

It is the Constitutional duty of the House of Representatives to
investigate a valid election contest, yet only clear and convincing
evidence can provide the basis to overcome the presumption of the
regularity accorded a State’s certified results. Absent such evi-
dence, Florida’s certification of the election results in the Thir-
teenth Congressional District must be confirmed by this House. For
the foregoing reasons, and based on the recommendations of the
Task Force, the Committee concludes that the contest should be
dismissed.
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DATE
11/20/06

11/20/06

12/20/06

12/28/07

1/3/07

1/4/07

14707

1/9/07

118/07
1/22/07

1/26/07

2/6/07

2/7/07

3/23/07

U.S. House of Representatives
FL-13 Election Contest
Chronology of Events

ACTION
Buchanan certified winner of FL-13 Congressional election by 369 votes

Jennings officially requested FL judge overturn certification in FL state court
because of alleged pervasive malfunctioning of touch screen voting machines

Jennings preserves her right to contest the election in the House of
Representatives by filing a NOTICE OF CONTEST REGARDING THE ELECTION
FOR REPPRESENTATIVE IN THE ONE HUNDRED TENTH CONGRESS FROM
FLORIDA’S THIRTEENTH CONGRESSIONAL DISTRICT

FL trial court denied Jennings request for access to proprietary information,
inciuding the voting machine hardware, software, and source code needed to
prove the contestant’s central claim of voting machine maifunction

Jennings filed Petition with the FL Court of Appeal to review FL trail court’s ruling
denying access to proprietary information, inciuding voting machine hardware,
software, and source code.

Buchanan Seated in House

Chairwoman Millender-McDonald writes to the FL appellate court expressing
concern over the denial of the contestant’s access to crucial evidence and
reflecting the House's hope for state court resolution and commitment to a fair
hearing

Letter from FL appellate court clerk informing Chairwoman Miliender-McDonald’s
1/4/07 letter will not be presented to appellate court for consideration

Buchanan Files MOTION TO DiSMiSS ELECTION CONTEST

Chairwoman Millender-McDonaid writes to Sarasota County Supervisor of
Elections, Kathy Dent, requesting preservation of all slection materials

Letter from Dent informing the Committee that Sarasota County expected an
election to be heid in March and need to depioy 800 of the 1,500 voting machines
in order to be able to conduct the election

Chairwoman Mitiender-McDonald writes to Jennings and Buchanan suspending
discovery untii further notice

Chairwoman Millender-McDonald writes to Sarasota County Supervisor of
Elections, Kathy Dent, agreeing to the county’s request to identity and deploy 800
machines for the March ‘07 elections provided that the County continues to
secure all materials and equipment that are currently the subject of the Motion to
Compel in the FL court proceedings and any machine meeting additional criteria
desig| d by the Cc i

Chairwoman Millender-McDonald establishes a three member ad hoc election
panei, two members of the Majority and one member of the Minority, to oversee
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4/16/07

a/17/07

4/22/07

4/25/07

5/2/07

5/24/07

6/7/07

6/14/07

6/15/07

6/15/07

6/18/07

6/22/07

6/27/07

6/28/07

7/27/07

8/3/07
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matters relating to FL’s 13" Congressional District election contest and
recommend final disposition to the Committee of that contest. Representative
Charlie Gonzalez and Representative Zoe Lofgren are appointed as the Majority
members, with Representative Gonzalez serving as Chairman.

Ranking Member Ehiers recommends Representative Kevin McCarthy as the
Minority member.

Status Conference - Counsel to the parties informaily brief the panel on the status
of FL election contest proceedings.

Upon passing of Chairwoman Millender-McDonald, Vice-Chair Brady becomes
Acting Chair.

Chairman Brady appoints Representative Kevin McCarthy to the Task Force

Public Task Force Meeting — The Task Force initiates an investigation of Florida’s
13" Congressional District election and authorizes Task Force Chairman Gonzalez
to secure the assistance of the Government Accountability Office, which shall be
requested to design and propose testing protocols to determine the reliability of
the equipment used in the FL-13 election (taking into account recommendations
by the contestant and contestee).

Representative Robert Brady officially named Chairman of the Committee on
House Administration

Internal briefing and planning meeting of Task Force and GAO to discuss GAO
Engagement Plan

Public Task Force Meeting ~ Task Force approves the GAO Engagement Plan

Letter from Task Force Chairman Gonzalez to Jennings and Buchanan seeking
comments to the GAO Engagement Plan by 6/22/07

Task Force Chairman Gonzalez writes to all interested parties seeking full,
prompt, and voluntary cooperation

FL Court of Appeal denied Jennings’ petition for certiorari that sought review of
the FL trial court's order denying access to proprietary information, including the
voting machine source code

Jennings and Buchanan file official comments to the GAO Engagement Pian with
the Committee

Letter from Task Force Member Representative Kevin McCarthy to Chairman
Gonzalez requesting the Task Force prepare a contingency plan for the FL-13
investigation in the event Jennings concedes the election or withdraws her
contest.

Letter from Chairman Gonzalez to Mr. McCarthy indicating the Task Force will
proceed as planned

Internal briefing and planning meeting of Task Force and GAO on work pian
progress

Public Task Force Meeting — GAO briefing on the status of the Engagement Pian



9/20/07

10/2/07

11/26/07
11/26/07

12/4/07

2/8/08

2/12/08
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internal briefing and planning meeting of Task Force and GAO on Engagement
Plan progress '

Public Task Force Meeting — GAO presents its findings on the Engagement Plan
and recommends additional testing to provide increased assurances that the
touch screen voting machines in Sarasota County did not contribute to the
undervotes. The Task Force unanimously approves GAO’s proposal for further
testing of the firmware, bailot, and calibration of the ES&S touch screen voting
machines

GAO started the additional testing of voting machines in Sarasota County, Florida
Ms. Jennings withdraws her election challenge in the state courts

GAO completed the additional testing of voting machines in Sarasota County,
Florida

Public Task Force Meeting - GAO presents its findings that the voting systems
used in Sarasota County did not contribute to the undervote and further testing is
not necessary. The Task Force unanimously moved to report to the Committee on
House Administration that the election contest in the 13" District of Florida should
be dismissed

Committee on House Administration Meeting — The Committee approved the
resolution dismissing the election contest in Florida's 13" Congressional District.
The Committee report and resolution was filed with Clerk of the House of
Representatives
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Committee on House Administration Hearings and Actions

Status Conference -- Aprii 17, 2007

To brief Task Force members on the contest proceedings, Chairman Gonzalez held a status conference with
counsels from both parties on April 17, 2007. The parties updated the Task Force members on the status of
current court proceedings and provided members with their views on the investigation. The counsels also were
requested to address the following issues: Whether there were compeliing reasons for the Task Force not to
proceed with an investigation at this time; if the task force authorized discovery under the Federal Contested
Efection Act, what discovery did the parties anticipate undertaking; and could the task force rely and to what
extent on the tests conducted by Florida state authorities and their experts.

Task Force Meeting ~ May 2, 2007

The Task Force held its first public meeting on May 1, 2007. During the meeting, the Task Force unanimously
moved to initiate an investigation into Florida’s Thirteenth Congressional District election and unanimousty
authorized Chairman Gonzalez to secure the assistance of the Government Accountability Office (GAO). The
Task Force requested that GAO develop a pian to determine the reliability of prior tests and determine if
additional testing was needed to establish whether the voting machines contributed to the undervote.

ACTIONS:
Motion One — Initiate an investigation

I move that the Task Force initiate an investigation of Florida’s 13th Congressional District election
{offered by Representative Zoe Lofgren).

Member Vote
Rep. Gonzalez Y
Rep. Lofgren Y
Rep. McCarthy N

Motion Two ~ How to Proceed

| move that the Chairman be authorized and directed to secure the assistance of the
Government Accountability Office, which shall be requested to design and propose testing
protocols to determine the reliability of the equipment used in the FL-13 election, taking into
account recommendations by the contestant and contestee. The Task Force shalf approve any
testing protocols prior to execution by the GAO. The GAO may procure such expertise and
assistance from governmental or non-governmental experts and entities as it deems necessary,
and shall report its findings to the task force (offered by Zoe Representative Lofgren).

Member Vote
Rep. Gonzalez Y
Rep. Lofgren Y
Rep. McCarthy Y

(21)
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Task Force Meeting ~ une 14, 2007

The Task Force held a public meeting where the GAQ presented their Engagement Plan. GAQ testified that
they would utilize party pleadings, the state Audit Report, and communicate with the State of Florida, Sarasota
County, and ES&S to analyze the voting system procedures and determine whether additionai testing was
needed. Immediately following the GAQ presentation the Task Force members unanimously approved the
Engagement Plan.

ACTIONS:

Motion Three — Clarifying Amendment to GAO Engagement Plan

High Level Objective: Did the voting machine malfunction contribute to the farge undervote?
Ascertain whether additional testing is needed to determine whether voting system malfunction
contributed to the undervote {offered by Representative Kevin McCarthy}.

***\otion was withdrawn by Representative Kevin McCarthy

Motion Four ~ Approve GAQ Engagement Plan

I move the approval of the GAO Engagement Plan with a target date of July 27, 2007; and that the
Chairman transmit the GAO Engagement Pian to the parties to the contest, and that upon receipt, the
parties wilt have seven days to submit comments to the Committee on House Administration which
will transmit such comments forthwith to the GAO; and that the Chairman notify individuals, offices,
and entities identified in the GAQ Engagement Plan that the Task Force seeks their fuli, prompt and
voluntary cooperation with the GAO {offered by Zoe Lofgren).

Member Vote
Rep. Gonzalez Y
Rep. Lofgren Y
Rep. McCarthy Y

Task Force Meeting — August 3, 2007

On August 3, 2007 the Task Force heid a public meeting to discuss the status of the GAO Engagement Plan. The
GAO testified that they are close to completing the identification and examination of the Sarasota County
voting systems, SAIT source code review, and the election procedures used in Sarasota County. GAO also
offered some preliminary observations that Sarasota County used election procedures which contained too
small of a sample size to support generalizing the resuits to the overall population.

ACTION:

Motion Five — GAO District Work Period Request

| move that the Chairman be authorized and directed to consult the Task Force by teleconference or
other appropriate means to consider any GAO request received during the district work period and
determined by the Chairman to require Task Force concurrence. For the purpose of consultation, as
described in this motion, ali members of the Task Force must be in simuitaneous contact. To preserve
our open process, any consultation under this motion will be made open to the pubtic and press
through teleconference or web technology in the House Administration hearing room. No final
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disposition of the underlying FL-13 election will be made pursuant to this procedure {offered by Zoe

Lofgren}.
Member Vote
Rep. Gonzalez Y
Rep. Lofgren Y
Rep. McCarthy A2

Task Force Meeting ~ October 2, 2007

The Task Force held a public meeting on October 2, 2007 for the GAO to present its report on the Engagement
Plan. The GAO testified that further testing could provide increased assurance that the voting systems did not
cause the undervotes in Florida’s Thirteenth Congressional District. During their analysis GAO found that some
of the prior tests and reviews by the State of Florida and Sarasota County provide some assurances that certain
components of the voting systems in Sarasota County functioned correctly, but not enough to provide
reasonable assurance that the voting systems did not contribute to the undervotes. Following GAO's
testimony the Task Force unanimously authorized GAO to conduct further testing on the firmware, ballots, and
miscalibration of the iVotronic DRE voting machines in Sarasota County.

ACTION:

Motion Six — Approve GAO’s Additional Testing Plans

| move that the task force approve the proposed GAO testing plan and associated protocols as follows:
Firmware testing to verify that the firmware in the iVotronic DREs used in Sarasota County matches
the certified version; Ballot testing of iVotronic DREs to confirm correct operation; Miscalibration of
an iVotronic DRE to understand the effect on the undervote. | move further that the Chairman request
that all individuals, offices, and entities whose cooperation is necessary, fully, promptly and voluntarity
assist the GAO to enable it to conduct the testing described above {offered by Zoe Lofgren}.

Member Vote
Rep. Gonzalez Y
Rep. Lofgren Y
Rep. McCarthy Y

Task Force Meeting - February 8, 2008

The Task Force held a public meeting on February 8, 2008 for the GAO to present its findings on the additional
testing it conducted on the Sarasota County touch screen voting machines. GAO concluded that the voting
systems used in Sarasota County did not contribute to the undervote and further testing was not necessary.
GAO also acknowledged that ballot design or voter confusion or apathy in the race could have contributed to
the 18,000 undervotes. Following the GAO testimony the Task Force unanimously moved to report to the
Committee on House Administration that the election contest in the 13" Congressional District of Florida be
dismissed.
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ACTION:

Motion Seven — Dismissing the Election Contest in the 13" Congressional District of Florida

| move that the Chairman be authorized and directed to report to the Committee that the Task Force
has completed its investigation related to the election of a Representative from the 13™ Congressional
District of Florida to the House of Representatives, and | move further that the Chairman report to the
Committee the Task Force’s recommendation that the election contest in the 13™ District of Florida be
dismissed (offered by Zoe Lofgren).

Member Vote
Rep. Gonzalez Y
Rep. Lofgren Y
Rep. McCarthy Y

Committee on House Administration Meeting — February 12, 2008

The Committee on House Administration held a meeting on February 12, 2008 to consider the
recommendation of the Task Force on the election contest in Florida’s 13™ Congressional District. During this
meeting the Committee unanimously approved the House Resolution to dismiss the election contest.

ACTION:

Motion #1 - Dismissing the Election Contest in the Thirteenth Congressional District of Fiorida

Mr. Chairman, | move that the Committee order reported favorably to the House an original
resolution, the text of which is before us, to dismiss the election contest in the 13th District of Fiorida
{offered by Representative Charles Gonzalez}.

Member Vote
Rep. Brady Y
Rep. Lofgren Y
Rep. Gonzalez Y
Rep. Capuano Y

Rep. Susan Davis

Not Present

Rep. Artur Davis

Not Present

Rep. Ehlers Y
Rep. Lungren Y
Rep. McCarthy Y
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JURNITR Wb ENDES MITIORAL DL CALFORNA

P Congress of the United States
Bousge of Bepresentatives

COMMITTEE ON HOUSE ADMINISTRATION

1309 Longworth Hause Office Buliding
{202) 225-2061

Bashington, 8.L. 20615-6157

WY houLe.gowTha

January 4, 2007

Mr, Jon S, Wheeler

Clerk of the Court

Florida First District Court of Appeal
301 S. Martin Luther King Blvd.
Tallahassee, F1. 323991850

Re: Christine Jennings v. Elections Canvassing Conmission, Case No. 1D07-11

Dear Mr. Wheeler:

I am writing in relation to the pending case, Christine Jennings v. Elections
Canvassing Conunission, Case No. 1D07-11, and ask that this letter be filed with
the Court in connection with that proceeding.

The House of Representatives has received a Notice of Contest from
Christine Jennings, preserving her right 1o contest in the House, the certified results
of Florida's 13" Congressional District election, as she is now doing under Florida
law. The responsibility for evaluating any House contest falls to the House
Administration Comumnittee, which I chair. As a result, my Commitiee is closely
following the course of the litigation now underway in Florida.

In contested House elections, the House customarily relies on state legal
processes (o provide a full and fair siving of contested election isstes raised by the
parties. This allows states the opportunity to fully discharge their Constitutional
responsibility to conduct Federal elections. These state proceedings ordinarily
enhance the ability of the House to evaluate the merits of any pending election
contest. See Roudebush v Hartke, 405 U.S, 15,92 S.C1. 804 (1972).

It is therefore of concern that the parties have been unable to agree upon, and
that, on December 29™, the lower court declined to order, the requested access to
the hardware and software ¢including the source code) needed to test the
contestant’s central clainy: voting machine malfunction. Now on appeal 1o your
Court is the question of access to this evidence, which bears decisively on the
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prospect of conclusively establishing who was duly elected on November 77 from
this Congressional district.

My purpose here is not to express a position about the technical merits of the
competing legal arguments in this evidentiary dispute. My purpose is 10 point out
that, in evaluating an election contest in the House, the House is well served in its
own deliberations by having before it a complete record. Consequently, Florida
law will facilitate the evaluation of the clection contest pending before the House
to the extent that it provides access to relevant and critical evidence. I am
confident that this can be done in a way that accommodates the valid interests of
the parties, and resolution of these issues may obviate the need for the House 1o
address them,

This election contest is, of course, a case of national importance, brought
before the Court at a time of serious and mounting concern about the reliability of
paperless electronic voting equipment. 1 am aware that the voters of Sarasota
County expressed their doubts on November 7™, when they approved a
requirement for voter verified paper balloting and mandatory audits.

Against this background, 1 am particularly concerned that the public, in
Florida and nation-wide, have full confidence that the questions raised by this
contest are resolved after consideration of all relevant evidence. It is with this
public interest in mind, and also with due consideration for the State’s and the
House's proper performance of their respective constitutional duties, that |
respectfully submit these views to the Court for its consideration.

Sincerely,

@nita Millender-McDona
Chairwoman

Cec:  Sec attached Centificate of Service
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DISTRICT COURT OF APPEAL, FIRST DISTRICT
301 S. Martin Luther King, Jr. Bivd.
Tallahassee, Florida 32399-1850
Telephone No. (850) 488-6151

January 10, 2007

CASE NO.: 1D07-11
L.T. No. : 2006 CA 2973

Christine Jennings, Et Al V. Eiections Canvassing

Commission Etc., Et AL,
Appeliant / Petitioner(s), Appellee / Respondent(s).
BY ORDER OF THE COURT:

The correspondence of January 4, 2007, from the United States House of
Reprasentatives has not been docketed in this cause and wiil net be considered
by the panel of judges which determines the marits of this proceeding.
Accordingly, respondent's motion to strike filed Januery €, 2607, is denied as
moot.

| HEREBY CERTIFY that the foregoing is (a true copy of) tre originzi court
ordet.

Served:

Matthew J. Zimmerman  Charles Howell Aziza Naa-Kaa Botchway
Lowell Finley Elliott M. Mincberg Kendall Coffey

Mark Herron Zeina N, Salam Cindy A. Cohen
Muslima Lewis Rebecca Harrison Steele  Randall C. Marshall
Judith E. Schaeffer Donald B. Verriili, Jr. Sam Hirsch
Jessica Ring Amunson Reginald J. Mitchell Allen C. Winsor
Glenn T. Burhans, Jr. Miguel De Grandy Peter Antonacci
Hon. William L. Gary, Judge Frederick J. Eibrecht Ronald A. Labasky ~
Hayden R. Dempsey Jeffrey L. I'rehn Harry O. Thomas
am

O S 2L,

JOs WHEELER, CLERK




28

Congress of the United States
Houge of Representatives

COMMITTEE GN HOUSE ADMINISTRATION

1309 Longworth House OHfice Building
(202) 225-2061

Washington, B.E. 20515-6157

www house govicha

January 22, 2006

Kathy Dent

Supervisor of Elections
Sarasota County Florida

101 S Washington Boulevard
Sarasota, FL 34236

Dear Ms. Dent:

Under Article I, Section 5 of the Constitution of the United Sates, the U.S. House of
Representatives shall be the judge of the elections, returns and qualifications of its members.
Pursuant thereto, the House of Representatives has directed the Committee on House
Administration to review the election in the 13" Congressional District of Florida.

In conjunction with its review, the Committee asks that you protect and keep safe alt
originals and copies of books, records, correspondence, memoranda, papers, equipment, and
documents in your actual or constructive possession, custody or control relating to the general
clection held on November 7, 2006, including but not limited to all paper and electronic ballots,
certifications, poll books, logs, tally sheets, machines, and software,

The Committee understands that Florida Election Code 101.545 currently requires that
you preserve election materials for 2 minimum of 22 months after certification of a federal
election. If your understanding is otherwise, or if this requircment would result in hardship,
please notify the Committee. Any questions regarding the preservation of this material ean be
directed to Charlie Howell, Chief Counsel of the Committee at (202) 225-2061.

Your assistance and cooperation is earnestly solicited.

Best regards,
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YOUNG VAN ASSENDERP PA.
ATTORNEYS AT LAW

ATYGRNEYS: Bausg's Hau, Or COUMSEL ATTOANEYS !
Do 0. Buroro 228 SoutH Ay Stexy Ounier M. Con
Owap 8. Dex Sure 200 D B, Exew

N PosY Ornce Box 1833 0 8. Erwix
RONALD A. LaBagxy QP 32302- 183 JOREPH W. LANCERS, JR.
woun T, Lavia, #it TaLLArusSER, FLOMDA 32301
Praus 5. Pamsows -
Tty R, OuALLS TrLeanonE: (B80! 222-7208 Geonoe Awn €. BRASKO
KEWIA wasl ASBENOERF TEAKCOMER: {830) 36 (-SA34 EXECUTIVE DimecTOR
RORERT SCHEFFEL WRIGNT
Ror C. Yawo

January 26, 2007

VIA FAX $202/225-6009
AND U.S. MAIL

Charles Howell

General Counsel

Congress of the United States

House of Representatives

Committee on House Administration
1309 Longworth House Office Building
Washington, D.C. 20515

Re: Jennings v. Elections Canvassing Commission,
Case No. 1D07-11

Dear Charlie:

In response to the Committée on House Administration’s
letter of January 22, 2007 and our telephone conversation
yesterday, enclosed ig Dent’s Notice to Court and Motien for
Authorization, which I filed in the Leon County Circuit Court
concerning the need of the Sarasota County Supervisor of
Elections office to use voting equipment in the Sarasota County
election in March 2007. As reflected in that Motion and
correspondence, Sarasota County will need approximately 800
machines to carry out that election. In that effort, we have
discussed this matter with the attorneys for Christine Jennings
and also advised the attorneys for the other Plaintiffs ip this
case, of those negotiations and requested their input.

As you will see from the emails dated January 18, 2007,
Plaintiff Jennings requested that certain equipment be secured
so that if they prevail in their Certlorari to the Florida First
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Charles Howell
January 26, 2007
Page 2

District Court of Appeal, and obtain access to the voting
equipment and the source cade, their tests can be undertaken.
My letter of January 22, 2007 to Mark Herron confirms that
sarasota County can meet those requests. The financial issues
have been resolved. At this point, I have not received a
specific response to our January 23, 2007 letter to the
attorneys for the other Plaintiffs in this case. However, on
Wednesday I was advised by Rebecca Steele that they had
suggestions concerning voting equipment that they would desire
to see retained for tests, assuming court access is granted.

In summary, Sarasota County will need approximately 800
voting machines for the upcoming elections. There were
approximately 1,600 voting machines used in the general election
in November 2007. The equipment that is not used in the March
election, will be secured pending the various directions of the
Court. Any of the items that were the specific subject of the
motions to compel by the Plaintiffs, which is now before the
appeals court, will be secured. The additicnal items requested
by Christine Jennings will be retained pending a determination
"of the Court of whether this equipment will be accessible to the
Plaintiffs.

Thank you for your assistance in this mattar. Please
contact me at your convenience or if there are additional
questions.

Enclosures
cec:  Kathy Dent
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YOUNG VAN ASSENDERF. PA.
ATTORNEYS AT LAW

ACTORMETE: GaLLE'S MALL OF Counsti ATORNEYS:
D 0. Burors 2R2% SoUTH Acams SYREET Damies M. Cox
Qv S, DT Sume 200 Do B, Emn

a PosT Orece Box 1833 o 8.
Rowao A, Lapasier P 32302+1633) uaBTen W LANDERS, IR,
oK T Lavia, t Tausasassre, FLOmOA D230 |
Prrue §. Faracwe -
Temiy A, Quarls TR sPmonE: (B80! B22-7200 Georar Awn C. BRACKS
Kitnza vaM ASIENOERP TRLECOMEN: (230} 5O 1-0034 Execuviek DRECTOR
ROSKAT SCHEFFEL Wit
Fay €. Youro

January 22, 2007

VIA FAX §558-0659
AND U.S. MAIL

Mark Herron

Messer, Caparello & Self, P.A.
2618 Centennial Place
Tallahassee, Florida 32308

Re: 2007 Local Elections and Evidence Preservation

Dear Mark:

As a follow up to your email of last Thursday, which is
attached, ! believe that the Sarasota County Supervisor of
Elections office can meet the request that you stated and/or the
segregation of equipment. Several of the steps which you
request to be taken will cause expense to the citizens of
Sarasota and we believe that Christine Jennings should be
prepared to compensate Sarasota County for the additional costs,
which will be required to meet her demands. See the resgpective
costs in the items balow. With respect to each paragraph, we
have the following comments:

1. The discovery request that was denied by the Circuit
Court relates to a limited number of voting machines and other
items, including the source code, which Sarasota County SOE does
not have, Those particular machines mentioned in the Request to
Produce, which was denied, will be segregated.

2. Sarasota County will use approximatelleOO machines in
the County elections. The remaining voting machines will not be
altered or changed in any fashion.
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Mark Herron
January 22, 2007
Page 2

3. Sarasota County will attempt to segregate those voting
machines which had an undervote of 20% or higher in the November
2006 election.

4. This appears to be workable.

5. In order to accomplish this request, Sarasota County
will be required to buy new compact flash cards, which will cost
approximately $11,200.00. We believe Plaintiffs should pay for
these if all flash cards are replaced.

6. Sarasota County will use approximately 800 machines in
the County elections. The remaining voting machines will not be
altered or changed in any fashion.

7. The hard drives on the computers used te tabulate
votes will be replaced with the old ones maintained. This will
cost $382.45, plus software of $1,000.00.

8. The twelve qualification PEBs will be maintained in an
unaltered condition.

Hopefully, the foregoing can be resolved quickly and I
would suggest we advise the other parties, particularly the
other Plaintiff parties and prepare a stipulatien for submission
to Judge Gary.

Please contact me at your earliest convenience.

Sincerply,

Attachment
cc:  Sam Hirsch
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Page 1 0f 2

Nanci Watkins - 2007 local elections and evidence preservation

To:

Date: 1/18/2007 5:36 PM

Subject: 2007 local elections and evidence preservation
e ———

Fram: "Hirsch, Sam" JiRiNminSionsmmm-
ol

CC:

Dear Ron,
Mnn:mentiomdmnywrclientwﬂlmbeghpmpanﬂoﬁsbrlhhyuﬂbcalmwmatyouﬂmems
wanted to diacuss how best to move # with that p given the election contasts that are currently
panding. ’

First, we very much appreciate your contacling us about this important issue.

Second, we've come up with some basic principles (listed below) that make sense to us, Pleass take » fook at
them, and fet us know what you think.

Wommmwmmtmmmmmtmh.mymm”wmmnndhssspouaﬂonofdeehnﬂon
of evidence and at the same tme allows your client to administer tha 2007 locs! elactions properly and sfficiently
under thesa circumstances.

1 will be in and out of the office tormorrow, but should be reachable via e-mail of phone for much of the day, as well
as on Monday.

Thanks,
Sam

cc: Mark

PRINCIPLES:

1. The County should pressrve, in an unaltered condition, alf ftems that are the subject of the discovery requests .
that were danied by the Circult Court for Florida's Second Judiciai Circuit on Dacember 29, 2008 (& ruling thet is
naw pending review by Florida's First District Court of Appes).

2.ThGCoumyshouldpteuwe.m-nunallaMwndmm,lupsmofmwmn!cuymcnm:\udml« X
be aitered in order to prepare or conduct the 2007 iocal elections. We underatand that these parts of the IVolronic
system would Inciude, among ather things, roughty hatf of the County’s approximately 1,500 Votronic machines.

3. Tha County should niot deploy n any 2007 slection any iVatronic machine that recorded a congressional
undervote of 20.0% or higher in the November 2006 election.

4. The County should ndocﬂoymanyzoonbdonanywmchEmaepmehdorudy-voﬁngpoﬂng
shﬂonwhem!h.congmniom!ummhmlemzo.O%orhbhwhm-Nmmwzooedecﬂm.

5. The County shouid not depioy In any 2007 election any compact flash card used in an Votronie machine in the
November 2008 election.

8. The County should not bresk the seal on any IVolronic ine or other iVotror .,_'_ ..ucopt_n
nmbwmmemrmmimmm«m.mmumummmmor

file://C:\Documents and Settings\Nancy. LANDERS-212L140\Local Settings\Temp\GW}0... 12222007
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recalibrate the touch-screens of, any [Votronic machine that need not be deployed in any 2007 local election.

7. The Gounty should creste compiete back-up coples of the entire hard drive(s) on the computer(s) used o
Mmmlnmawmwnmmem(s)mmmmPEB:andIorNomnic

for the N ion. Altsmetively, the County should repiace thess hard drives and
pmsammamhmunnlmdcondwm

8. The County should preserve, in an unaliered condition, PEBs and memory cands used in configuring and
mahmnghbaﬂmdlﬂnmursnyptfnrcoumy-wedﬁcoulecbon-opwﬁcmmoroﬂverdatalormaNovmbor
2008 election.

Sam Hirach

Jonner & Biock LLP

801 Thirteenth Street, N.W,
Suite 1200 South
Washington DC 20005-3823
Te! {202) 637-6307

Fax (202) 6814800

WWW jenner.com

WWWI«MN&M“ wwumwmhmum ubh of the intended recipiantis). Any
of ovs o I you belleve et you have recoived this amall In e00r, plasbe noilty Bw sander

m-dh-ly-dal-hlﬁvnmm

file://C:\Documents and Settings\Nancy LANDERS-212L 140\Local Settings\Temp\GW)0... 1/22/2007
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IN THE CTIRCUIT COURT OF THE SECOND JUDICIAL CIRCUIT
IN AND FOR LEON COUNTY, FLORIDA

CHRISTINE JENNINGS, nominee of the
Democratic Party for Representative

in Congress from the State of Flerida’s
Thirteenth Congressional District,

Plaintiff,

vs. CASE NO. 2006 CA 002973
ELECTIONS CANVASSING COMMISSION OF

THE STATE OF FLORIDA, et al., e 22
am o
=Z_ 5 a™n

Defendants. 8Fe ® S
=2 -_—

. E 55 e gf—'
= 3 2

QT
88" £ U
ELLEN FEDDER, et al., g2 9 =<
Plaintiffs,
vs. CASE NO, 2006 CA 002996
(Consolidated)

TOM GALLAGHER, et al.,

Defendants.
/

DEFENDANT DENT'S NOTICE 7O COURT AMD
MOTION FOR AUTBORIEATION

COMES NOW, by and through undersigned counsel, Defendant
Kathy Dent as Supervisor of Elections in Sarasota County.
Florida (“Dent”}, advises the Court of the necessary actions to
pe taken in Sarasota County, which may relate to this lawsuit.

With respect thereto, the Defendant states aa fellows:
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1. Defendant Dent as Supervisor of Elections in Sarasota
County, has been named as a party in this lawsuit, which
involves various Plaintiffs, principally Christine Jennings who
was the unsuccessful candidate in the November 7, 2006 General
Election for tﬁe 13th Congressional District.

2. On or about Novembar 20, 2006, Plaintiff Jennings
filed Plaintiff’s Request for Production of Documents and
Inspection of Tangible Things. In ch#c-requeat, the Plaintiff
requested “temporary access to eight iVotronic machines that
generated particularly high undervote rates in the recent
congressional election in Sarasota County, including at least
one machine used on election day in each of six specified
precincts (31, 44, 74, 105, 117, 118) and at least one high
undervote machine used in early voting.” ({See paragraph 13,
Plaintiff’s Request). Plaintiff also requested permission to
physically open and inspect the internal components of one
iVoEronic machine and one PEB. In addition, the Plaintiff
requested the source code to the voting system.

3. Since that request, the Defendant has not only
responded to the Request, but this Court held hearings pursuvant
to motions filed by Defendant Elections Systems & Software. The
result of the hearings was this Court denying access to the

equipment previously mentioned, as well as the source code.
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q. Pursuant to that Order, the Plaintiffs in this case
have filed a Petition for Writ of Certiorari with the First
District Court of Appeal, which is pending at this time.

5. On March 13, 2007, Sarasota County will have a
countywide election, which involves the City of Sarasota
elections, a Special Election in Longboat Key, Florida, the
Holiday Park Special Taxiﬁg District election, and a probable
annexation election proposed by Sarasota County Commissioners.

6. In‘order to provide voting equipment for this election
on March 13, 2007, Defendant Dent needs to prepare the voting
machines that are necessary for the election. At this point,

" her staff is waiting to clear the machines, used in the November
7, 2006 election, in order to prepare them and place the ballots
on the machines in Sarasota County for the March election.

7. This election in Sarasota County will require
approximately 800 machines of the 1312 total machines used in
the Sarasota County 2006 General Election.

8. All information, data and results of the November 7,
2006 election in Sarasota County, including the election for
United States Representative in the 13th Congressional District,
have been reduced to storage media as required by the Florida
Statutes or rules of the Florida Department of State, Record
Retention Schedule for State and Local Government Agencies.

Therefore, all of the information from the November 7, 2006
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election, on the respective voting machines that will be used in
the upcoming election, has been preserved as provided for under
Section 101.545, Florida Statutes, other provisions of the
Florida Election Code, as well as federal election record
requirement;.

9. While the Supervisor of Elections and Defendant in
this case has taken the actions necessary under state law to
preserve the election recorxds involved, she feels it appropriate
to come to the Court to advise the Court of the election
requiring use of and the clearing of the machines.

10. Plaintiffs’ Fedder, et al., previously filed a Motion
for Entry of Anti-Spoliation Order in this matter, which has not
been heard.

11. The necessary actions to prepare the voting machines
must be initiated by January 26, 2007, in order to have
sufficient time to prepare for and carry out the election as
scheduled in Sarasota County on March 13, 2007.

12. 1In addition, the Sarasota County government has
indicated that it intends to purchase a new voting system for
Sarasota County. Based upon that decision, Supervisor Dent has
entered into negotiations to sell the voting eguipment that lis
at issue in this proceeding, thereby saving the taxpayers and
citizens of Sarasota County significant public funds, provided

the sale could be consummated in the immediate future,
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Therefore, the Defendant Dent would further request this Court
to consider now, or in the immediate future, authorizing all the
equipment involved to be sold, other than the specific equipment
that has been requested by the Plaintiff Christine Jennings for
testing, if such testing is ever authorized.

13. Defendant Dent has contacted attorneys for Plaintiff
Jennings concerning this motion and they have provided a
response, which Defenﬁant is evaluatiﬁg, and which hopefully
will lead to a suggested resolution for the Court.

WHEREFORE, Defendant Dent requasts the Court to enter an
Order authorizing the Supervisor of Elections to utilize the
necessary voting equipment and take the other actions necessary
to hold the Sarasota County elections on March 13, 2007.

Respectfully submitted this 19th day of January, 2007.

Ronald A, fabasky, Esq.
Florida Bar No. 206326
YOUNG VAN ASSENDERP, P.A.
Gallie's Hall

225 South Adams Street
Suite 200

P.0. Box 1833 (32302-1833)
Tallahassee, Florida 32301
Phone: 850/222-7206

Fax: 850/561-6834

Attornay for Defendant
Email: rlabasky@yvlaw.net
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CERTIFICATE OF SERVICE

I HEREBY CERTIFY that a true and corréct copy of the
foregoing has been furnished by Electronic Transmission or
Facsimile and U.S. Mail on this 19th day of January, 2007, to:

Kendall Coffey Mark Herron

Coffey & Wright, L.L.P. Messer, Caparello & Self, P.A.

2665 South Bayshore Dr. 2618 Centennial Place

PR-2, Grand Bay Plaza Tallahassee, Florida 32308

Miami, Florida 33133 Telephone: 850/222-0720

Telephone: 305/857-9797 Facsimile: 850/558-065%

Facsimile: 305/859-9919 Attorney for Plaintiff Jennings

Attorney for Plaintiff Jennings

Donald B. Verrdilli, Jr. Glenn T. Burhans, Jr.

Jessica Ring Amunson Hayden R. Dempsey

Sam Rirsch Greenberg Traurig, P.A.

Jennax & Block, LLP 101 East College Avenue

601 Thirteenth Street, N.W. Tallahasaee, Florida 32301°

Washington, D.C. 20005-3823 Telephone: 850/222-6891

Telephone: 202/637-6095 Facsimile: 850/681-0207

Facgimile: 202/639-6066 Attorneys for Vern Buchanan

Attorneys for Plaintiff

Jennings

Peter Antonacci Frederick J. Elbrecht

Allen C. Winsor Deputy County Attorney

Gray Robinson, P.A. Sarasota County Attorney’s

301 South Bronough Street Office

Suite 600 (32301) 1660 Ringling Blvd

P.O. Box 11189 Floor 2

Tallahassee, Florida 32302 Sarasota, Florida 34236-6870

Telephone: B850/577-9090 Telephone: 941/861-7272

Facsimile: 850/577-3311 Facsimile: 941/861-7267

Attorneys for State Defendants Attorney for Sarasota
Defendants

Lowell Finley Elliott M. Mincberg

Voter Action Judith E. Schaeffer

1604 Solano Avenue People for the American Way

Rerkeley, California 94707 Foundation

Telephone: 510/318-2248 2000 M Street N.W. #400

Facsimile: 415/723-7141 Wwashington, 0.C. 20036

Attorney for Fedder Plaintiffs Telephone: 202/467~499%9
' Facsimile: 202/293-2672
Attorneys for Fedder Plaintiffs
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Muslima Lewis, Director

Voting Rights Project

Randall €, Marshall, Legal Dir.
Aziza Naa-Kaa Botchway

ACLU Foundation of Florida,
Inc.

4500 Biscayne Blvd., Suite 340
Miami, Florida 33137-3227
Telephone: 786/273~2729
Facsimile: 786363-1448
Attorneys for Fedder Plaintiffs

Reginald J. Mitchell

People for the American Way
Foundation

1550 Melvin Street }
lallahassee, Florida 32301
Telephone: 850/877-0307
Facsimile: 850/402-1999%
Attorney for Fedder Plaintiffs

Harry O. Thomas

Radey Thomas Yon & Clark, P.A.
P.0. Box 10967

Tallahassee, Florida 32302
Telephone: 850/425-6654
Facsimile: 850/425-6694
Attorney for ES&S

(FRIDJAN 28 2007 14:08/ST. 14:03/No. 7500000321 P 14

Rebecca Harrison Steele

Zeina N. Salam

ACLU Foundation of Florida,
Inc.

West Central Florida Office
P.O. Box 1B245

Tampa, Florida 33679-8245
Telephone: 813/254-0925
Facsimile: 813/254-0926
Attorneys for Fedder Plaintiffs

Cindy A. Cohn

Matthew J. Zimmerman
Electronic Frontiex Foundation
454 Shotwell Street

San Francisco, California 94110
Telephone: 415/436-9333 x 127
Facsimile: 415/436~9993
Attorneys for Fedder Plaintiffs

Miguel A. DeGrandy

800 §. Douglas Road, Suite 850
Coral Gables, Florida 33134
Telephone: 305/444-7737
Facsimile: 305/374-8743
Attorney for ES&S

TTORNEY
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Congress of the Wnited States
Touge of Representatines

CUMMITTEE ON HOUSE ADMINISTRATION

1308 Longworth House Office Building
{202) 225-2081

Waghngton, B.E. 20515-61537

e Rease gov cha

February 7, 2007

Mr. Ronald A. Labasky, Esquire
Young Van Assenderp, P.A.,
225 South Adams Street
Tallahassee, FL 32301

Dear Mr. Labasky:

The Committee is in receipt of your letter of January 26, 2007, informing the
Committee that Sarasota County will be holding an election in March and will
need to deploy approximately 800 of its voting machines in order to be able to
conduct the election. By letter of January 22, 2007, the Committee notified Ms.
Dent as the Sarasota County Supervisor of Elections that an election contest was
pending in the U.S. House of Representatives relating to November, 2006 election
of the Representative from the 13th District of Florida to the U.S. House of
Representatives. The Committee's letter instructed Ms. Dent to take whatever
steps were necessary to secure any and all election materials and equipment that
were in the County's possession that would be relevant to the Committee's
consideration of the contest. You have informed the Committee that you have
taken those measures. You are now requesting that the County be allowed to
identify and deploy 800 of approximately 1600 machines that were used in the
November election.

You have assured the Committee that the County is confident that in
selecting voting machines for use in the March election that it can do so without
compromising any evidence currently sought by the contestant in the pending
Florida contest or any evidence that the Committee would need to fully and
properly discharge its Constitutional responsibility. To that end the County has
and will continue to secure all materials and equipment that are currently the
subject of the motion to compel in the Florida proceedings.

In addition to the evidence which is the subject of the Florida proceeding,
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the Committee requests that any machine meeting the following criteria be secured
and not used in the March election:

Machines with an undervote in the Congressional election at or above
15%.

At ]east twenty machines with an undervote under 3% on which more
than 30 votes were cast in the Congressional race.

All machines on which fewer than 15 votes were cast in the
Congressional race.

Any machine that was identified in zone tech log sheets, incident report
forms, or specifically identified in any other report to the Supervisor of
Elections as having problems or withheld or withdrawn from use because
of a potential problem.

Any machine that the State Division of Elections used in the December 1,
2006 parallel testing.

Any machine that the Sarasota County Supervisor of Elections' office
used in its October Logic and Accuracy testing,

If for any reason, the County believes that it cannot secure the machines
identified by these criteria, the Committee asks that you immediately notify it so
that the Committee may find a means, if possible, of accommodating the County's
legitimate interests without depriving the Committee of evidence that may be
necessary for the House of Representatives to resolve confidently and fairly the
contest before it. The Committee appreciates the County's continuing cooperation
in this matter.

Very truly yours,
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Congress of the Enited States
touge of Representatives

COMMITTEE ON HOUSE ADMIN{STRATION

1309 Longworth House Office Building
(202) 225-2061

ashington, B.E. 20515-6157

www house. govicha

February 16, 2007

Mr. Ronald A. Labasky, Esquire
Young Van Assenderp, P.A.
225 South Adams Street
Tallahassee, FL 32301

Dear Mr. Labasky:

In furtherance of my letter of February 7, 2007 requesting Sarasota County
Supervisor of Elections Ms. Dent to secure any machine falling within criteria set
out by the Committee from being used in the March election, Ms. Dent
subsequently notified the Committee that Sarasota County is still in need of 80
additional machines in order to be able to conduct the election.

The Committee is willing to amend its original request. As such, the first
bullet should read as follows: “Machines with an undervote in the Congressional
election at or above 16.25%.” Please confirm which voting machines by iVotronic
number will be captured under the new criteria.

The Committee remains committed to accommodating the County’s
immediate need to administer the March election and appreciates the County's
continuing cooperation in securing evidence that may be necessary for the House
of Representatives to resolve confidently and fairly the contest before it.

Very truly yours,

[ IO

J uaﬁita Millender-McDonald
Chairwoman
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Congress of the United States e
Houge of Repregentatives

COMMITTEE ON HOUSE ADMINISTRATION
1309 Long House Office
(202) 225-2061
Washington, B.C. 205156157

o housa.govichs
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February 6, 2007

Ms. Christine Jennings, Contestant
PO Box 49135
Sarasota, FL 34230

Hon. Vem Buchanan, Contestee

U.S. House of Representatives

1516 Longworth House Office Building
‘Washington, DC 20515

Contested Election: Jennings v Buchanan (FL-13)

Dear Ms. Jennings and Rep. Buchanan:

On December 20, 2006, Contestant, Ms. Jennings, filed a NOTICE OF
CONTEST REGARDING THE ELECTION FOR REPRESENTATIVE IN THE
ONE HUNDRED TENTH CONGRESS FROM FLORIDA'S THIRTEENTH
CONGRESSIONAL DISTRICT with the Office of the Clerk of the U.S. House of
Representatives. On January 19, 2007, Contestee, Rep. Buchanan, filed a
MOTION TO DISMISS ELECTION CONTEST with the Office of the Clerk of the
U.S. House of Representatives. The matter has been referred to the Committee on
House Administration for consideration.

Under the Federal Contested Elections Act ("FCEA"), the Contestee may
file a Motion to Dismiss in lieu of an answer. If the motion is denied, or if the
Committee postpones its disposition until the hearing on the merits, Contestee's
Answer shall be served within ten days of notice of the denial or postponement or
at such time as the Committee sets. Contestant's discovery right does not begin
until service of Contestee's answer.
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At this time, the Committee is not prepared to act on Contestee’s Motion to
Dismiss, nor is it prepared to postpone its disposition until the hearing on the
merits. The Committee is considering the Motion, and will notify both Contestant
and Contestee when the Committee has reached a decision on how it intends to
proceed. Until notice is given, neither the filing of Contestee's Answer nor the
commencement of compelled discovery by Contestant is permitted under the
FCEA.

Very truly yours,

CC:
Counsel for Christine Jennings: Counsel for Rep. Vern Buchanan:
Mark Herron Glenn T. Burhans, Jr.
Messer Caparello, & Self, PA Hayden R. Dempsey
2618 Centennial Place Seann M. Frazier
Tallahassee, FL 32308 Greenberg Traurig, P.A.
101 East College Avenue
Kendall Coffey Tallahassee, FL 32301
Coffey & Wright

2665 South Bayshore Drive
PH-2, Grand Bay Plaza
Miami, FL 33133

Sam Hirsch

Jenner & Block

601 Thirteenth Street, NW
Suite 1200 South
Washington, DC 20006
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CERTIFICATE OF SERVICE

I HEREBY CERTIFY that a true and correct copy of the foregoing has been
furnished by United States Mail, this 6th day of February, 2007, to the parties and all

counsel of record as listed therein.
Cadee S
Charles Howell

Chief Counsel

Committee on House Administration
1309 Longworth House Office Building
Washington, D.C. 20515

Telephone: (202) 225-2061
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Congress of the Pmted States
THashmglon, BE 20815

March 15, 2007

The Honorable Juanita Miliender-McDenald
Chairwoman

House Administration Committee

1309 Longworth House Office Building
Washington DC 20515

The Honorable Vernon Ehlers

Ranking Republican

House Administration Committee

1313 Longworth House Office Building
Washington, DC 20515

Dear Chairwoman Millender-McDonald and Representative Ehlers:

We write with deep concern regarding recent press accounts in the Sgrasota Herald-
Tribune indicating that the potential for votin%1 irregularities during the 2006 election for
Representative in Congress from Florida’s 13" District was known long before the November
election, yet officials from the State of Florida and the Sarasota County Supervisor of Elections’
Office took no preventive measures.

According to this press account, Election Systems & Software, Inc. (ES&S), the
manufacturer of the touch-screen voting equipment in Sarasota County, notified the County
Supervisor of Elections, as early as August 15, 2006, that calibration “issues” existed with the
voting machines. However, the news report continues, even after ES&S acknowledged problems
with the machines, the appropriate software patch was never applied to the machines because
Florida election officials determined that the immediacy of the election date did not provide
sufficient time to make such updates. According to the report, Florida election officials made
this decision despite ES&S’ belief that the task needed to be, and could be, completed before the
November 2006 election.

‘That these revelations are coming to light now, through press reports, suggests that the
potential for fraud in this election was real, that it was known by the responsible officials and
that these officials did nothing about it. Further, that these reports came te lighi through press
reports strongly suggests that this investigation is far from complete.

As you know, this particular congressicnal election is currently being contested under the
Federal Contested Elections Act (2 USC 381-396) because Sarasota County’s election returns
indicated nearly 18,000 blank balilots, or undervotes, on the ES&S system. As questions about
the integrity of this election continue to mount, it becomes all the more important for the House
of Representatives to exercise its constitutional responsibility to resolve this election contest.

FRINTED OK RECYCLED PAPER
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Therefore. we request the immediate formation of an official House task force to review
this election pursuant to the Federal Contested Elections Act. We further request that the task
force take prompt steps to ensure a full and fair investigation into the Sarasota County voting
mrachines’ hardware (including the faulty touch-screens), software, and source code. The voters
of Florida — and indeed the people of this entire Nation — deserve nothing less.

We all know that the House of Representatives has the responsibility to ensure that the
elections of its Members — Republican or Democrat —— are valid, legitimate and honest, We
must do everything in our power to restore the confidence of voters in Florida’s 13"
Congressional District and throughout our State. Reviewing last November’s election in the 13"
District is the first step in this critical process.

Thank you for your consideration of our request. We look forward to your expeditious
response and welcome the opportunity to discuss this with you further.

Smcerely, i
Alcee L. Hastings Robert Wexler Debbie Wasserman Schuliz 8
Member of Congress Member of Congress Member of Congress
Allen Boyd Corrine Brown Kendrick B. Meek
Member of Longress Member of Congress Member of Congress
Ron Klein Kathy Casfor Tim Mahoney
Member of Congress Member of Congress Member of Congress

CC:  The Honorable Nancy Pelosi, Speaker of the House of Representatives
The Honorable Steny Hoyer, Majority Leader, House of Representatives
The Honorable John Boehner, Minority Leader, House of Representatives
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N.S. Rouse of Representatives
COMMITTEE ON HOUSE ADMINISTRATION

1303 LonewoRTH House OFFIGE BUILDING
WaSHINGTON, DC 20515

March 16, 2007
The Honorable Alcee Hastings The Honorable Corrine Brown
The Honorable Robert Wexler The Honorable Kendrick Meek
The Honorable Debbie Wasserman Schultz The Honorable Kathy Castor
The Honorable Tim Mahoney The Honorable Allen Boyd

The Honorable Ron Klein
U.S. House of Representatives
Washington, D.C. 20515

Dear Colleagues:

Thank you for your letter dated March 15, 2007, passing on your thoughts on the election
contest filed with the Committee in regard to our colleague, Rep. Buchanan, and Christine Jennings. I
can assure you that I have been following this matter closely and am very familiar with the issue of
voting machine functioning and integrity.

Several parties have seized upon this notification sent by ES&S to Florida election officials
about a screen refresh delay as reason to, once again, raise alarmist claims, However, it appears that
the independent study of the machines recently conducted by a team of renowned computer scientists
examined this issue and concluded that it was of no consequence to the outcome and integrity of the
election.

As you know, Ms. Jennings has filed a lawsuit in the State of Florida relative to this election
and that lawsuit is proceeding apace. While your letter requests the immediate convening of a
Committee task force to review the contest filed here in the House, it has been the practice of this
Committee and is the belief of the current Committee’s Majority and the Minority that state remedies
need to be fully pursued by complainants before this Committee takes up a contest for review. I have
no reason to believe that we should diverge from this standard in this case. Thank you again for your
interest. .

Sincerely,

},6&.4,

Vernon J. Ehlers
Ranking Republican

cc:  The Honorable Nancy Pelosi, Speaker
The Honorable John Boehner, Republican Leader
The Honorable Steny Hoyer, Majority Leader
The Honorable Juanita Millender-McDonald, Chairwoman
Florida House Delegation
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CREATION OF HOUSE ADMINISTRATION
COMMITTEE TASK FORCE ON THE
ELECTION CONTEST IN FLORIDA’S 13™
DISTRICT

In accordance with the Democratic Caucus rules and
the proposed rules of the Committee, and without
objection, I am announcing my intention to appoint a
three-Member task force of the Committee to address
issues relating to the election contest filed in the 13™
District of Florida by contestant Christine Jennings
against contestant Vern Buchanan.

The task force will consist of two Democrats and one
Republican and will be chaired by Rep. Gonzalez.
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ENDERMODONALD CALPORNIG

. Congress of the Enited States
Bouge of Representatives

COMMITTEE ON HOUSE ADMINISTRATION
1309 Longworth House Dffice Buiiding
{202) 225-2061
Washingten, B.€. 205156157

veww house. govica

March 22, 2007

Hon. Kevin McCarthy
1523 Longworth House Office Building
Washington, D.C.

.

Dear Represeptdtpr® McCarthy:

Pursuant to Committee Rule 16(b) and consistent with past practice, I hereby establish a three-
member Task Force, comprised of two members of the Majority and one member of the
Minority, to oversee matters related to a letter recently sent by Electronic Systems and Software,
Inc. (ES&S) on the malfunctioning of their voting machines during the elections of November
2006 and other matters relating to Florida’s 13" Congressional District election contest. The
task force will recommend final disposition to the Committee of the contest.

The following two Democratic members are hereby appointed to the Task Force: Representative
Charlie Gonzalez, and Representative Zoe Lofgren, with Representative Gonzalez serving as
Chairman.

T have asked Ranking Member Ehlers for a designee from the Minority party.

Regards,
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JUANG A NILLENDER MCDONALE: CALIFORNIS VERNON § EHLERS MICHIGAN
O DMAN

Congress of the Hnited States
Pouse of Representatives

COMMITTEE ON HOUSE ADMINISTRATION

1308 Longworth House Office Building
{202) 225-2061

Waghingten, B.€. 20515-6157

ww house,govicha

March 22, 2007

Hon. Vernon J. Ehlers
2182 Rayburm House Office Building
‘Washington, D.C.

Dear Represgf¥tive Ehlers:

Pursuant to Committee Rule 16(b) and consistent with past practice, I hereby establish a three-
member Task Force, comprised of two members of the Majority and one member of the
Minority, to oversee matters related to a letter recently sent by Electronic Systems and Software,
Inc. (ES&S) on the matfunctioning of their voting machines during the elections of November
2006 and other matters relating to Florida’s 13" Congressional District election contest. The
task force will recommend final disposition to the Committee of the contest.

The following two Democratic members are hereby appointed to the Task Force: Representative
Charlie Gonzalez, and Representative Zoe Lofgren, with Representative Gonzalez serving as
Chairman.

I have asked Ranking Member Ehlers for a designee from the Minority party.

Regards,

ita Millender-McDonald
Chairwoman
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R VERNON . EHLERS, MICHIGAN

I EHAROMN bR @uumegg ut the mutteh ét&tﬁg RANKING MEMBER
BBouse of Representatives

COMMITTEE ON HOUSE ADMINISTRATION

1309 Longworth House Office Building
{202) 225-2061

Washington, B.E. 205156157

ww howrse govicha

March 22, 2007

Hon. Daniel E. Lungren
2448 Rayburn House Office Building
Washington, D.C. 20515-0503

Dear Represe; Gﬁgren:

Purs Committee Rule 16(b) and consistent with past practice, I hereby establish a three-
member Task Force, comprised of two members of the Majority and one member of the
Minority, to oversee matters related to a letter recently sent by Electronic Systems and Software,
Inc. (ES&S) on the malfunctioning of their voting machines during the elections of November
2006 and other matters relating to Florida’s 13™ Congressional District election contest. The
task force will recommend final disposition to the Committee of the contest.

The following two Democratic members are hereby appointed to the Task Force: Representative
Charlie Gonzalez, and Representative Zoe Lofgren, with Representative Gonzalez serving as
Chairman.

I have asked Ranking Member Ehlers for a designee from the Minority party.

Regards,

ita Millender-McDonald
Chairwoman
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Task Force Formed to Investigate Florida
13th Election

By Rachel Kapochunas | 4:55 PM; Mar. 23,2007 | Emal This Article

Nearly five months after Florida Republican Vern Buchanan narrowly defeated
Democrat Christine Jennings in the state’s 13th District, a congressional committee has
organized a task force to investigate the controversial election.

California Democratic Rep. Juanita Millender-McDonald, chairwoman of the House
Administration Committee, on Thursday announced the formation of the task force,
which she said was needed to investigate “possible voting rights violations” in Florida’s
13th, where Buchanan prevailed by 369 votes.

Bandele McQueen, Millender-McDonald's chief of staff, told CQPolitics.com on Friday
that Millender-McDonald formed the task force after an August 2006 letter surfaced last
week in which Electronic Systems & Software Inc. (ES&S) — the company that
manufactured the electronic voting machines that were used in the Fiorida 13 election

- told election officials that the voting screens exhibited slow response times during
testing.

ES&S said in the letter that the delays would not affect the “integrity or reliability” of the
election — but the company nonetheless recommended machine updates and
suggested poll workers and voters be apprised of the slow response time.

But Millender-McDonald’s committee said in a statement Thursday that “nothing was
done nor were poll workers informed.”

Jennings and her political allies have long maintained that malfunctions of the electronic
voting machines in Sarasota County — the dominant jurisdiction in the southwest
Florida district — resulted in more than 18,000 “undervotes,” or ballots on which votes
were cast for other contests but not for the House race, and thus cost her the election
because Jennings defeated Buchanan in Sarasota County.
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Millender-McDonald said the task force will “review and raise questions such as, ‘What
went wrong, how long before the election did state and county officials know of this
malfunction, and why were safeguards not taken by state and county officials.”

Rep. Charlie Gonzales, D-Tex., will chair the three-member task force, which will also
include Zoe Lofgren, D-Calif., and a Republican designated by Michigan Rep. Vernon J.
Ehlers, the ranking Republican on the House Administration Committee.

Jennings said in a statement Thursday that she was “pleased” that the task force had
been organized.

Jennings and voting rights groups filed lawsuits in Florida courts that are pending.
Jennings last December formally contested the election in the House of
Representatives.

Salley Collins, a spokeswoman for Ehlers, told CQPolitics.com on Friday that the House
Administration panel should defer to the pending legal action in the Florida courts.

“We strongly believe that we shouldn’t even be having hearings or dealing with any of
the issues surrounding the contest until it's had a chance to play out in Florida,” Collins
said.

Collins said that Republicans will “hold off” on appointing a GOP member to the task
force until Republicans receive clarification from Milliender-McDonald on the task force’s
agenda.

Gonzales told CQPolitics.com on Friday that Democrats recognize the role of the courts
but said that “nevertheless, there's a role for Congress reflected in the Constitution of

the United States” regarding contested elections.
McQueen said that the legal system could no longer be “relied upon.”

“Had that letter been discovered and was turned over as part of discovery, and the legal
process was going along without any hiccups, there might not have been any need for
the task force to be created,” McQueen said. “Upon looking at that information, the
chairwoman determined that it was important for the committee to step in to safeguard
the rights of all the voters.”
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After two recounts of votes, Florida Secretary of State Sue M. Cobb, a Republican, on
Nov. 20 certified Buchanan as the winner by 369 votes in the race to succeed two-term
Republican Rep. Katherine Harris, who left the seat open to pursue a Senate bid that
was unsuccessful.

Jennings and her supporters cried foul, pointing to the large undervote in Sarasota
County. Because Jennings prevailed in Sarasota County, her backers said that
Jennings would have won had the electronic voting machines worked properly.

But Buchanan and his allies said the undervotes in Sarasota could be attributed to

where the contest appeared on some ballots — or that voters simply opted not to
participate in the election.
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JUANEFA MILLENDER-MCUONALD, CALIFORIMIA VERNON J. EHLERS, MIGHIGAN

CHATRWOMAN ( ! 0 aﬁ tﬁe ‘! ! 't‘ l Stateo RANKING MEMBER
Jtause of Representatives

COMMITTEE ON HOUSE ADMINISTRATION

1309 Longworth House Office Building
(202) 225-2061

Wasington, D.C. 20515-6157

v house gavichs

April 3, 2007
VIA U.S. MAIL AND FACSIMILE

Hayden R. Dempsey
Greenberg Traurig, PA
101 East College Avenue
Tallahassee, FL. 32301

Re:  FL-13 Election Contest — Christine Jennings v. Vern Buchanan
Dear Mr. Dempsey:

I am writing you to follow up on earlier correspondence that I sent you regarding a
status conference that I have scheduled for April 17th relating to the above referenced
election contest. The contestant in that contest, Christine Jennings, claims that she has a
right to the office or in the alternative is entitled to a new election due to the failure of the
voting system used in the election to record the vote accurately. The contestant claims
that the iVotronic voting system utilized in Sarasota County did not function properly and
failed to record a sufficient number of votes cast for her that affected the outcome of the
election. The contestant has set forth in her Notice of Contest the specific grounds upon
which she bases this claim.

The purpose of the status conference is to obtain from the parties their views
regarding the nature and extent of the investigation that would be necessary for the task
force to assess those claims and discharge its responsibility.

In preparation for the conference and for use by all task force members, 1 request a
written memorandum be submitted by April 13, 2007, addressing the following matters:

1. State Remedies: Whether there are compelling reasons for the task force not to
proceed with an investigation at this time?

2. Discovery: If the task force authorizes discovery under the Federal Contested
Election Act, what discovery do the parties anticipate undertaking?

3. Voting Machines/Source Code/Software: Whether the task force can rely and if so,
to what extent on the tests conducted by Florida authorities and their experts? Is
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there a need for additional‘testing and if so, the nature and reasons for additional
tests. How can the task force protect the proprietary interests of the voting
machine vendor/manufacturer should discovery entail an examination of trade
secrets?

For future correspondence, please also indicate the best method for the task force
to communicate with your office. If you have any questions or concerns, please do not
hesitate to contact Janelle Hu at the Committee on House Administration at
I look forward to working with you and
the full task force in a judicious and ceoperative manner.

Regards,

A

Charles A. Gonzalez

cc:  The Honorable Zoe Lofgren
The Honorable Vernon J. Ehlers, Ranking Member
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VERNON J. EHLERS, MICHIGAN

Congress of the Tnited States e
~ Bouse of Repregentatives

COMMITTEE ON HOUSE ADMINISTRATION

1309 Longworth House Offlce Buliding
(202) 225-2061

Dashington, B.E. 20515-6157

‘www.housa.govicha

JUANITA MILLENDER-MCOONALD, CAUFORNIA
CHAIRWONAN

‘ April 16,2007
vy

The Honorable Juanita Millender-McDonald

Chairwoman

Committee on House Administration

1309 Longworth House Office Building

Washington, D.C. 20515

Dear Madam Chairwomen,

As you know, I have deep concems about the timeliness of the establishment of a Comunittee task force to
act on the election contest filed by Christine Jennings against our colleague, Reprosentative Vern
Buchanan. I believe that organizing the task force while Ms. Jennings’ case is under careful consideration
in the Florida Circuit and Appeals Courts is an inappropriate interference of the federal legislative branch
in state judicial proceedings that threatens to deprive this Committee of the valuable complete product of
the state judicial process. As both sides of the aisle on the Committee agreed prior to last year’s election,
initiating Committee involvement in this case prior to the fulf pursuit of state remedies by the contestant
is premature and risky.

Despite my deep reservations about the hasty initiation of this task force, the Republican members of the
Committee will be involved in its work. I strongly believe that the work of the task force and its final
report to the Committee would greatly benefit from the participation of both Representative Kevin
MecCarthy and Representative Dan Lungren. The eredibility of the task force’s final recommendation to
the Committee will certainly be strengthened by the participation of these two talented Members, Twill
appoint Representative McCarthy as the Republican member on the task force and have asked
Representative Luugren to participate as an observer as well. Although we may disagrec on the timing
used to examine issues related to this contest, I know we wili be able to continue our practice of working
together to bring this contest to a proper resofution.

I realize that outside groups are placing significant pressure on the Democratic Caucus to pofitieize this
Committee’s serious responsibilities in consideration of Ms. Jennings’ contest against Represenfative
Buchanan, but I urge you to resist that pressure and reconsider this rush to preeinpt the state proceedings
before they have run their proper cowrse. The integrity of our election system and the trust placed in itby
the voters of this couniry demand that this Committee approach this matter deliberatively, not hastily.

ve } %

Vernon J. Ehlers
Ranking Member

CC: The Honorable Charles Gonzalez
The Honorable Kevin McCarthy
The Honorable Danicl Lungren
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GOP, seeking 'clarity,’ holds up task force

By JEREMY WALLACE
H-T POLITICAL WRITER
leremy wallace @heraidtribune.com

Before it can even begin, a congressional task force reviewing Sarasota's disputed
election is already bogging down.

In a move that seems to portend the bitter partisanship that awaits, GOP leaders are
refusing to even appoint a member to the task force, preventing the newly created
group's chairman from setting a schedule or even basic ground rules for how the
investigation will start.

It's yet another frustrating delay for Democrat Christine Jennings, who has been
disputing Republican Vern Buchanan's 369-vote margin of victory for the 13th
Congressional District since November.

" thought they wanted to work in a bipartisan way," Jennings said. *This is the kind of
partisanship people don't want to see in Washington."

U.S. Rep. Vemon Ehlers, R-Michigan, said until he gets more "clarity” on why the task
force was formed and what specifically it will look at, he's hesitant to appoint a member
to what is supposed to be a three-member task force, a spokeswoman for Ehlers said.

As the highest ranking Republican on the committee, Ehlers is responsible for choosing
the GOP member for the task force.

With Congress about to recess for its annual spring break, the panel is likely to be
without a Republican until at least April 17, when members return to Washington.

The GOP delay is a development that is sure to test Rep. Charles Gonzalez, D-Texas,
who found out late last week he'd be heading the panel looking into the 13th
Congressional District race.

The longer the GOP stalls the formation of an investigative task force, the less likely
Jennings' chances become of winning a new election, experts say.

Jennings' hopes are already considered slight because Buchanan has been in the seat
for nearly three months and Jennings has so far been unsuccessful, either in Congress
or in separate lawsuits, of winning a reversal.

Buchanan, R-Longboat Key, was declared the winner by 369 votes. Jennings has
challenged the results based on an abnormally high undervote in Sarasota County.
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Gonzalez, a former judge in San Antonio who prides himself on being a consensus
builder, said he will encourage Ehlers to appoint a member soon. The key to making
sure the process is open and fair is having the GOP play a role, he said.

"That's vital to the process,” Gonzalez, starting his fifth term in Congress, said. "Surely
they are going to be part of it."

One of Ehlers biggest concerns is that the task force is organizing before Florida courts
can rule on Jennings’ challenge of the election. Ehlers is worried that actions taken by
Congress could influence the judicial proceedings in Florida.

"We should not have any public hearings until it plays out in the courts," said Salley
Coliins, press secretary for Republicans on the House Administration Committee, which
has jurisdiction over election disputes.

But Gonzalez said the committee should move forward, independent of the courts,
because the U.S. Constitution charges Congress as being the final determinant in a
contested election.

The partisan divide was expected because of the value both parties place on every seat
in Congress, said David Kimball, who teaches political science at the University ot
Missouri-St. Louis.

Kimball said both parties will fight to get an incumbency edge in Sarasota because of
how often incumbents win re-election. Since 1998, incumbents have been re-elected to
the U.S. House 98 percent of the time.

As much as some Democrats would like to proceed with the investigation, even without
a Republican on the task force, it would turn the investigation into a super-partisan
affair, Kimball said.

*That would be a mistake for the Democrats," Kimball said.

For Jennings, the courts have been excruciatingly slow. Jennings is still awaiting what
was supposed to be an expedited ruiing on her appeal of a trial court's December ruling
preventing her from having access to computer software codes. Those codes are critical
to determining if voting machines malfunctioned on Election Day in Sarasota, her
attorneys have argued.

Once the appeals court rules, the case would likely return back to the lower court, which
has yet to rule on Jennings' overall challenge.

Jeremy Wallace can be reached at 361-4966 or jeremy.wallace @ heraldtribune.com.
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JUANITA MILLENDER-MCOONALD, CALUFORNIA RNON J. EHLERS, MICHIGAN
CHAIFWOMAN

Congress of the Bnited States -
House of Bepresentatives

COMMITTEE ON HOUSE ADMINISTRATION
1309 Longworth House Office Building
(202) 225-2061
Washington, B.&. 20515-6157

e house.govicha

March 27, 2007

Kendall Coffey

Coffey & Wright, LLP
2665 South Bayshore Drive
PH-2, Grand Bay Plaza
Miami, FL 33133

Re: FL-13 Election Contest — Christine Jennings v. Vern Buchanan
Dear Mr. Coffey:

Pursuant to Rule X of the Rules of the U.S. House of Representatives and section 393 of the Federal
Contested Election Act, the Clerk of the House has transmitted to the Committee on House Administration for its
consideration a Notice of Contest filed by Christine Jennings relating to the clection for the Office of
Representative in the One Hundred Tenth Congress from the 13th District of Florida. The Chairwoman Juanita
Millender-McDonald of the Committee has referred the matter pursnant to Rule 16 of the Committee Rules to a
three member ad hoc election panel and has appointed me as Chairman of that panel. The Chairwoman has
charged the panel with the responsibility to investigate this matter and report its findings and recommendation
back to the full Committee for its consideration.

In response to the Notice of Contest, the contestee Vern Buchanan has filed a Motion to Dismiss which
motion is now pending before the panel for its consideration. Prior to the panel's consideration of that motion and
prior to the panel granting permission for compelled discovery to commence under section 386 of the Federal
Contested Election Act, I intend to conference with my colleagues on the panel to consider how the panel can
orderly and expeditiously investigate this matter and report its findings back to the full committee. Iam
requesting your presence at that conference on Tuesday, April 17, 2007 at 10 a.m. in 1309 Longworth House
Office Building. I will soon forward to you a request for information and a list of questions that the panel wouid
like you to be prepared to address at that time.

Your cooperation in this matter is greatly appreciated.

Regards,
edA. 2
cc: The Hoanorable Juanita Millender-McDonald, Chairwoman

The Honorable Zoe Lofgren
The Honorable Vernon J. Ehlers, Ranking Member
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JUANITA MILLENDER-MCOONALD, CALIFORNIA VEANON J. EHLERS, MICHIGAN
CHAIRWOMAN .

Congress of the Tnited States A e
Touse of Bepresentatives

COMMITTEE ON HOUSE ADMINISTRATION

1309 Longworth House Office Building
(202) 225-2061

Paghington, 8.8, 205156157
www house.gowcha

March 27, 2007
Glenn T. Burhans, Jr.
Hayden R. Dempsey
Seann M. Frazier
Greenberg Traurig, P.A.
101 East College Avenuc
Tallahassce, FL 32301
Re: FL-13 Election Contest - Christine Jennings v. Vern Buchanan

Dear Mr. Burhans, Mr. Dempsey, and Mr. Frazier:

Pursuant to Rule X of the Rules of the U.S. House of Represcntatives and scction 393 of the Federal
Contested Election Act, the Clerk of the House has transmitted to the Committee on House Administration for its
consideration a Notice of Contest filed by Christine Jennings relating to the election for the Office of Representative in
the Onc Hundred Tenth Congress from the 13th District of Florida. The Chairwoman Juanita Millender-McDonald of
the Committee has referred the matter pursuant to Rule 16 of the Committee Rules to a three member ad hoc election
panel and has appointed me as Chairman of that panel. The Chairwoman has charged the pane! with the responsibility
to investigate this matter and report its findings and recommendation back to the full Committee for its consideration,

In response to the Notice of Contest, the contestee Vern Buchanan has filed a Motion to Dismiss which
motion is now pending before the panel for its consideration. Prior to the panel's consideration of that motion and prior
to the panel granting permission for compelled discovery to commence under section 386 of the Fedcral Contested
Election Act, 1intend to conference with my colleagues on the panel to consider how the panel can orderly and
expeditiously investigate this mattcr and report its findings back to the full committee. I am requesting your presence at
that conference on Tuesday, April 17, 2007 at 10 a.m. in 1309 Longworth House Office Building. I will soon forward
to you a request for information and a list of questions that the panel would like you to be prepared to address at that
time.

Your cooperation in this matter is greatly appreciated.

cc: ~ The Honorable Juanita Millender-McDonald, Chairwoman
The Honorable Zoe Lofgren
The Honorable Vernon J, Ehlers, Ranking Mcmber
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JUANITA MILLENDER-MCDONALD, CALIFORNIA VEANON J. EHLERS, MICHIGAN
FOMAN

- Congress of the Enited States R
Bouse of Representatives

COMMITTEE ON HOUSE ADMINISTRATION

1308 Longworth House Office Building
{202) 225-2061

Waghington, B.E. 20515-6157

wwiew-house,govicha

April 16, 2007

Hon. Vernon J. Ehlers

U.S. House of Representatives

2182 Rayburn House Office Building
Washington, D.C. 20515

Re:  FL-13 Election Contest ~ Christine Jennings v. Vern Buchanan

Dear Representative Ehlers:

As you are aware, we are scheduled to have a status conference with counsel for the
parties involved in the election contest of the Office of Representative in the One Hundred Tenth
Congress from the 13th District of Florida on Tuesday, April 17, 2007 at 10 a.m. in 1309
Longworth House Office Building.

For your information, a court reporter will be present at the status conference.
Furthermore, while the meeting will be closed to the public and press, the press will be advised
that we may be available for comment at the conclusion of the status conference.

T look forward to seeing you on Tuesday.

Regards, .

harles A. Gonzalez
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JUANITA MILLENDER-MCDONALD, CALIFORNIA VERNON J, EHLERS, MICHIGAN
CHAIRWOMAN

Congress of the nited States e
BHouse of Representatives

COMMITTEE ON HOUSE ADMINISTRATION

1309 Longworth House Office Buiiding
(202) 225-2061

Basbington, B.€. 20515-6157

wwwr.house. govicha

April 16, 2007
Hon. Zoe Lofgren
U.S. House of Representatives
102 Cannon House Office Building
Washington, D.C. 20515

Re:  FL-13 Election Contest — Christine Jennings v. Vern Buchanan

Dear Representative Lofgren:

As you are aware, we are scheduled to have a status conference with counsel for the
parties involved in the election contest of the Office of Representative in the One Hundred Tenth
Congress from the 13th District of Florida on Tuesday, April 17, 2007 at 10 a.m. in 1309
Longworth House Office Building.

For your information, a court reporter will be present at the status conference.
Furthermore, while the meeting will be closed to the public and press, the press will be advised
that we may be available for comrment at the conclusion of the status conference.

T look forward to seeing you on Tuesday.

Regards,

arles A. Gonzalez
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Congress of the Enited States
Bouge of Representatives

COMMITTEE ON HOUSE ADMINISTRATION
1309 Longworth House Office Building
Waghington, B.€. 20515-6157
{202) 225-2061

seww house.govicha

April 25, 2007

Hon. Vernon J. Ehlers

Ranking Member

Committee on House Administration
1313 Longworth House Office Building
Washington, D.C. 20515

Dear Ranking Member Ehlers:

Thank you for your letter of April 16, 2007, designating a Minority Member to serve on
the ad hoc election panel on the contested election in the 13" Congressional District of Florida,
and expressing your concern about the general timing of the proceedings.

Pursuant to Committee Rule 16 and your recommendation, I hereby appoint
Representative McCarthy to serve on the ad hoc election panel. Participation by other
Committee Members during hearings or proceedings is govemned by Committee Rule 9. 1 will
respond to the balance of your letter at a later time.

I fook forward to working with you in the coming months.

Sincerely,

Robert A. Brady
Chairman
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MEETING TO DISCUSS MATTERS PERTAINING TO
THE CONTESTED ELECTION IN THE 13TH CON-
GRESSIONAL DISTRICT OF FLORIDA

MEETING

BEFORE THE

COMMITTEE ON HOUSE
ADMINISTRATION

TASK FORCE FOR THE CONTESTED ELECTION IN
THE 13TH CONGRESSIONAL DISTRICT OF FLORIDA

HOUSE OF REPRESENTATIVES

ONE HUNDRED TENTH CONGRESS
FIRST SESSION

MEETING HELD IN WASHINGTON, DC, MAY 2, 2007

Printed for the use of the Committee on House Administration

2k

Available on the Internet:
hitp: [ [www.gpoaccess.gov | congress | house fadministration /index. html
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Official Task Force Meeting
May 2, 2007

Motion #1 — Initiate an Investigation

I move that the Task Force initiate an investigation of Florida’s 13™
Congressional District election (offered by Representative Zoe Lofgren).

Member Vote
Rep. Gonzalez Y
Rep. Lofgren Y
Rep. McCarthy N

Motion #2 —~ How to Proceed

I move that the Chairman be authorized and directed to secure the assistance of the Government
Accountability Office, which shall be requested to design and propose testing protocols to
determine the reliability of the equipment used in the FL-13 election, taking into account
recommendations by the contestant and contestee. The Task Force shall approve any testing
protocols prior to execution by the GAO. The GAO may procure such expertise and assistance
from governmental or non-governmental experts and entities as it deems necessary, and shall
report its findings to the task force (offered by Representative Zoe Lofgren).

Member Vote
Rep. Gonzalez Y
Rep. Lofgren Y
Rep. McCarthy Y
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ROBERT A. BRADY, PENNSYLVANIA VERNON .}, EHLERS, MICHIGAN

@nngtm of the Hnited ﬁtattﬂ e
Bousge of Repregentatibes

COMMITTEE ON HOUSE ADMINISTRATION
1309 Longworth House Office Buiiding
Paghington, B.L. 20515-6157
{202} 225-2061

www.house.govicha

May 25, 2007

The Honorable David M. Walker
Comptroller General of the United States
U.S. Govermnment Accountability Office
441 G Street, N.W.

Washington, D.C. 20548

Dear Mr. Walker:

This is to request that the Government Accountability Office (GAO) provide
the Task Force with assistance in connection with its technical inquiry of the
voting equipment used in the 2006 contested election in the 13th congressional
district of Florida. As you are aware, the Task Force met on May 2nd and voted
unanimously to seek the assistance of GAO in this matter. GAQ’s analysis should
include a review of the existing testing and evaluation conducted by the State of
Florida, the manufacturers of such voting equipment, and other competent entities
with regard to the voting equipment used in this contested election. The review
should also include opinions and recommendations from Contestant's and
Contestee's Tepresentatives as to the adequacy or inadequacy of the testing
performed to date. Based on this review and a review of the pleadings and
supporting documents in this contest, GAO should recommend to the Task Force
what additional tests should be done to determine whether the voting system
contributed to the substantial undervote recorded in the election. GAO should
establish the protocols for the additional testing and present them for the Task
Force’s approval . Should the Task Force order the tests be undertaken, GAO
should be prepared to perform or oversee the tests. GAO is authorized to procure
such expertise and assistance that it considers necessary to assist it with these
responsibilities from governmental or non-governmental experts and entities.

We recognize that GAO generally does not have a right of access to the
nonpublic records and testing documentation of the State of Florida, the
manufacturers of voting equipment or other non-federal entities that may have
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done relevant testing or evaluation relating to this issue. The Task Force
recognizes that GAO will need to obtain the voluntary cooperation of the State of
Florida, the participants in the Florida State University study, the manufacturers of
the voting equipment, and other entities that have performed relevant work relating
to this contested election. Confidentiality agreements are anticipated to address
legitimate concerns relating to protecting any asserted proprietary interests. If
GAO cannot obtain relevant documentation or information through such voluntary
cooperation, GAO should report this to the Task Force. The Task Force will then
determine whether it will use its own enforcement mechanisms to obtain the
necessary documents or information.

The Task Force also recognizes the financial strain that this request for
assistance places on GAO resources, as well as on GAO’s existing commitments to
perform work in response to statutory mandates and congressional requests. The
Task Force commits to working with GAO to obtain necessary supplemental
funding for this effort. In addition, the Task Force plans to request that other
departments and agencies of the federal government including, but not limited to,
the National Institute of Standards and Technology and the National Security
Agency, provide on a non-reimbursable basis the support and assistance as is
requested by GAO.

If you have any questions regarding this request, please contact Charles
Howell at (202) 225-2061. Thank you in advance for your attention to this matter.

/.

arles A. Gonzalez
Chairman
Task Force on FL-13

Sincerely,
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United States Government Accountability Office
Washington, DC 20548

June 5, 2007

The Honorable Charles A. Gonzalez
Chairman, Task Force on FL~13
Committee on House Administration
House of Representatives

Dear Mr. Chairman:

Thank you for your letter of May 25, 2007, asking the
Government Accountability Office to provide the Task Force on
FL~13 with assistance in connection with its technical inquiry
of the voting equipment used in the 2006 contested election in
the 13" congressional district of Florida.

GAO accepts your request. We appreciate your understanding of
our lack of access to the nonpublic records and testing
documentation of the State of Florida, the manufacturers of
voting equipment or other non-federal entities that may have
performed relevant testing or evaluation. GAO will need to
obtain the voluntary cooperation of the State of Florida, the
participants in the Florida State University study, the
manufacturers of the voting equipment, and other entities that
have performed relevant work relating to the contested
election. As you requested, we will notify the Task Force if
we cannot obtain relevant documentaticn or informaticn
voluntarily or in a timely manner. BAnother consideration is
financial costs and we are grateful for your commitment to
assist us in obtaining supplemental funding and, if needed,
asking executive branch agencies to provide us support and
assistance on a non~reimbursable basis.
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GAO's principal point of contact to the Task Force will be
Mr. Keith Rhodes, Chief Technologist. If you have any
gquestions, please contact Mr. Rhodes at 202-512-2700 or me at
202-512~4400.

Sincerely yours,

/ e, //)ﬂ’W""“’

Glorla L. Ja
Managing Dlrector for
Congressional Relations

cc: The Honorable Zoe Lofgren
House of Representatives

The Honorable Kevin McCarthy
House of Representatives

Ref: CCAR 07-0928

Page 2
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June 11, 2007 Monday

House Study of Florida Race May Take Months
BYLINE: Matthew Murray, ROLL CALL STAFF
LENGTH: 844 words

The Government Accountability Office last week told a special House elections
task force that it may take months to determine what allegedly caused thousands of
votes to disappear in a Florida House election in November, likely dimming the
prospects that the sun will set in the still-disputed contest before late 2007 or
beyond.

GAO officials on Thursday met in private with the special House Administration
elections panel, multiple sources confirmed, to discuss the status of the agency's
investigation into the cause of 18,000 possible "undervotes" in the House contest
between now-Rep. Vern Buchanan (R} and bank executive Chrisgtine Jennings (D).

In January, the House seated Buchanan as ex-Rep. Katherine Harris' ({(R)
replacement, but Democratic leaders held open the possibility that Jennings
eventually could be seated.

Meanwhile, the three-member elections task force is expected to meet publicly as
early as this week to decide how the investigation will proceed. Although details
of the proposed meeting were not available as of press time Friday, GAO spokeswoman
Nancy Kingsbury said it will *take a couple of months® for the auditing agency to
formulate its game plan before reporting its findings back to the task force.

“We're just getting started,” Kingsbury said. "We have developed a plan for the
preliminary phase, which is just to look at what others have done - what the state
did, what the testing people have done, et cetera.*®

The lone Republican on the elections task force, Rep. Kevin McCarthy (Calif.),
told Roll Call on Friday that the GAQ assured the group that by September the
auditor would report one of two things to the task force. The first possibility: a
conclusion that the GAO has found no indication that the electronic voting machines
malfunctioned.

"Or,"* McCarthy said, "'{the GAQ might say that it] thought this and this were
wrong, so [the task force has] to go further.'®

McCarthy said the process from the start has been mired in logistical and
budgetary challenges, including task force Chairman Charlie Gonzalez {D-Texas) and
others setting expectations too high by predicting that the GAO could complete its
portion of the investigation in less than two months.

*when we had the first discussion, [Democrats] kept saying 45 days, " McCarthy
said. *There's no way you can do this in 45 days.'”

McCarthy also said the GAQ has been hesitant to give much more than an educated

http://w3.nexis.com/new/delivery/PrintDoc.do?fromCart=false&dnldFilePath=%2F1-n%2F... 1/23/2008
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guess regarding how much the investigation will cost, failing to give even a

rough estimate of how many agency man-hours it will take to complete the monumental
task.

*I kept hearing $1 million prior to the meeting ... [but] they were just
throwing a number out,* McCarthy said. "What they really have to do is analyze what
the state already has done.*

Florida auditors already have certified that the Jennings-Buchanan contest was
decided by just 369 votes. Last month, Jennings stopped pursuing her claims in the
Florida court system that the election was botched. For months, the various parties
involved wrangled, in part, over whether the manufacturer of the suspicious voting
machines should be required to offer up its trade secrets - a dispute that may live
another day in the GAO's investigation.

Should the voting machine manufacturer balk again, Kingsbury said the agency
does not have subpoena power to directly force the company to cough up evidence,
even if it could prove to be crucial. Although the agency could call on the House
panel to force the manufacturer and perhaps other witnesses to comply, that process
could add days or weeks to a dispute already in its eighth month.

"We don't know, we haven't asked yet, but there's a good question whether {the
manufacturer is} going to give it to us,* Kingsbury said. “This is a very unusual
request for us. ... We anticipate some obstacles ... this is pretty arcane software
management. *

In a perfect world, Kingsbury said the GAO could complete its investigation in
45 days. But with technical glitches or legal snags all but certain, *it will
probably take less than six [months].”

A Democratic source said the task force will vote at its next open meeting on an
official time frame for the overall investigation, which most observers agree has
far exceeded original expectations. But with candidates already declaring for 2008
House races, the source said, a renewed focus on the Jennings-Buchanan race has
emerged.

»It's something that people want to get done in a timely fashion because the
next thing you know people are going to have to start filing again for the next
election, " the source said.

Gonzalez appeared to confirm the source's sentiment in an e-mail message Friday.

"While the task force understands the-sensitive nature of this investigation and
the need for ample time to complete a thorough analysis, we remain committed to
concluding this inguiry in a timely fashion," Gonzalez said. "We will work with the
GAO to determine an appropriate timeline that provides enocugh time for a
comprehensive analysis that also respects the need to arrive at a solution in a
timely fashion."®
LOAD~DATE: June 11, 2007
LANGUAGE: ENGLISH

PUBLICATION-TYPE: Newspaper

Copyright 2007 Roll Call, Inc.
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i
£ GAO

Accountsbility * integrity * Refiability

United States Government Accountability Office
Washington, DC 20548

June 20, 2007

The Honorable Charles A. Gonzalez
Chairman, Task Force on Florida-13
Committee on House Administration
House of Representatives

Subject: Review of FL-13 Voting Systems
Dear Mr. Chairman:

This letter confirms our commitment to review the voting equipment used in the 2006
contested election in the 13" congressional district of Florida based on your letter of May 25,
2007, to the Comptroller General. As we discussed with you and the other members of the
Task Force during the public meeting on June 14, 2007, while we continue to believe that it
will take until September for us to complete our review, we appreciate the Task Force’s
urgency and its target date of July 27, 2007, and we will take all possible steps to expedite our
review without compromising its integrity. The enclosure to this letter contains the
engagement plan as approved during the Task Force's public meeting, We will work with
both majority and minority staffs to provide periodic updates of our review. If we should
encounter resistance from any of the organizations during the course of our review, we will
notify the Task Force.

We look forward to working with you and your staff on this assignment. Should you have any
questions, please contact me on repimsntiypmee Naba Barkakati, Senior-
Level Technologist on (SiiieeSeiile or Mgy or Richard Hung, Assistant
Director, on (ARG niddaumingy

/ Chief Technologist
Director, Center for Technology and Engineering

Enclosure

cc: The Honorable Zoe Lofgren
The Honorable Kevin McCarthy
The Honorable Dan Lungren
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As approved by the F1-13 Task Force on June 14, 2007

i
£ GAO

Acoountabliity ~ integrity * Retiabllity

United States Government Accountability Office
Washington, DC 20548

Engagement Plan for Review of Voting Equipment Used in Florida’s 13*
Congressional District During the 2006 General Election

High-level objective: To what extent could the voting machines have contributed to
the large undervote? Ascertain whether additional testing is needed to determine
whether the voting systems contributed to the undervote.

Scope: Voting machines and equipment used in Sarasota County. Though Florida’s
13" Congressional District includes voters from five counties (Charlotte, Desoto,
Hardee, Manatee, and Sarasota), because the contestant’s claims and the Florida
state audit focus on Sarasota County, we will also limit our scope to Sarasota County.

Job Objectives: (1) What voting systems and equipment were used in Sarasota County
and what processes governed their use? (2) What is the scope of the undervote in
Sarasota County? (3) To what extent were tests conducted on the voting systems in
Sarasota County prior to the general election and what were the results of those
tests? (4) Considering the tests that were conducted on the voting systems from
Sarasota County after the general election, are additional tests needed to determine
whether the voting systems contributed to the undervote?

Approach:

1) What voting systems and equipment were used in Sarasota County and what
processes governed their use? v+ * *
P I Y
a)“4Identify veting systerns and eguipment used in Sarasota County during the
2006 general election, including vote casting machines and vote tabulation
machines. Identification should include versions numbers of all hardware
and software in use.

Information sources: Sarasota County Supervisor of Elections.

b) Verify that the voting systems were approved for use by the Florida
Division of Elections and the Sarasota County Supervisor of Elections.

Information sources: Sarasota County Supervisor of Elections, Florida
Division of Elections, Florida and county requirements for such
approvals.
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As approved by the FL-13 Task Force on June 14, 2007
c) What procedures were used to set-up and operate voting systems and
equipment for the 2006 general election? Include systems and equipment
used for election day, early, and absentee voting.

Information sources: Sarasota County Supervisor of Elections, Florida
and county requirements for such procedures.

d) How are votes tallied and certified in Sarasota County, including recount
procedures?

Information sources: Sarasota County Supervisor of Elections, Florida
and county requirements for such procedures.

e) What different ballot styles were used in Sarasota County during the
general election?

Information sources: Sarasota County Supervisor of Elections.

f) What problems were reported regarding the performance and use of the
voting systems during the general election?

Information sources: Problem reports from Sarasota County Supervisor
of Elections, submissions from contestant and contestee.

g) What is the current disposition of the voting systems and equipment that
were used on election day, including hardware, software, and any
removable media? How would GAO gain access to such machines and
equipment?

Information sources: Sarasota County Supervisor of Elections.

2) What is the scope of the undervote in Sarasota County?
a) Analyze the distribution of undervotes in Sarasota County in the 2006
general election to identify any patterns, such as by ballot style, precincts,
or geography.

Information sources: Machine-level results data from Sarasota County
Supervisor of Elections.

b) Do the certified vote totals from Sarasota County for the 13" Congressional
District race match those recorded by the machines?

Information sources: Vote image log files and certified vote totals from
Sarasota County Supervisor of Elections.

Page 2
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As approved by the FL-13 Task Force on June 14, 2007

¢) How does the undervote in the 13" Congressional District race compare to
other races in the 2006 general election and in previous elections that used
these voting systems and equipment?

Information sources: Data on the history of usage of the voting systems
and equipment from the Sarasota County Supervisor of Elections,
election results from prior general elections.

3) To what extent were tests conducted on the voting systems in Sarasota County
prior to the general election and what were the results of those tests?

a) Identify and review testing procedures conducted by the equipment
manufacturers prior to the conduct of the election. How are problems
identified by the manufacturers communicated to users?

Information sources: ES&S

b) Identify and review testing procedures conducted by the Florida Division
of Elections prior to the conduct of the election.

Information sources: Florida Voting System Standards, Florida Division
of Elections, test plans and reports

¢) Identify and review testing procedures conducted by the Sarasota County
Supervisor of Elections prior to the conduct of the election.

Information sources: Sarasota County Supervisor of Elections, test
plans and reports

4) Considering the tests that were conducted on the voting systems from Sarasofa
County after the general election, are additional tests needed to determine
whether the voting systems contributed to the undervote?

a) Assess the conduct of the parallel testing.

Information sources: Florida Division of Elections, Sarasota County
Supervisor of Elections, audit team, state audit report, submissions
from contestant and contestee.

b) Assess the conduct of the independent source code review conducted at
Florida State University at the Security and Assurance in Information
Technology (SAIT) lab.

Information sources: Unredacted software review and security analysis

report, statement of work, Florida Division of Elections, SAIT team,
submissions from contestant and contestee.

Page 3
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As approved by the FL-13 Task Force on June 14, 2007

¢) Assess the conduct of the examination of election procedures and
practices.

Information sources: Florida Division of Elections, Sarasota County
Supervisor of Elections, audit team, state audit report, submissions
from contestant and contestee.

d) Are there any areas where additional testing could help determine whether
the voting systems contributed to the undervote?

Information sources: Analysis of the testing conducted before and after
the general election to identify any tests that were not conducted or
were conducted in an ineffective manner.

e) For any additional tests, identify the test environment and test protocol to
be used, as well as the resources needed to conduct such testing.

Information sources: Analysis of the testing conducted before and after
the general election. Availability of specific voting systems in Sarasota
County to meaningfully recreate conditions from the 2006 general
election.

High-level Schedule:

June 2007 - Initiate contacts with the involved entities (Florida Division of Elections,
Sarasota County Supervisor of Elections, SAIT team, ES&S, and others, as needed).
Begin data collection and meetings. Review Task Force submissions.

July 2007 — Continue data collection and meetings. Begin data analysis of undervote
data. Assess voting system tests conducted before and after the election.

August 2007 - Continue analysis and follow-up on any needed data collection.
Identify any additional needed tests and identify necessary resources and
environment.

September 2007 - Finalize findings. Prepaie and deliver briefing on findings to Task
Force.

Note that this schedule depends on the timely cooperation of all involved entities to
provide GAQ the relevant documentation or information. Should GAO not be able to
gain the timely cooperation of an involved entity, we will report this to the Task
Force.

Page 4
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MEETING TO DISCUSS THE GOVERNMENT
ACCOUNTABILITY OFFICE WORK PLAN

MEETING

BEFORE THE

COMMITTEE ON HOUSE
ADMINISTRATION

TASK FORCE FOR THE CONTESTED ELECTION IN
THE 13TH CONGRESSIONAL DISTRICT OF FLORIDA

HOUSE OF REPRESENTATIVES
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OfTicial Task Force Meeting
June 14, 2007

Motion #3 — Clarifying Amendment to GAO Engagement Plan

High Level Objective: Did the voting machine malfunction contribute to the large undervote?
Ascertain whether additional testing is needed to determine whether the voting system
malfunction contributed to the undervote (offered by Representative Kevin McCarthy).

*¥*Motion was withdrawn by Representative Kevin McCarthy

Motion #4 — Approve GAO Work Plan

Mr. Chairman, I move the approval of the GAO Engagement Plan with a target date of July 27,
2007; and that the Chairman transmit the GAO Engagement Plan to the parties to the contest,
and that upon receipt, the parties will have seven days to submit comments to the Committee on
House Administration which will transmit such comments forthwith to the GAQ; and that the
Chairman notify individuals, offices, and entities identified in the GAO Engagement Plan that
the Task Force seeks their full, prompt and voluntary cooperation with the GAO (offered by
Representative Zoe Lofgren).

Member Vote
Rep. Gonzalez Y
Rep. Lofgren Y
Rep. McCarthy Y
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FOBERT A BRADY, PENNSYLVANIA VERNON J. EHLERS, MICHIGAN

T Congress of the Wnited States i
Bouse of Representatives

COMMITTEE ON HOUSE ADMINISTRATION
1309 Longworth House Office Buliding
Blashington, B.€. 205156157
(202) 225-2061

www.house govicha

June 15, 2007
VIA FEDEX AND FACESMILE

Hayden R. Dempsey
Greenberg Traurig, P.A.
101 East College Avenue
Tallahassee, FL 32301

Dear Mr. Dempsey:

On June 14, 2007, the Task Force established by the Committee on House Administration to investigate Florida’s
13" Congressional District election contest unanimously agreed to the following:

» The Task Force approves the Government Accountability Office Engagement Plan with a target
date of July 27, 2007;

> The Chairman of the Task Force will transmit the Government Accountability Office Engagement
Plan to the parties to the contest, and upon receipt, the parties will have seven days to submit
c to the Committee on House Administration which will transmit such comments
forthwith to thc Government Accountability Office; and

»  The Chairman of the Task Force will notify individuals, offices, and entities identified in the
Government Accountability Office Engagement Plan that the Task Force seeks their full, prompt
and voluntary cooperation with the Government Accountability Office.

In accordance with this directive, 1 enclose a copy of the Government Aceountability Office Engagement Plan and
request that you respond in writing to the Committee on House Administration no later than June 22, 2007 with any
comments.

Your comments should be as concise as possible in addressing the central questions relating to:
» The adequacy or inadequacy of prior lesting of the electronic voting machines;
»  Whether additional tests are needed; and
» Protocols, should additional tests be required.

If you have any questions regarding this request, please contact Thomas Hicks at (202) 225-2061.

Task Force on FL- 13
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'VERNON J, EHLERS, MICHIGAN

Congress of the Wnited States e
Touse of Representatives

COMMITTEE ON HOUSE ADMINISTRATION
1309 Longworth House Office Building
Paghington, B.L. 20515-6157
(202) 225-2061
ww.howes, govicha

PROBEAT A BRADY, PENNSYLVANIA
CHAIRMAN

June 15, 2007
VIA FEDEX AND FACESMILE

Glenn T. Burhans, Jr.
Greenberg Traurig, P.A.
101 East College Avenue
Tallahassee, FL 32301

Dear Mr. Burhans:

On June 14, 2007, the Task Force established by the Committee on House Administration to investigate Florida’s
13™ Congressional District election contest unanimously agreed to the following:

» The Task Force approves the Government Accountability Office Engagement Plan with a target
date of July 27, 2007;

» The Chairman of the Task Force will transmit the Government Accountabitity Office Engagement
Plan to the parties to the contest, and upon receipt, the parties will have seven days to submit
comments to the Committee on House Administration which will transmit such comments
forthwith to the Government Accountability Office; and

» The Chairntan of the Task Force will notify individuals, offices, and entities identified in the
Government Accountability Office Engagement Plan that the Task Force seeks their full, prompt
and voluntary cooperation with the Government Accountability Office.

In accordance with this directive, I enclose a copy of the Government Accountability Office Engagement Plan and
request that you respond in writing to the Committee on House Administration no later than June 22, 2007 with any
comments,

Your comments should be as concise as possible in addressing the central questions relating to:
> The adequacy or inadequacy of prior testing of the electronic voting machines;
» Whether additional tests arc needed; and
» Protocols, should additional tests be required.

1f you have any questions regarding this request, please contact Thomas Hicks at (202) 225-2061.
Sincerely,
hrles

Chairman
Task Foree on FL- 13
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JBERT A. BRADY, PENNSYLVANIA VERNON J, EHLERS, MICHIGAN
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June 185, 2007
VIA U.S. MAIL AND FACESMILE

Kathy Dent

Supervisor of Elections
Sarasota County Florida
101 S. Washington Blvd.
Sarasota, FL. 34236

Dear Ms. Dent:

Under Article 1, Section 5 of the U.S. Constitution, each House of Congress has the express authority to be the
judge of the "elections and returns” of its own Members. Pursuant to this Constitutional authority, the Federal
Contested Elections Act, Committee rules, and past practice, the Committee on House Administration
established a task force to investigate Florida's 13" Congressional District election contest.

The Task Force met on May 2™ and voted unanimousty to seek the assistance of the Government
Accountability Office (GAO) in connection with the Task Force’s technical inquiry of the voting equipment
used in the November 2006 contested election. On June 14®, the Task Force unanimously agreed to seek full,
prompt, and voluntary cooperation of all individuals, offices, and entities identified by GAQ in its work plan.

The Sarasota County Supervisor of Elections has been identified by the GAO as possessing or having access
to information and/or items that are necessary to conduct a thorough review and analysis. In that regard, the
Task Force respectfully requests your full and timely cooperation. If for any reason you cannot comply with
this or any subsequent GAO request, you are instructed to immediately notify Thomas Hicks at
Thomas.Hicks@rmnail.house.gov or (202) 225-2061.

1 cannot adequately stress the importance of the timeliness and completeness of your assistance in responding
to the GAO. If the GAO does not receive an immediate response, or a reasonable explanation for the delay,
the GAO will return to the Task Force to request further exercise of the Committee’s authority in order to
allow GAO (o obtain any and all information it needs to discharge its responsibilities to the U.S. House of
Representatives.

The Task Force looks forward to resolving this election contest and is appreciative of your valuabie help.

Task Force on FL-13
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June 15, 2007
V1A U.S. MAIL AND FACESMILE

Kurt S. Browning

Secretary of State

Florida Department of State
R. A. Gray Building

500 South Bronough Street
Tallahassee, FL 32399-0250

Dear Secretary Browning:

Under Article I, Section 5 of the U.S. Constitution, each House of Congress has the express authority to be the
judge of the "elections and returns” of its own Members. Pursuant to this Constitutional authority, the Federal
Contested Elections Act, Commitiee rules, and past practice, the Committee on House Administration
established a task force to investigate Florida's 13" Congressional District election contest.

The Task Force met on May 2™ and voted unanimously to seek the assistance of the Government
Accountability Office (GAO) in connection with the Task Force’s technical inquiry of the voting equipment
used in the November 2006 contested elcetion. On June 14", the Task Force unanimously agreed to seek full,
prompt, and voluntary cooperation of all individuals, offices, and entities identified by GAO in its work plan.

The Florida Division of Elections has been identified by the GAO as possessing or having access to
information and/or iterns that are necessary to conduct a thorough review and analysis. In that regard, the
Task Force respectfully requests your full and timely cooperation. If for any reason you cannot comply with
this or any subsequent GAO request, you are instructed to immediately notify Thomas Hicks at
Thomas.Hicks@mail.house.gov or (202) 225-2061.

1 cannot adequately stress the importance of the timeliness and compl of your assistance in responding
to the GAO. If the GAO does not receive an immediate response, or a reasonable explanation for the delay,
the GAO will return to the Task Force to request further exercise of the Committee’s authority in order to
allow GAO to obtain any and ali information it needs to discharge its responsibilities to the U.S. House of
Representatives.

The Task Force ooks forward to resolving this election contest and is appreciative of your valuable help.

Sincerel,

Task Force onFL-13
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June 15, 2007
VIA U.S. MAIL AND FACESMILE

Amy Tuck

Director of Division of Elections
Department of State, Director's Office
Room 316, R.A. Gray Building

500 South Bronough Street
Tallahassee, Florida 32399-0250

Dear Ms. Tuck:

Under Article I, Section 5 of the U.S. Constitution, cach House of Congress has the express authority to be the
judge of the "elections and returns” of its own Members. Pursuant to this Constitutional authority, the Federal
Contested Elections Act, Committee rules, and past practice, the Committee on House Administration
established a task force to investigate Florida's 13 Congressional District election contest.

The Task Force met on May 2™ and voted unanimously to seek the assistance of the Government
Accountability Office (GAO) in connection with the Task Force’s technical inquiry of the voting equipment
used in the November 2006 contested election. On June 14", the Task Force unanimously agreed to seek full,
prompt, and voluntary cooperation of all individuals, offices, and entities identified by GAO in its work plan.

The Florida Division of Elections has been identified by the GAO as possessing or having access to
information and/or items that are necessary to conduct a thorough review and analysis. In that regard, the
Task Force respectfully requests your full and timely cooperation. If for any reason you cannot comply with
this or any subsequent GAO request, you are instructed to immediately notify Thomas Hicks at
Thomas.Hicks @mail.house.gov or (202) 225-2061.

1 cannot adequately stress the importance of the timeliness and completeness of your assistance in responding
to the GAO. If the GAQ does not receive an immediate response, or a reasonable explanation for the delay,
the GAO will return to the Task Force to request further cxercise of the Committee’s authority in order to
allow GAO to obtain any and all information it needs to discharge its responsibilities to the U.S. House of
Representatives.

The Task Force looks forward to resolving this election contest and is appreciative of your valuable help.

es AL
Chairman
Task Force on FL~13
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June 15, 2007
VIA U.S. MAIL AND FACESMILE

Aldo Tesi

President & Chief Executive Officer
Election Systems & Software, Inc.
11208 John Galt Bivd.

Omaha, NE 68137 USA

Dear Mr. Tesi:

Under Article I, Section 5 of the U.S. Constitution, each House of Congress has the express authority to be the
judge of the "elections and returns" of its own Members. Pursuant to this Constitutional authority, the Federal
Contested Elections Act, Committee rules, and past practice, the Committee on House Administration
established a task force to investigate Florida’s 13" Congressional District election contest.

The Task Foree met on May 2™ and voted unanimously to seek the assistance of the Government
Accountability Office (GAQ) in connection with the Task Force’s technical inquiry of the voting equipment
used in the November 2006 contested election. On June 14™, the Task Force unanimously agreed to seek full,
prompt, and voluntary cooperation of all individuals, offices, and entities identified by GAQ in its work plan.

ES&S has been identified by the GAO as possessing or having access to information and/or items that are
necessary to conduct a thorough review and analysis. In that regard, the Task Force respectfully requests your
full and timely cooperation. If for any reason you cannot comply with this or any subsequent GAO request,
you are instructed to immediately notify Thomas Hicks at Thomas.Hicks@mail house.gov or (202) 225-2061.

1 cannot adequately stress the importance of the timeli and compl of your assistance in responding
to the GAO. If the GAQ does not receive an immediate response, or a reasonable explanation for the delay,
the GAQ will return to the Task Force to request further exercise of the Committee’s authority in order to
allow GAQ to obtain any and all information it needs to discharge its responsibilities to the U.S. House of
Representatives.

The Task Foree looks forward to resolving this election contest and is appreciative of your valuable help.

Task Force on FL-13




90

ROBERT A. BRADY, PENNSYLVANIA VERNON J. ERLEAS, MICHIGAN

Congress of the United States s
HBouse of Representatives

COMMITTEE ON HOUSE ADMINISTRATION
1309 Longworth House Office Building
Waghington, B.E. 20315-6157
{202) 225-2061
werw. fouse.govicha

June 15, 2007
VIA U.S. MAIL AND FACESMILE

Dr. Mike Burmester

SAIT Labs, Florida State University
264 James J. Love Building

Florida State University
Tallahassee FL 32306-4530

Dear Dr. Burmester:

Under Article I, Section 5 of the U.S. Constitution, each House of Congress has the express authority to be the
judge of the "elections and returns” of its own Members. Pursuant to this Constitutional authority, the Federal
Contested Elections Act, Committee rules, and past practice, the Committec on House Administration
established a task force to investigate Florida’s 13" Congressional District election contest.

The Task Force met on May 2™ and voted unanimously to seek the assistance of the Government
Accountability Office (GAO) in connection with the Task Force’s technical inquiry of the voting equipment
used in the November 2006 contested election. On June 14", the Task Force unanimously agreed to seek full,
prompt, and voluntary cooperation of all individuals, offices, and entities identified by GAO in its work plan.

Florida State University at the Security and Assurance in Information Technology (SAIT) lab has been
identified by the GAO as possessing or having access to information and/or itcms that are necessary to
conduct a thorough review and analysis. In that regard, the Task Force respectfully requests your full and
timely cooperation. If for any reason you cannot comply with this or any subsequent GAO request, you are
instructed to immediately notify Thomas Hicks at Thomas Hicks @mail.house.gov or (202) 225-2061.

1 cannot adequately stress the importance of the timeliness and compl of your assi e in responding
to the GAO. If the GAO does not receive an immediate response, or a reasonable explanation for the delay,
the GAO will return to the Task Force to request further exercise of the Committee’s authority in order to
allow GAO to obtain any and all information it needs to discharge its responsibilities to the U.S. House of
Representatives.

The Task Force looks forward to resolving this election contest and is appreciative of your valuable help.

Task Force on FL-13
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GLENN T. BURRANS, JR. FALLAHASSEE
ADMETTED IN FL ANDNY BURHANSG@GTLAW.COM
June 22, 2007

BY HAND DELIVERY

The Honorable Charles Gonzalez
Chairman, Task Force on FL-13
Committee on Housc Administration
United States House of Representatives
1309 Longworth House Office Building
Washington, D.C. 20515-6157

Dear Chairman Gonzalez:

On behalf of Congressman Vern Buchanan we provide the following response to
your letter dated June 15, 2007,

1. The Prior Testing Of The Electronic Voting Machines Was Adequate And
Confirmed That The Machines Accurately Recorded The Voters’ Selections
As Presented On The Summary Screens.

The voting machines at issue have undergone extensive testing, certification and
analysis -- perhaps more so than any other clection system to date. Those machines have
conclusively demonstrated the accurate recording of the votes cast al every phase.1 Such
testing included:

» Pre-purchase testing and certification conducted by duly authorized
elections officials of the State of Florida in accordance with Florida law;

» Pre-election logic and accuracy testing conducted by duly authorize
elections officials as required by Florida Jaw;

» Post-election auditing, which included:

o parallel testing conducted by duly authorized elections officials in
accordance with Florida law; and

! For a more detailed discussion of these issues, the Chairman is respectfully directed to
Congressman Buchanan’s Motion to Dismiss, dated January 19, 2007, pp. 7-10, 11-13, and
Status Conference Memorandum, dated April 13, 2007, pp. 7-12.

Greenberg Traurig, P.A. | Attorneys at Law | 107 fast Cottege Avenua | Post Office Drawer 1838 | Tallahassee, FE 32302
Tel 850,222 6891 | Fax 850.681.0207
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o an extensive source code audit conducted by a team of independent,
nationally recognized experts retained by the State of Florida in
accordance with Florida law.

2. Additional Testing Is Not Necessary

After conducting hundreds of hours of manual code review, the eight independent
experts concluded: “The feam’s unanimous opinion is thal the iVotronic Sfirmware,
including faults that we identified, did not cause or contribute to the CD 13 undervote.”
Supp. App., Tab 2, Report, p. 3 (emphasis in the origina})‘2 With respect to the
matfunction theory posited by the Contestant, the team unequivocally stated: “We are
confident that no iVotronic firmware bug contributed to the CD 13 undervote.” Id., SAIT
Report p. 53.

The post-clection Audit Report, conducted and prepared in accordance with
Florida law, concluded:

The audit team found no cvidence to suggest or conclude that the
official certificd election results did not reflect the actual vofes cast.
The audit team also found no evidence of election procedural error, no
evidence of unapproved or unauthorized software/firmware
installation, manipulation or alternation, no evidence of machine
malfunction, and no evidence of elections’ staff misconduct that could
have contributed to the higher than expected under-vote reported in the
1J.S. Congressional District 13 race.

Supp. App. Tab 1, Audit Report, p. 3 (emphasis added).

As discussed above the pre-purchase testing and certification, pre-election logic
and accuracy testing, and the post-election audit were conducted in accordance with
Florida law by duly appointed elections officials and/or independent, nationally
recognized experts. Seven months have passed since the election and there has been no
showing that any of the above-described tests and certifications were not completed
lawfully and in the good faith execution of official duties, nor that they are the result of
bias, negligence, or malfeasance. Similarly, there has been no showing that any of the
testing and certifications were insufficient in achieving their designed purpose, ie., to
determine whether the voting machines accurately record each vote cast. Absent such a
showing, the testing, certification and election-management actions of the Florida

2 “Supp App.” refers to Congressman Buchanan’s Supplemental Appendix in Support of
Motion to Dismiss, filed April 6, 2007.
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elections officials -- as well as the certified election result -- are entitled to deference by
this Body. See, e.g., Deschler, Ch. 9 §§ 57.3, 59.1 (discussing Oliver v. Hale, H.R. Rep.
No. 85-2482 (1958) and Roush v. Chambers, H.R. REP. No. 87-513 (1961)). Accordingly,
no additional testing is necessary.

3. Protocols For Additional Testing

Additional testing, if any, should be no less independent than that conducted by the
State of Florida and its independent experts. Such testing should only be conducted by a
team of non-partisan, highly trained experts from all required disciplines (e.g., electronic
voting technology, computer/information security, computer architecture, etc.). Those
experts must exercise their duties here using scientifically reliable techniques and in
accordance with the best practices and standards requisite of their respective fields of
expertise.

While the parties should be given access to monitor each phase and all proceedings
of the testing, the independent expert team must remain free from any external influences.
Lastly, any additional testing should focus on the specific issue here -- an alleged machine
malfunction that cansed a sufficient number of votes for the Contestant not to be counted
such that the election result would have been differcnt.

Thank you for the opportunity to address the Committee on these important issues.

Respectfully,

Cy(} TRAURIG, P.A.

Gienn T, Burhans, Jr.
Hayden Dempsey
Seann Frazier

Counsel for Congressman Vern Buchanan

cc:  Kendall Coffey via facsimile
Sam Hirsch via facsimile
Mark Herron via facsimile

Greenberg Traurig, P.A
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601 Thirteenth Street, sw  Dallas

VIA HAND DELIVERY Suite 1200 South New York
‘Washington, b¢ 20005-3823 Washington, bc
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www.jenner.com

United States House of Representatives Sam Hirsch

. . . . Tel 202 637-6397
Committee on House Administration Fax 202 661-4900
Task Force on Florida-13 shirsch@jener.com

1309 Longworth House Office Building
Washington, D.C. 20515

Dear Chairman Gonzalez, Congresswoman Lofgren, and Congressman McCarth};:

In response to your letter of June 15, 2007, we are hereby submitting our comments on
the Engagement Plan prepared by the United States Government Accountability Office

(GAO).

As you know from our prior submissions — especially our April 13, 2007 Memorandum
with Exhibits and Appendices — Ms. Jennings strongly believes that the prior tests of
Sarasota County’s iVotronic paperless touchscreen voting system were deeply flawed and
that additional tests are needed.

We recognize that the central purpose of a Federal Contested Elections Act suit is to
ensure that the will of the majority is respected and that the people of the congressional
district in question are represented in the House by the candidate of their choice. Here,
the political-science and statistical experts for both sides in the state~court litigation
agreed that the great bulk of Sarasota County’s 18,000 undervotes were unintended and
that, had those voters’ intended votes been properly counted, Ms. Jennings would have
won the election by about 3,000 votes. Arguably, those facts alone should resolve this
election contest.

But there is more at stake here than who won or lost; it is critically important for the
people of Florida’s Thirteenth District, and of the entire Nation, to learn once and for all
precisely what went wrong in this election. None of the testing to date has been able to
explain the problems experienced and reported by thousands of voters, poll workers, and
poll watchers in the District. Therefore, although the ultimate question of which
candidate truly won majority support in this election should no longer be in doubt,
additional tests of the iVotronic system, to determine precisely why the majority’s will
has, to date, been frustrated, are very much needed.

The key question to be answered is not whether democracy failed the people of Florida’s
Thirteenth Congressional District, but why. Moreover, this case is not about just one
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election; it is about whether all Americans will have fair and accurate elections at this
critical juncture in our country’s history.

Given the inadequacies in the prior tests that we have already described in great detail in
our prior submissions, we fully expect GAO to conclude that additional tests must be
conducted. We therefore turn directly to the final question that we have been asked to
address: In conducting additional tests to determine the iVotronic system’s contribution
to Sarasota County’s undervote, what test environment and test protocols should be used,
and what resources will be needed?

Resources Needed for Additional Testing

Gathering the right resources is critically important to accomplishing GAO’s ultimate
objectives. As we explained in detail in our April 13 Memorandum, the failure to gather
the right resources under one roof and then subject them to testing by one unified team
has crippled the tests previously conducted by Florida’s election officials. At the risk of
oversimplifying, the problem was this: Those who tested the hardware didn’t have access
to the software, and those who tested the software didn’t have access to the hardware.
That error must now be rectified.

Exhibit D to our April 13 Memorandum provides a detailed list of the 18 specific items
— hardware, software, and documentation — needed to conduct a comprehensive,
balanced, and speedy investigation into this contested election. For your convenience,
we have attached a copy of that Appendix to this letter. (The specific quantities for most
items listed in Exhibit D can be reduced by two-thirds, since items would now be
delivered solely to GAO and not to the parties.) Basically, the items fall into three broad
categories.

First, the County must provide at least 20 iVotronic machines that Sarasota County
voters actually used in the 2006 general election and related items (including PEBs,
compact flash cards, and the election-specific ballot-definition files programmed by the
County). Most, but not all, of these machines should come from high-undervote
precincts. These items have been kept under seal and sequestered in a warehouse in
Sarasota pursuant to a February 21, 2007 state-court order to which all parties consented.
Because the County or State plans to sell some or all of these items at some point,
the Task Force should not rely solely on the state-court order but rather should
actively take steps now — and should not wait until the GAO has presented its
initial findings later this summer — to ensure that these items remain under seal,
safeguarded for eventual testing by GAO.

Second, the State must provide the source code and binary software images allegedly
used in Sarasota County’s iVotronic machines. This source code is the same code that
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the State already provided to the contractors who conducted the source-code review at
Florida State University’s Security and Assurance in Information Technology laboratory
(SAIT).

Third, the machines’ manufacturer, Elections Systems & Software, Inc. (ES&S) must
provide documentation for the hardware and software, as well as copies of the iVotronic
software-version repository, the iVotronic bug-tracking database, and the build
environment actually used by the iVotronic system’s developers. ES&S could readily
load all of these items onto a single computer and deliver it to GAO.

Gathering these materials should take days, not weeks or months, if — and this may be a
big “if” — the County, the State, and ES&S give the GAO their full, prompt, and
voluntary cooperation, as the Task Force has requested.

Protocols for Additional Testing

Once GAO has gathered these materials, the question of how to conduct the tests comes
to the fore. Unfortunately, debugging a computer system is usually not a linear process,
as defects often are triggered by the confluence of multiple inputs. (For more details, see
the paper by Professors Dan Wallach and David Dill that was attached to the April 13
Memorandum as Exhibit A.)

Investigating allegations of computer malfunction is an interactive process. When a
piece of source code looks questionable, an expert can use one of the iVotronic machines
from Sarasota County to observe how that source-code command might manifest itself,
Conversely, if an iVotronic machine exhibits anomalous behavior, an expert can look to
the part of the source code where that behavior is coded to see what the problem might
be. A GAO team member’s discovery of an anomaly in one part of the system may lead
the GAO team to target another part of the system that otherwise might have gone
unexamined. That, after all, is the whole point of placing both the hardware and the
software under the control of one unified testing team. Indeed, computer scientists
routinely distinguish simple “static” software reviews, such as reading source code
without ever seeing how it executes on actual hardware (e.g., SAIT’s static source-code
review), from more rigorous “dynamic” testing that examines how different parts of the
software manifest themselves when executed on the actual hardware.

Because much of the dynamic testing of the iVotronic system will be a process of trial
and error as the experts work through the various interactions among the voters, the
hardware, and the software, it is not possible to identify a priori exactly which tests
GAO’s experts will need to perform. But certain minimum requirements can be
identified, and we have done so in the following list.
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Therefore, the following list represents key aspects of a comprehensive investigation, not
a chronological list of “steps.” Although we have organized the list below under
subheadings for the readers’ convenience, in actual practice GAO must avoid replicating
the key error of the State’s audit: compartmentalizing its investigation by erecting
artificial “walls” between different parts of the testing regime. Ultimately, erecting those
walls will only retard the discovery of what really went wrong with the iVotronic system.

With these principles in mind, here are the minimum requirements for any
comprehensive investigation into the iVotronic system’s contribution to Sarasota
County’s undervote — with a special emphasis on areas that were inadequately tested, or
not tested at all, by the State:

Zeroing in on Problems Already Known to ES&S

To expedite and target the GAO investigation, GAO should review ES&S’s bug-tracking
or issue-tracking databases for all software versions of the iVotronic system, to find
potential clues about what may have contributed to Sarasota County’s large undervote.
For example, the smoothing-filter bug should be recorded in these databases.

To expedite and target the GAO investigation, GAO should review ES&S’s software-
version repositories containing earlier and later versions of the iVotronic software, to find
potential clues about what may have contributed to Sarasota County’s large undervote.
For example, iVotronic version 8.0.1.2, which was used by Sarasota County in the 2006
general election and which has the smoothing-filter bug, should be compared with earlier
and later versions of the iVotronic software that do not have the smoothing-filter bug.

When examining ES&S’s databases of reported problems with software and hardware,
and ES&S’s software-version repositories tracking the design changes made to respond
to these problems, GAO should pay particularly close attention to aspects of the
iVotronic system that have exhibited problems repeatedly and to software bugs that
ES&S repaired in versions of the iVotronic software subsequent to the version that
Sarasota County used (version 8.0.1.2).

Miscalibration and Smoothing-Filter/Response-Time Issues

GAO’s additional testing should focus on the specific problems reported in the sworn
affidavits and e-mail and fax complaints submitted by voters; the Election Day “Zone
Tech Log Sheets” completed by Sarasota County technicians; the Incident Report Forms
from the Sarasota County Supervisor of Elections’ office; the Incident Report Forms
from the Jennings campaign; and the Poll Watcher Incident Report Forms. Hundreds of
these reports can be found in the two-volume “Documentation of Voting Machine
Malfunction Appendix” that Ms. Jennings submitted to the Task Force on April 13, 2007;
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and they are indexed in Exhibit F to the April 13 Memorandum. To the extent that
additional information is needed from county election officials and workers, including the
election supervisor’s IT staff, GAO investigators should interview or depose them.

GAO should test whether hurriedly or sloppily conducting the “clearing and testing™ of
each iVotronic machine prior to Election Day, including the recalibration of the
touchscreens, could have contributed to Sarasota County’s large undervote. As MIT
Professor Charles Stewart has conclusively shown, the date when an iVotronic machine
was “cleared and tested” by Sarasota County election workers or their contractors (as
reflected by “Event Code 01” in the machine’s audit log) correlated strongly with the
machine’s congressional undervote rate. Machines prepared in the final days before the
deadline for completing all such preparations exhibited higher congressional undervote
rates. And machines “cleared and tested” on dates when the County’s staff or consultants
were busiest, clearing and testing more machines in a single day, also exhibited higher
congressional undervote rates.

GAO should test whether crowding a large number of contests or a farge number of
candidates onto a single ballot screen (for example, placing two congressional candidates
and seven gubernatorial selections on Page 2 of the 2006 Sarasota County ballot) reduces
the size of the “zone” that a voter must press in order to select his or her preferred
candidate, increases the potential significance of any touchscreen miscalibration, creates
a problematic interaction between the election-specific ballot-definition file and the
generic source code contained in all iVotronic machines, inadvertently invokes the
source-code commands that should apply only to multi-page races, and/or triggers other
bugs or defects in the iVotronic system.

GAO should test for potential interactions between human error and machine error, such
as problems with miscalibration, touchscreen response times, and multiple simultaneous
touchscreen contacts. GAO should test whether calibration is thrown off when a voter
rests one hand on the screen while pressing vote selections with the other hand.

GAO should test Sarasota County’s iVotronic touchscreens to determine how accurately
they were calibrated. Comparing machines from the same precinct, GAO should
determine whether the inaccuracy of a machine’s calibration correlates with the
percentage of congressional ballots recorded as undervotes on that machine.

GAO should examine the source code to better understand how the calibration process
works internally, how finger presses are converted to coordinates, and what consequences
there might be if an iVotronic machine is poorly calibrated.
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GAO should deliberately miscalibrate some iVotronic machines, and then videotape and
analyze the behavior of a variety of test voters using those miscalibrated machines with a
standard 2006 Sarasota County ballot.

GAO should systematically test for interface timing problems. For example, try touching
different zones on different ballot screens for various lengths of time to study the delays
imposed by the smoothing filter, and note whether those delays vary with voter
demographics, voter behavior, ballot design, touchscreen calibration, or other factors.

GAO should analyze the software that performs the smoothing filter to better understand
its defects and to determine how it might interact with other parts of the iVotronic
software in an unexpected fashion.

GAO should determine why the effects of the defective smoothing filter are non-
deterministic, varying from machine to machine, from voter to voter, and from ballot
screen to ballot screen.

GAO should focus on any observed non-deterministic behavior by the machines,
including the sometimes delayed touchscreen response times apparently triggered by the
faulty smoothing filter, as well as the various specific programming practices that may
lead to non-deterministic behavior and that were identified in the redacted or unredacted
appendices to the SAIT report.

Firmware-Compiling and Build-Environment Issues

GAO should test whether the tools used to build the (machine readable) executable
firmware image from the (human readable) source code worked correctly, complied with
the ANSI C programming language standard, and had no bugs or unexpected behavior.

GAO should reconstruct the executable firmware image, to ensure that the firmware
compilation environment worked correctly.

GAO should test whether the firnware image provided to GAOQ is the same as the
firmware image provided to the SAIT team.

GAO should test whether the source code provided to GAO is the same as the source
code provided to the SAIT team.

GAO should test whether the software used on Sarasota County’s iVotronic machines
was generated from the same source code that was provided to GAO and to the SAIT

team.
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GAO should test whether the software present on the internal EPROM (erasable
programmable read-only memory) of Sarasota County’s iVotronic machines was the
software originally certified.

GAO should test whether the firmware image provided to GAO and to the SAIT team
was compiled correctly from the source code provided to GAO and to the SAIT team.

GAO should test whether the firmware image provided to GAO and to the SAIT team
was the firmware image that actually was executed by the iVotronic machines in Sarasot:
County on Election Day.

If the source code does not correspond to the cbmpi]ed executable firmware image, GAO
should test for indications of potential malicious attacks.

GAO should examine the actual machine code generated by the compiler to see whether
the asynchronously updated global variables that were not declared to be volatile may
have led the compiler to perform unsafe optimizations on these variables (e.g.,
suppression of apparently redundant load and store operations).

GAO should instrument the source code to artificially induce a variety of failures while
the system is running, to determine whether these failures might have contributed to
Sarasota County’s large undervote. Such changes might include deliberately changing
the global variables or emulating software interrupts and other non-deterministic effects.

GAO should instrument the source program to print or log interesting events, to improve
the understanding of the progression of events that occur as the code executes.

GAO should instrument the code to carefully study the interaction between the code and
the hardware, possibly detecting flaws in the hardware itself.

In addition to compiling and executing the software on iVotronic hardware, GAO should
extract portions of the software from the main application (e.g., the portions dealing with
touchscreen calibration) and then execute those portions in a “test harness” where their
behavior can be studied systematically.

GAO should execute the iVotronic software using debugging or simulation tools.
“Commercial Off-the-Shelf” Component Issues
GAO should test the iVotronic system’s “commercial off-the-shelf” components,

inctuding the microprocessor, the various controller chips, and the software drivers,
especially the software driver for the touchscreen.
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Security, Virus-Vulnerability, and Malicious-Code Issues

GAO should test vulnerabilities, including but not limited to those identified in the
redacted or unredacted appendices to the SAIT report, that could allow for the creation of
a voting-machine virus that might spread from one voting machine to another machine,
via the PEBs (personal electronic ballots) or otherwise. GAO should examine the actual
iVotronic machines, PEBs, and compact-flash cards for evidence of such an attack.

Using commercial tools developed to identify and repair such problems, GAO should
detect whether buffer-overflow problems or array out-of-bounds errors or integer-
overflow vulnerabilities or other security holes may have manifested themselves in
Sarasota County’s 2006 general election.

GAO should test the bugs described in the SAIT report’s redacted or unredacted
appendices, to determine independently whether these bugs might have contributed to
Sarasota County’s large undervote.

Other Memory and Hardware Issues

GAO should test whether prematurely removing compact-flash cards when closing the
polls (as reportedly happened with many iVotronic machines in North Port) alters the
votes recorded in memory. See Todd Ruger, “Dent Explains Why Election Results Were
Delayed,” Sarasota Herald-Tribune, Nov. 9, 2006.

GAO should test whether leaving the external communications pack attached during the
election affects how votes are recorded in memory.

GAO should test whether the touchscreen controllers and programmable interrupt
controllers (PICs) can fail without the failure being immediately detected.

Mock Elections (or “Parallel” Testing)

GAO should conduct additional mock elections (or “parallel tests,” as they sometimes
have been mistakenly called) to replicate, as closely as possible, actual Election Day
conditions. Specifically:

e use a large enough sample of Sarasota County’s iVotronic machines and cast a
large enough number of mock voters and mock votes to render the results
statistically significant;

e mount the iVotronic touchscreen machines horizontally, on their normal, ES&S-
provided stands, rather than hanging them vertically on a wall, which minimizes
the chance that a mock voter would touch two or more parts of the screen
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simultaneously or would touch the screen at a point slightly off-center from his or
her intended target;

include in the mock election some of the touchscreens that were not well
calibrated;

use a broad and representative sample of mock voters (including senior citizens
and retirees) who have no conflicts of interest, rather than a small group drawn
from current employees of the Florida Division of Elections;

use a large enough sample of mock voters that they do not all become “experts” in
how to efficiently input their selections on the iVotronic machines;

in addition to the “non-expert” mock voters, also allow the computer scientists and
engineers involved in the software review to cast mock votes on machines actually
used in Sarasota County’s 2006 general election;

have some of the mock voters input their vote selections rapidly, rather than
having all of them proceed slowly and deliberately;

ask some of the mock voters deliberately to try to “confuse” the machines;

ask some of the mock voters deliberately to press the screen at different angles;
script some, but not all, of the vote pattemns;

do not limit the mock voters to using unnatural “vote patterns,” such as the ten
patterns listed on page 5 of the State’s December 18, 2006 “Parallel Test Summary
Report™; :

test vote patterns that start with an initial congressional selection of Mr. Buchanan,
rather than always starting with an initial selection of Ms. Jennings or of neither
candidate; and

test various touch patterns not only for the ballot’s congressional contest, but also
for other contests on the ballot.

GAO should videotape and analyze all anomalies in the voting machines’ behavior,
including:

vote selections not registering the first time the screen is touched;

inconsistencies in the amount of time required to touch the screen or the amount of
pressure needed before a touch registers;

initial vote selections not being accurately presented on the review screens; and
vote selections presented on the review screens not being accurately recorded in
the machines’ memory.

We are confident that if GAO acquires the resources and conducts the tests described
above, the House of Representatives and the American people finally will learn precisely
how Sarasota County’s iVotronic machines frustrated the will of the majority in Florida’s
Thirteenth Congressional District.
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Lastly, we want to thank the Committee, the Task Force, and the GAO for proceeding
expeditiously with this investigation. We were, frankly, stunned and disappointed to see
Mr. Buchanan’s representative referring to this congressional investigation, in supposed
contrast with the state-court litigation, as “purely politics.” See “Court Denies Jennings
Access to Voting Machine Code,” Bradenton (Fla.) Herald, June 19, 2007 (quoting Mr.
Buchanan’s attorney). We reject that characterization entirely and will do everything in
our power to fully and promptly cooperate with the GAO as it moves forward with this
critically important, independent investigation.

Please do not hesitate to contact us, or to directly contact our lead computer-science
expert Professor Dan Wallach (who is currently at Stanford University), if we can be of
any further assistance.

Sincerely,

n. ot by
Sam Hirsch Kendall Coffey %/
Counsel for Ms. Jennings Counsel for Ms. Jennings

cc: Mr. Hayden R. Dempsey, counsel for Mr. Buchanan
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L1ST OF PROPOSED ITEMS FOR PANEL SUBPOENAS
[ExHIBIT D TO MS. JENNINGS'S APRIL 13, 2007 MEMORANDUM]

The following items are needed to conduct a comprehensive, balanced, and speedy
investigation into this contested election. After each item, the entities that are believed to
possess the item and therefore could be subpoenaed for the item are indicated in square brackets,
using the following abbreviations: C for the Sarasota County Supervisor of Elections’ Office in
Sarasota, Florida; § for the Florida Department of State (and its Division of Elections) in
Tallahassee, Florida; and E for Election Systems & Software, Inc. (“ES&S”), in Omaha,
Nebraska. The numbers of items specified below would allow the subpoenaed materials to be
divided into three equivalent sets and then distributed among the Panel, Ms. Jennings’s expert
team, and Mr. Buchanan’s expert team.

1. Sixty (60) of the ES&S “iVotronic machines” used in the November 2006 election in
Sarasota County and referred to in Paragraph 1-A of the Stipulation Agreement that Florida
Circuit Judge William L. Gary approved on February 21, 2007 [hereinafter “the Stipulation
Agreement”], along with the carrying cases, power adaptors, and other apparatus to set up the
voting booths for these iVotronic machines. The Panel will select the 60 iVotronic machines, by
serial number, from the list of iVotronic machines attached to the Stipulation Agreement as
“Exhibit A.” [C]

2. One hundred and twenty (120) of the ES&S personal electronic ballots (“PEBs™) used in
the November 2006 election in Sarasota County and referred to in Paragraphs 1-A and 1-D of the
Stipulation Agreement. The Panel will select the 120 PEBs, by serial number, from the list of
PEBs attached to the Stipulation Agreement as “Exhibit B.” [C]

3. Sixty (60) of the ES&S Master PEBs and all twelve (12) ES&S Qualification PEBs used
in the November 2006 election in Sarasota County. [C]

4. All “[compact] ‘flash cards’” referred to in Paragraph 1-A of the Stipulation Agreement
and used in the November 2006 election in Sarasota County in connection with the 60 iVotronic
machines specified above, in Paragraph 1 of this list. [C]

5. Three full copies, delivered in electronic form on CD-ROMs, of all “software” referred to
in Paragraph 1-A of the Stipulation Agreement and used in the November 2006 election in
Sarasota County in connection with the 60 iVotronic machines specified above, in Paragraph 1
of this list. [C]

6. All “hard drives” referred to in Paragraph 1-C of the Stipulation Agreement (except for
the “new hard drives for the March 2007 Election”), plus two complete bit-for-bit copies of each
of those hard drives, along with the passwords and other information needed to read them. (The
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Panel could keep the original hard drives and distribute the copies to the two parties’ expert
teams.) [C]

7. Three complete bit-for-bit copies of the “back-up of all information on the server used to
collect and store the votes” in the November 2006 election in Sarasota County, referred to in
Paragraph 1-C of the Stipulation Agreement, along with the passwords and other information
needed to read the backed-up information. [C]

8. Three standard ES&S Communications Packs {containing three thermal printers and all
necessary cabling). [C]

9. Three PEB readers/serial port interfaces for transferring data from an ES&S PEB to a
standard personal computer. [C]

10. Three full copies, in electronic form, of all files that were loaded onto any or all of the 60
iVotronic machines (specified above, in Paragraph 1 of this list) and/or onto any or all of the
PEBs (specified above, in Paragraphs 2 and 3 of this list) as part of the “ballot programming” or
“ballot definition” or “election generation” process, for early voting and/or for Election Day
voting, including but not limited 1o ballot-definition files and audio files, for the November 2006
election in Sarasota County. [C, S]

11, Three full copies of all items (including but not limited to software and documentation)
that were provided to the Florida State University-SAIT team to assist the team in producing the
report entitled “Software Review and Security Analysis of the ES&S iVotronic 8.0.1.2 Voting
Machine Firmware,” issued by the Florida Department of State on February 23, 2007. [C, S, E]

12.  Three full copies of the unredacted Appendices E, F, and G to the report entitled
“Software Review and Security Analysis of the ES&S iVotronic 8.0.1.2 Voting Machine
Firmware,” issued by the Florida Department of State on February 23, 2007. [S]

13.  Three full copies of all items (including but not limited to software and documentation)
that were provided to the team that produced the report entitled “Audit Report of the Elections
Systems and Software, Inc.’s iVotronic Voting System in the 2006 General Election for Sarasota
County, Florida,” issued by the Florida Department of State on February 23, 2007. [C, S, E]

14.  Three full copies of all ES&S source code and binary software images to the iVotronic
system, the PEBs, and the Unity election-management system, used in the November 2006
election in Sarasota County, in the same electronic form that ES&S’s developers use. S, E]

15. Three full copies, in electronic form, of all documentation and technical documents
packages for the ES&S products and source code specified above, in Paragraph 14 of this list,
including but not limited to all user manuals, operator manuals, training materials, and other
documentation related to the use, operation, or maintenance of any part of ES&S8°s iVotronic
system, ES&S’s Unity system or any of its elements, and ES&S’s PEBs, that were used in the
November 2006 election in Sarasota County. [C, S, E]
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16.  Three full copies of all documentation and tools necessary to extract and read the “three
redundant memories” contained within each ES&S iVotronic machine used in the November
2006 election in Sarasota County. [C, S, E]

17.  Three computers loaded with the entire ES&S Unity system used in the November 2006
election in Sarasota County fully installed, along with the passwords and other information
needed to operate the installed software. Each computer’s hardware configuration (inciuding
memory and hard-disk size) should meet or exceed the specifications of the computer that the
Sarasota County Supervisor of Elections’ Office used in November 2006 to run the ES&S Unity
system. [E}

18.  Three computers loaded with the following software and data fully installed, along with
the passwords and other information needed to operate them:

« full copies of all source code to “all software versions” (that is, ES&S’s complete
software version repository, regardless of whether the versions were used in Sarasota
County or elsewhere) of ES&S’s iVotronic and Unity systems since January 1, 2000
(whether or not they have been submitted to an “independent testing authority” and/or to
the Florida Division of Elections’ Bureau of Voting Systems Certification), and
instructions for how to retrieve, and determine the date of, each of the software versions
in this repository;

¢ full copies of the build environment actually used by ES&S’s developers to create,
debug, test, and ultimately ship distributions of all software versions of ES&S’s
iVotronic and Unity systems since January 1, 2000; and

o full copies of ES&S’s bug-tracking or issue-tracking database for all software versions
of ES&S’s iVotronic and Unity systems since January 1, 2000. [E]
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/As you he aware, media reports indicate an escalating sense that Christine
Jeonifgs’ continuing challenge to the November 2006 election for Florida’s 13"

_ Congressional District may be losing momentum and that in fact, a concession from
Jennings may soon be at hand. Enclosed are several articles from those papers whose
titles are telling, including, “Tennings to Weigh Options, Dems Hope for a Rematch,”
“Deplorable Delay in District 13; GAO Should Seek the Truth, but Jeanings Should
Concede,” and, *“Jennings Steps Back, Considers D-13 Rematch.”

Following the recent First District Court of Appeals ruling in Floride that upheld
an carlier court’s ruling to continue to protect the proprietary source code for the
electronic voting machines used in the November 2006 election, Ms. Jennings herself
seems to have taken a step back to re-evaluate her options, According to an article in the
Bradenton Herald, Ms. Jennings is apparently reacting to the court’s decision by deciding
to “spend some time awey with family and friends and begin focusing on the future,” and
that she will “announce [her] future political plans shortly.” .

If Ms. Jennings herself senses that it is time to take a step back and evatuate her
Text steps, it seems reasonable that the Florida-13 Task Force do the same, At our
request, the Government Accountability Office (GAO) is currently engagedina
comprehensive study of the administration of FL-13 election. The Task Force
unanimously supported the engagement of the GAO in this matter to assist the panel in
determining the facts surrounding the conduct of the clection that Ms. Jennings has
contested. However, if they do report back 1o us in September, as they have forecast, the
study will have taken nearly five months to complete, &nd may have 8 fotal price tag that
exceeds $1 million, paid for by the American public. Should that study have no material
impact on this racc, we, as Members of this panel, must explain 1o taxpayers Why we
continued to spend their money, despite several clear signs that the challenger in this

PARNTES D48 RE(VOLED PARER
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contest is re-evaluating whether or not she wishes to continne to protest the results of this
election.

Should Ms, Jennings decide to heed the growing call in her district to concede the
election, thus effectively withdrawing her contest here in the House, we need to know, as
a Task Force, how we plan to proceed in regard to the GAQ study to assure that scarce
GAOT (both ht and financial) are utilized appropriately.

I'would ask that as the GAO continues its work, the Florida-13 Task Force, with
some wcpedxency, prepare a amhngency plan that would limit the cost to taxpayers of
Lh:s effort in the cvent that Ms. J cnnmgs chooses to abandon her,

Ce:  The Honorable Zoe Lofgren
The Honorable Dan Lungren
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ROBERT A BRADY, PENNSYLVANIA ANON J. EHLERS, MICHIGAN
CHAIRMAN

Congress of the United States R
Tbouse of Representatives

COMMITTEE ON HOUSE ADMINISTRATION
1308 Longworth House Office Bullding
Washington, B.L. 20515-6157
{202) 225-2081
waw.house.govioha

June 28, 2007

The Honorable Kevin McCarthy
United States House of Representatives
1523 Longworth House Office Building
Washington, D.C. 20515

Dear Kevin:

Thank you for your letter dated June 27, 2007. In response, I believe as long as there is a Notice
of Contest pending before the Committee on House Administration, the Task Force will proceed
as planned. For the Task Force to entertain a "contingency plan” predicated on an event that may
or may not occur could be interpreted as a comment on the propriety of the Notice of Contest. In
addition, premature action may negatively impact the momentum required to timely dispose of
the matter before us.

1 appreciate your interest, but the requested action based merely on speculation would be
premature. Ilook forward to continuing our work together.

Sincerel 7

Member of Congress

cc: The Honorable Zoe Lofgren
The Honorable Dan Lungren



110

MEETING TO DISCUSS THE STATUS OF THE
INVESTIGATION INTO THE FL-13 CONGRES-
SIONAL DISTRICT ELECTION

MEETING

BEFORE THE

COMMITTEE ON HOUSE
ADMINISTRATION

TASK FORCE FOR THE CONTESTED ELECTION IN
THE 13TH CONGRESSIONAL DISTRICT OF FLORIDA

HOUSE OF REPRESENTATIVES

ONE HUNDRED TENTH CONGRESS
FIRST SESSION

MEETING HELD IN WASHINGTON, DC, AUGUST 3, 2007

Printed for the use of the Committee on House Administration

&

Available on the Internet:
http:/ /www.gpoaccess.gov [ congress [ house [administration /
index.html

U.S. GOVERNMENT PRINTING OFFICE
38-707 WASHINGTON : 2007

For sale by the Superintendent of Documents, U.S. Government Printing Office
Internet: bookstore.gpo.gov  Phone: toll free (866) 512-1800; DC area (202} 512-1800
PFax: (202) 512-2104 Mail: Stop IDCC, Washingten, DC 20402-0001



111

United States Government Accountability Office

G. AO Statement

Before the Task Force on Florida-13,
Committee on House Administration,
House of Representatives

For Release on Delivery
Expecinii 500 an, EDT ELECTIONS

Status of GAO’s Review of
Voting Equipment Used in
Florida’s 13th
Congressional District

Statement of Dr. Nabajyoti Barkakati
Senior-Level Technologist

Center for Technology and Engineering
Applied Research and Methods

o

b

oy

o

rekr
ey 1y
N e

iiity * Integrity * Reliability

GAO0-07-1167T



112

Chairman Gonzalez, Ms. Lofgren, Mr. McCarthy,

I am pleased to appear before the Task Force today to update you on the
progress of our review of voting equipment used in Florida's 13th
Congressional District, which we are conducting in response to your
request of May 25, 2007. I want to thank the Task Force for its continued
support of our efforts. We have accomplished a lot in the past few weeks,
but we still have several work items to complete before we can formally
draw any conclusions.

In November 2006, about 18,000 undervotes were reported in Sarasota
County in the race for Florida’s 13th Congressional District.' Following the
contesting of the election results in the House of Representatives, the Task
Force met and unanimously voted to seek GAO's assistance in determining
whether the voting systems contributed to the large undervote in Sarasota
County. On June 14, 2007, we met with the Task Force and agreed upon an
engagement plan, which included the following review objectives: (1)
‘What voting systems and equipment were used in Sarasota County and
what processes governed their use? (2) What was the scope of the
undervote in Sarasota County in the general election? (3) To what extent
were tests conducted on the voting systems in Sarasota County prior to
the general election and what were the results of those tests? and (4)
Considering the tests that were conducted on the voting systems from
Sarasota County after the general election, are additional tests needed to
determine whether the voting systems contributed to the undervote?

To conduct our work, we visited Sarasota County twice, most recently 2
weeks ago, and we were in Tallahassee last week to meet with the
Secretary of State and the Division of Elections. While in Tailahassee, we
were able to execute a nondisclosure agreement that permitted us access
to items that the State of Florida and the manufacturer of the voting
system, Election Systems and Software (ES&S), considered proprietary,
including the proprietary appendixes of the Florida State University
source code review report; the technical data package, which includes
items such as the software specification; and the source code for the
firmware installed in the iVotronic touchscreen voting systems used in
Sarasota County. We are currently working on a separate nondisclosure
agreement to access technical and testing information from ES&S directly.

! Undervotes are votes for fewer choices than permitted. In this case, it means ballots that
did not record a sel for either candidate in the congressional contest.

Page 1 GAO-07-1167T



113

In our meetings with Sarasota County, we leamed the entire process of
configuring the election, running the election, and tallying the results, and
about the testing the county conducts on the voting systems, such as the
logic and accuracy testing. In our meetings with the Division of Elections,
we discussed the conduct of certification testing, in particular, the testing
conducted on the ES&S system used in Sarasota County, and the conduct
of the state audit-—how decisions were made to conduct the audit and the
processes used to conduct the audit. In addition, we have received and are
reviewing and analyzing data and documentation received from both
sources, as well as the submissions from the contestant and the contestee
provided by the Task Force.

Summary

We have identified the voting systems and equipment used in Sarasota
County and verified that the systems were approved for use by the Florida
Division of Elections. We know that nine different ballot styles were used
on the iVotronic touchscreen voting systems and have an understanding of
how the ballots were configured and loaded onto the machines. Further, it
was also explained to us how votes are tallied and certified, including the
conduct of the machine and manual recounts.

We have been analyzing the detailed ballot results from the election as
well as the incident and technician logs from Sarasota County to identify
patterns in the undervote. Specifically, we have examined the undervote
by machine, precinct, and ballot style. Patterns in the undervote could
provide us insight on specific conditions that could have caused the
undervote. However, we have not yet noticed any apparent patterns, but
we are continuing our analysis. From our analysis, we have been able to
verify that 1,499 iVotronic voting systems recorded votes in the 2006
general election and the vote counts for the contestant, contestee, and
undervotes fnatch the vote totals for election day, early voting, and
provisional ballots in the Florida-13 race. A total of 17,846 undervotes
were recorded in the Florida-13 race out of the 119,919 ballots cast using
the iVotronic voting systems—corresponding to a 14.88 percent undervote
rate’

*Because the absentee ballots were not cast using iVotronic voting systems, we did not
verify the absentee ballot counts. When absentee ballots are included, a total of 142,532
ballots were cast and a total of 18,412 undervotes were recorded.

Page 2 GAO-07-1187T
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While we have not yet completed our review of all of the testing efforts to
determine whether they provide reasonable assurance that the machines
properly reflect in their totals the selections made when the ballot is cast,
there are some preliminary observations we can make.

A variety of testing is needed to obtain reasonable assurance that this
objective is accomplished, including ballot testing, load testing, and
environmental testing® As agreed with you, our efforts will review the
testing that has already been completed, including tests conducted by the
State of Florida (certification testing), Sarasota County (logic and
accuracy testing), and the equipment manufacturer. We are also reviewing
the tests conducted as a part of the state audit, including parallel testing,
the examination of Sarasota County's election practices, and the Florida
State University source code review. Once we complete our review of the
testing efforts, we will identify the potential benefits associated with
conducting any additional tests—how they will help us understand
whether the system contributed to the undervote issue—and the resources
needed to conduct such tests.

So far, we have focused our efforts on two types of tests—ballot testing
and load testing. With between 28 and 40 contests on the Sarasota County
ballots in the 2006 general election, the number of possible voting
combinations is over 100 trillion. Accordingly, it is unrealistic to expect
that all possible vote combinations can be tested.

*For the purposes of this review, ballot testing is a subset of the functional testing that
focuses on the vote selection and casting functions. This includes testing the different ways
in which a voter may make selections on a ballot and then cast a baliot with the iVotronic

- electronic voter interface. For example, the Florida Voting Systems Standards require the
system to allow the user (1) to make a selection for each contest, and (2) to review the
selections made and make any changes prior to the vote being cast.

Load testing, for the purposes of this review, is the testing performed to provide reasonable
assurance that the voting system can properly handle the expected volume of voters and
ballots that are expected Florida certification tests include a test to verify that a precinct
count system, such as the iVotronic, can process at least 9,900 ballots.

According to the Florida Voting System Standard: i ] tests are i ded to
imul P to shock and vibrati it with handling and transportation and
to texnperature conditions, Fur example, voting systems in Florida are to be able to operate

in temperature conditions ranging between 40 and 100 degrees Fahrenheit.

Page 3 GAO-07-1167T
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We have also examined how the system allowed voters different ways to
make a selection in the Florida-13 race and recognized that these
represented different ways that the voters could indicate their intent in the
race. By taking into account these variations, our analysis has found at
least 112 different ways a voter could make his or her selection and cast
the ballot in the Florida-13 race, assuming that it was the only race on the
ballot. Specifically, a voter could (1) initially select either candidate or
neither candidate (i.e. undervote), (2) change the vote on the initial screen,
and (3) use a combination of features to change or verify his or her
selection by using the page back and review screen options. We found that
the Florida certification tests and the Sarasota County logic and accuracy
tests verified 3 ways to select a candidate; and the Florida parallel tests
verified 10 ways to select a candidate—meaning that of the 112 ways, 13
have been tested. We have not yet assessed whether this is significant.

A test to determine whether a system can handle the expected volume of
activity is commonly referred to as load testing. We found that ballots used
for load testing during the certification testing were machine-generated
using a testing program built into the iVotronic system, i.e., users do not
touch the screen to make a selection and cast a ballot. Neither the Florida
audit nor Sarasota County’s logic and accuracy testing performed load
testing. We have not yet assessed whether this is significant.

We have also been reviewing the Florida State University source code
review. As we mentioned, we obtained access to the source code last week
and we were able to verify for ourselves some of the items discussed in its
report. We have had prior discussions with the leader of the Florida State
review team and will be continuing our discussions with the review team
and the manufacturer to ensure our understanding of both the findings of
their review and the operations of the iVotronic system. One of the items
noted in the report was that the review team did not (1) convert the source
code to object code, and (2) compare the resulting object code to the
object code that was used to run the voting machines in Sarasota County.*
We are still assessing the significance of this item.

*According to the Institute of Electrical and Electronics Engineers, source code contains
computer instructions and data definitions expressed in a form suitable for input to an

bl or other that the object code. Object code
contains the computer instructions and data definitions expressed in a form that can be
recognized by the processing unit of a computer.

Page 4 GAO0-07-1167T
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As a part of our review of the state audit, we examined the selection of
samples for the parallel testing and the review of the Sarasota County
election practices. Our preliminary analysis has found that these sample
sizes are too small to support generalization of the results to the overall
population, For example, the generalization of the results from the use of
10 machines for parallel testing cannot be supported because the sample
drawn was not random and the sample size was too small. Similarly, we
have little assurance that the examination of 6 machines’ firmware is
adequate to conclude that the firmware was not compromised on any of
the machines. Our discussions with Florida officials indicate that such
limitations resulted from court-imposed restrictions on machine access
and resource considerations of performing the testing.

It is important to bear in mind that these are just our preliminary
observations. It is not clear to us yet whether these are items we think will
need to be tested; but they are items we have noticed while we are
reviewing the previously completed test activities. As we previously
discussed, for any testing issues we identify, we plan to determine how
relevant and significant the issue is and the resources needed to conduct
such tests. Our identification of resources will include test personnel and
equipment, the voting systers and equipment to be tested, and the time
required to conduct such tests. For example, as we have discussed, one of
the issues we identified in the source code review is that the source code
was not converted to object code and compared to ensure that it
represented the code used in Sarasota County. Further, our preliminary
analysis has shown that we do not have reasonable assurance that the
firmware was not compromised on any of the iVotronic systems used
during the election. In order to determine whether these issues warrant
further testing, we still need to determine the potential significance of
these issues, as well as identify the test personnel and equipment, the
voting systems and equipment to be tested, and the time required to
conduct such tests. To identify these resources, it will also be important to
determine how such tests should be structured and executed.

Besides conducting such resource analyses, we still have several activities
to complete with regard to testing. First, we have not yet evaluated the
testing conducted by the system manufacturer, and second, we are still in
the process of identifying other appropriate tests that could be used to
determine whether the voting systems caused the undervote (for example,
the effects of provisional ballots and environmental conditions).
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(480092)

Mr. Chairman, this completes my prepared statement. I would be happy to
respond to any questions you or the other members of the Task Force may
have at this time.

For further information about this testimony, please contact Keith Rhodes,

Chief Technologist, at (202) 5126412 or thodesk@gao.gov, or Naba
Barkakati at (202) 512-4499 or barkakatin@gao.gov.
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Official Task Force Meeting
August 3, 2007

Motion #5 — GAO District Work Period Request

I'move that the Chairman be authorized and directed to consult the Task Force by teleconference
or other appropriate means to consider any GAO request received during the district work period
and determined by the Chairman to require Task Force concurrence. For the purpose of
consultation, as described in this motion, all members of the Task Force must be in simultaneous
contact. To preserve our open process, any consultation under this motion will be made open to
the public and press through teleconference or web technology in the House Administration
hearing room. No final disposition of the undertying FL-13 election will be made pursuant to
this procedure (offered by Rep. Zoe Lofgren).

Member Vote
Rep. Gonzalez Y
Rep. Lofgren Y
Rep. McCarthy Y
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Why GAO Did This Study

In November 2006, about.
18,000 undervotes were reported in
Sarasota County in the race for
Florida’s 13th.Congressional
District (FL-13). After the
contesting of the election results in
the House of Representatives, the
task force unanimously voted to
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determining whether the voting
systems contributed to the large
undervote in Sarasota County. GAO
agreed with the task force on an
engagement plan, including the
following review objectives:
(1) What voting systems were used
in Sarasota County and what
processes governed their use?
(2) What was the scope of the
undervote in Sarasota County in
the general election? (3) What tests
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systems in Sarasota County prior to
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the results of those tests?
(4) Considering the voting systems
tests conducted after the general
election, are additional tests
needed to determine whether the
voting systems contributed to the
undervote? To conduct its work,
GAO met with officials from the
State of Florida, Sarasota County,
and Election Systems and Software
(ES&S)—the voting systems
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voting systems test documentation.
GAO analyzed election data to
characterize the undervote. On the
basis of its assessments of prior
testing and other activities, GAO
identified potential additional tests
for the Sarasota County voting
systems.
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ELECTIONS

Further Testing Could Provide Increased but Not
Absolute Assurance That Voting Systems Did Not
Cause Undervotes in Florida’s 13th Congressional
District

What GAO Found

In the 2006 general election, Sarasota County used voting systems
manufactured by ES&S, specifically iVotronic direct recording electronic
(DRE) voting systems during early and election day voting and the Unity
election management system, which handles the election administration
functions, such as baliot design and election reporting.

GAO’s analysis of the 2006 general election data from Sarasota County did not
identify any particular voting machines or machine characteristics that could
have caused the large undervote in the FL-13 race. The undervotes in Sarasota
County were generally distributed across all machines and precincts.

GAO’s analysis found that some of the prior tests and reviews conducted by
the State of Florida and Sarasota County provide assurance that certain
components of the voting systems in Sarasota County functioned correctly,
but they are not enough to provide reasonable assurance that the iVotronic
DREs did not contribute to the undervote. Specifically, GAO found that
assurance is lacking in three areas, and proposes that tests be conducted to
address those areas, First, because there is insufficient assurance that the
firmware in all the iVotronic DREs used in the election matched the certified
version held by the Florida Division of Elections, GAO proposes that a
firmware verification test be conducted on a representative sample of 115 (of
the 1,499) machines that were used in the general election. Second, because
an insufficient nuinber of ways to select a candidate in the FL-13 race were
tested, GAO proposes that a test be conducted to verify all 112 ways that GAO
identified to select a candidate. Third, because no prior tests were identified
that address the effect of a miscalibrated iVotronic DRE on the undervote,
GAO proposes that an iVotronic DRE be deliberately miscalibrated to verify
the accurate recording of ballots under these conditions. GAO expects these
three tests would take 2 weeks, once the necessary arrangements are made.

Should the task force ask GAO to conduct the proposed tests, several matters
would need to be addressed before testing could begin, including obtaining
access to the iVotronic DREs that have been subject to a sequestration order,
arranging for a test site, obtaining some commercially available test tools,
developing test protocols and detailed test procedures, and arranging for the
video recording of the tests. Sarasota County election officials have indicated
that they can help GAO access the machines and provide a test site between
November 26 and December 7, 2007.

Although the proposed tests could help provide increased assurance, they
would not provide absolute assurance that the iVotronic DREs did not cause
the large undervote in Sarasota County. The successful conduct of the
proposed tests could reduce the possibility that the voting systems caused the
undervote and shift attention to the possibilities that the undervote was the
result of intentional actions by voters or voters that did not properly cast their
votes on the voting system.

United States A ifity Office
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Mr. Chairman and Members of the Task Force:

I am pleased to appear before the task force today to present the findings
on our review of voting equipment used in Florida's 13th Congressional
District (Florida-13), which we are conducting in response to your request
of May 25, 2007.

In November 2006, about 18,000 undervotes were reported in Sarasota
County in the race for Florida’s 13th Congressional District.' Following the
contesting of the election results in the House of Representatives, the task
force met and unanimously voted to seek GAO’s assistance in determining
whether the voting systems contributed to the large undervote in Sarasota
County. On June 14, 2007, we met with the task force and agreed upon an
engagement plan, which included the following review objectives:

(1) What voting systems and equipment were used in Sarasota County and
what processes governed their use? (2) What was the scope of the
undervote in Sarasota County in the general election? (3) To what extent
were tests conducted on the voting systems in Sarasota County prior to
the general election and what were the results of those tests?

(4) Considering the tests that were conducted on the voting systems from
Sarasota County after the general election, are additional tests needed to
determine whether the voting systems contributed to the undervote?

To conduct our work, we met with officials from the Sarasota County
Supervisor of Elections, the Florida Department of State and Division of
Elections, and Election Systems and Software (ES&S), the manufacturer
of the voting systers used in Sarasota County. We reviewed voting system
documentation, including standards documents, audit and testing
documentation, submissions from the contestant and contestee, and
selected Florida election laws and rules. In Sarasota County, election
officials demonstrated how the ES&S voting system was used to support
the 2006 general election. To determine the scope of the undervote in
Sarasota County, we collected election data from the Supervisor of
Elections and analyzed it to determine whether the undervote could be
attributed to particular voting machines or machine characteristics.
Specifically, we examined ballot image logs and event logs from the voting
systems and technician and incident reports generated by elections staff

‘Undervotes oceur when the number of choices selected by the voter is fewer than the
maximun alfowed for that contest. In this case, it means ballots that did not record a
selection for either candidate in the congressional contest.
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from Sarasota County on election day. We also conducted various
statistical analyses to characterize the undervote and to identify whether a
subset of machines or precincts may have caused the large undervote.

We reviewed test documentation and interviewed officials involved with
testing from ES&S, the Florida Division of Elections, and the Sarasota
County Supervisor of Elections. To determine the need for additional
tests, we also reviewed the tests conducted following the election,
including those conducted or sponsored by the Florida Division of
Elections, including the parallel testing, the examination of Sarasota
County’s election procedures and practices, and the source code review
conducted at Florida State University’s Security and Assurance in
Information Technology (SAIT) laboratory. We reviewed the final reports
of these tests and also et with the leader of the source code review team.
Following the agreement to and execution of a non-disclosure agreement
with the Florida Department of State and ES&S, we obtained access to the
iVotronic source code and reviewed it to further our understanding of the
system and to verify some of the source code review’s findings. We
analyzed the available information and identified a key set of voting
system objectives that, if iraplemented properly, would provide reasonable
assurance that the voting systems did not malfunction and cause the large
undervote in Sarasota County. Using these objectives, we used the results
of testing previously conducted and assessed the extent to which these
key voting system objectives could be met. For those objectives that could
not be adequately assured, we assessed the significance of those
objectives and identified tests that could be conducted to help try to
assure those key voting system objectives were met. For each test, we
identified resources that would be required, including time and manpower.

_We provided a draft of this report to the Florida Department of State,

ES&S, and the Sarasota County Supervisor of Elections for their review
and comments. The Florida Department of State and ES&S also conducted
a sensitivity review to ensure that business proprietary information is not
disclosed in this statement.

We conducted our work from June to September 2007 in Washington, D.C.;
Tallahassee and Sarasota, Florida; and Omaha, Nebraska.

Results in Brief

In the 2006 general election, Sarasota County used voting systems
manufactured by ES&S, specifically iVotronic direct recording electronic
(DRE) voting systems during early and election day voting and the Unity
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election management system, which handles the election administration
functions, such as ballot design and election reporting.

Our independent analysis of the 2006 general election data from Sarasota
County confirmed the large undervote in the race for Florida's 13th
Congressional District, but did not identify any particular voting machines
or machine characteristics that could have caused the large undervote in
the election. The undervotes in Sarasota County for the congressional race
were generally distributed across all machines and precincts.

We found that some of the prior tests and reviews provide assurance that
the voting systems in Sarasota County functioned correctly, but they are
not enough to provide reasonable assurance that the iVotronic DRE voting
systems did not contribute to the undervote. For example, prior reviews
provide reasonable assurance that the Unity election management system
did not contribute to the undervote, and the votes captured by iVotronic
DREs at the precincts match the voter count from precinct records within
acceptable margins of error.

Portions of the Florida state audit, such as the firmware comparison and
parallel tests, provided useful information, but the results could not be
applied to all the iVotronic DRESs used in the election because the nuinber
of machines tested was too small. Additionally, the machines were not
tested for all different ways a voter can select a candidate in the
congressional race. We also did not find any prior testing that would help
us understand the effects of a miscalibrated touch screen. To address
these issues, we propose that (1) a firmware verification test, (2) a ballot
test, and (3) a calibration test be conducted to try to obtain further
assurance that the iVotronic DREs used in Sarasota County during the
2006 general election did not cause the undervote. The firmware .
verification test would compare the firmware in a representative sampie of
iVotronic DREs with the certified version of firmware. The ballot test
would exercise 112 ways to select a candidate on 10 iVotronic DREs. The
calibration test would deliberately miscalibrate an iVotronic DRE that uses
the certified software and verify the functioning of the machine. We expect
the testing would take 2 weeks using a staff of about 6 to 8 people, once
the necessary arrangements have been made. Although the proposed tests
would provide increased assurance, they would not conclusively eliminate
the machines as a cause of the undervote.

Before commencing the testing, we would need to obtain access to the

iVotronic DREs that have been subject to a sequestration order in the state
court system of Florida, arrange for a test site, obtain some commercially
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available software and hardware for the firmware comparison test,
develop test protocols and detailed test procedures, and arrange for video
recording of the test. Sarasota County election officials have indicated that
working around the county’s election schedules, they could help us access
the machines and provide a test site between November 26 and

December 7, 2007.

Our proposed tests could help reduce the possibility that the undervote
was caused by the iVotronic DREs. However, even after completing the
tests, we would not have absolute assurance that the iVotronic DREs did
not play any role in the large undervote. Absolute assurance is impossible
to achieve because we are unable to recreate the conditions of the election
in which the undervote occurred. By successfully conducting the proposed
tests, we could reduce the possibility that the iVotronic DREs were the
cause of the undervote and shift attention to the possibilities that the
undervote was the resuit of intentional actions by the voter or voters that
did not properly cast their votes on the voting system.

Draft copies of this statement were provided to the Secretary of State of
Florida, the Supervisor of Elections of Sarasota County, and ES&S for
their review and comment. The Florida Department of State provided
technical comments, which we incorporated. The Sarasota County
Supervisor of Elections did not provide us comments.

In its comments, ES&S stated that it believes that the collective results of
prior testing have demonstrated that the voting systems worked properly
in Florida's 13th Congressional District race, and that the focus should be
on testing the effect of the ballot display on the undervotie. We disagree
that the prior test resulis adequately demonstrate that the voting systems
could not have contributed to the undervote. Our analysis identified three
areas where further testing could provide increased assurance that the
undervote was not caused by the voting systems. We agree with ES&S that
the large undervote in Florida's 13th Congressional District race could
have been caused by voters who intentionally undervoted or voters who
did not properly cast their ballots, potentially because of issues related to
the human interaction with the ballot. However, our review focused on
whether the voting systems could have contributed to the large undervote.
ES&S also provided technical comments, which we incorporated as
appropriate.
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Background

The 13th Congressional District of Florida comprises DeSoto, Hardee,
Sarasota, and parts of Charlotte and Marnatee Counties. In the November
2006 general election, there were two candidates i the race to represent
the 13th Congressional District: Vern Buchanan, the Republican candidate,
and Christine Jennings, the Democratic candidate. The State of Florida
certified Vem Buchanan the winner of the election. The margin of victory
was 369 votes out of a total of 238,249 votes counted. Table 1 suramarizes
the results of the election and shows that the results from Sarasota County
exhibited a significantly higher undervote rate than in the other counties in
the congressional district.

Table 1: Resuits from 2006 General Election for Florida Congressional District 13

Percentage
County Buchanan Jennings Undervotes Total ballots cast undervote
Charlotte 4,460 4,277 225 8,962 2.51
DeSoato 3,471 3,058 142 6,672 213
Hardee 2,629 1,686 269 4,584 5.87
Manatee 50,117 44,432 2,274 96,828 2.35
Sarasota 58,632 65,487 18,412 142,532 12,92
Total 119,309 118,940 21,322 259,578

Source: GAD anatysis of Florida Division of Elections, Gharlotts County, DeSota Gounty, Hardse County, Manates County, and
Sarasota Gounty data,

Note: Numbers da not add up because of avervotes — where voters select mare than the maximum
number of candidates aliowed in a race; in this case, a batiot that had votes for both Buchanan and
Jennings.

In Florida, the Division of Elections in the Secretary of State’s office helps
the Secretary carry out his or her responsibilities as the chief election
officer. The Division of Elections is responsible for establishing rules
governing the use of voting systems in Florida. Voting systems cannot be
used in any county in Florida unti! the Florida Division of Elections has
issued a certification of the voting system'’s compliance with the Florida
Voting System Standards.* The Florida Voting Systems Certification
program is administered by the Bureau of Voting Systems Certification in
the Division of Elections.

*Florida Department of State, Florida Voting System Standards, Form DS-DE 101
(Jan. 12, 2005).
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An elected supervisor of elections is responsible for implementing
elections in each county in Florida in accordance with Florida election
laws and rules. The supervisor of elections is responsible for the purchase
and maintenance of the voting systems as well the preparation and use of
the voting systems to conduct each election.

Sarasota County Used
ES&S Voting Systems
in 2006 General
Elections

In the 2006 general election, Sarasota County used voting systems
manufactured by ES&S. The State of Florida has certified different
versions of ES&S voting systems. The version used in Sarasota County was
designated ES&S Voting System Release 4.5, Version 2, Revision 2, and
consisted of iVotronic DREs, a Model 650 central count optical scan
tabulator for absentee ballots, and the Unity election management system.
1t was certified by the State of Florida on July 17, 2006. The certified
system includes different configurations and optional elements, several of
which were not used in Sarasota County.

The election management part of the voting system is called Unity; the
version that was used was 2.4.4.2. Figure 1 shows the overall election
operation using the Unity election management system and the iVotronic
DRE.
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and iVotronic DRE

Figure 1: Overview of Election Operation Using the Unity Election M
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Source: GAC.

Sarasota County used iVotronic DREs for early and election day voting.
Specifically, Sarasota County used the 12-inch iVotronic DRE, hardware
version 1.1 with firmware version 8.0.1.2.% Some of the iVotronic DREs are
configured with Americans with Disabilities Act (ADA) functionality,
which includes the use of audio ballots. The iVotronic DRE uses a touch
screen—a pressure-sensitive graphies display panel--to display and
record votes (see fig. 2).

*The certified version of ES&S Voting System Release 4.5, Version 2, Revision 2, specifies
the use of iVotronic hardware version 1.0. According to Florida Division of Election
officials, hardware version 1.1 of the iVotronic DRE has been available since at {east 2004
and should have been included as a part of the certification for ES&S Voting System
Release 4.5, Version 2, Revision 2. According to ES&S officials, iVotronic firmware version
8.0.1.2 runs in exactly the same manner on hardware versions 1.0and 1.1
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Figure 2: The iVotronic DRE Voting Systeni and its Components.
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Source: GAD.

The machine has a storage case that also serves as the voting booth. The
operation of the iVotronic DRE requires using a personalized electronic
baliot (PEB), which is a storage device with an infrared window used for
transmission of ballot data to and from the iVotronic DRE. The iVotronic
DRE has four independent flash memory modules, one of which contains
the program code—firmware—that runs the machine and the remaining
three flash inemory modules store redundant copies of ballot definitions,
machine configuration information, ballots cast by voters, and event logs.
The iVotronic DRE includes a VOTE button that the voter has to press to
cast a ballot and record the information in the flash memory. The )
iVotronic DRE also includes a compact flash card that can be used to load
sound files onto iVotronic DREs with ADA functionality. The iVotronic
DRE's firmware can be updated through the compact flash card.
Additionally, at the end of polling, the ballots and audit information are to
be copied from the internal flash memory module to the compact flash
card.

To use the iVotronic DRE for voting, a poll worker activates the iVotronic
DRE by inserting a PEB into the PEB slot after the voter has signed in at
the polling place. After the poll worker makes selections so that the
appropriate ballot will appear, the PEB is removed and the voter is ready
to begin using the system. The ballot is presented to the voter in a series of
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display screens, with candidate information on the left side of the screen
and selection boxes on the right side (see fig. 3).

Figure 3: Second Ballot Page Showing the Congressional and Gubernatorial Races
in Sarasota County’s 2006 Generat Election
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Saurce: Sarasota County Supervisor of Elsctions.

The voter can make a selection by touching anywhere on the line, and the
iVotronic DRE responds by highlighting the entire line and displaying an X
in the box next to the candidate’s name. The voter can also change his or
her selection by touching the line corresponding to another candidate or
by deselecting his or her choice. “Previous Page” and “Next Page” buttons
are used to navigate the multipage ballot. After completing all selections,
the voter is presented with a summary screen with all of his or her
selections (see fig. 4). From the summary screen, the voter can change any
selection by selecting the race. The race will be displayed to the voter on
its own ballot page. When the voter is satisfied with the selections and has
reached the final summary screen, the red VOTE button is illuminated,
indicating the voter can now cast his or her baliot. When the VOTE button
is pressed, the voting session is complete and the ballot is recorded on the
iVotronic DRE. In Sarasota County’s 2006 general election, there were nine
different ballot styles with between 28 and 40 races, which required
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between 15 and 21 electronic ballot pages to display, and 3 to 4 summary
pages for review purposes.

Figure 4: First Summary Page in Sarasota County’s 2006 General Election
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Analysis of Election
Data Shows that
Undervote Was
Distributed across All
Machines and
Precincts

Our analysis of the 2006 general election data from Sarasota County does
not identify any particular voting machines or machine characteristics that
could have caused the large undervote in Florida’s 13th Congressional
District race. The undervotes in Sarasota County for the congressional
race were generally distributed across all machines and precincts. Using
voting system data that we obtained from Sarasota County, we found that
1,498 iVotronic DRESs recorded votes in the 2006 general election;

84 iVotronic DRESs recorded votes during early voting, and 1,415 iVotronic
DREs recorded votes on election day.? Using these data, we verified that
the vote counts for the contestant, contestee, and undervotes match the
reported vote totals for Sarasota County in Florida's 13th Congressional
District race. As can be seen in table 2, the undervote rate in early voting
was significantly higher than in election day voting.®

Table 2: Undervotes in Florida’s 13th Congressional District Race during Early and
Efection Day Voting

All voters Early voters Election day voters
Machines 1,499 84 1,415
Ballots cast 119,919 30,877 89,042
Undervotes 17,846 5,445 12,401
Undervote rate 14.88% 17.63% 13.93%

Soutce: GAD analysis of Sarasota County data.

The range of the undervote rate for all machines was between 0 and

49 percent, with an average undervote rate of 14.3 percent. When just the
early voting machines are considered, the undervote rate ranged between
5 and 28 percent. The largest number of undervotes cast on any one
machine on election day was 39. While the range of ballots cast on any one
machine on election day was between 1 and 121, the' median number of

*Election day voting is the casting of ballots on election day at polling places, Absentee and
early voting are programs that permit eligible persons to vote prior to election day.
Absentee voting is conducted by mail in advance of election day and early voting is
generally in-person voting in advance of election day at specific polling locations.

“Early and election day ballots include provisional ballots cast during those respective
stages of voting and incinded in the vote totals. 160 provisional baliols were included in the
vote totals. 37 provisional ballots were excluded.

Because the absentee ballots were not cast using iVotronic voting systems, we did not
verify the absentee ballot counts. When absentee ballots are included, a total of
142,532 ballots were cast and a total of 18,412 undervotes were recorded.
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ballots cast on any one machine was 66. The range of undervote rate by
precinct was between 0 and 41 percent, and the average undervote by
precinct was about 14.8 percent.

Prior Tests and
Reviews Provide
Some Assurance, but
Do Not Provide
Reasonable
Assurance That the
iVotronic DREs Did
Not Contribute to the
Undervote

Prior to the elections, Sarasota County’s voting systems were subjected to
several different tests that included testing by the manufacturer,
certification testing by the Florida Division of Elections, testing by
independent testing authorities, and logic and accuracy testing by Sarasota
County's Supervisor of Elections. After the 2006 general election, an audit
of Sarasota County’s election was conducted by the State of Florida that
included a review of the iVotronic source code, parallel tests, and an
exarnination of Sarasota County’s election procedures. Although these
tests and reviews provide some assurance, as do certain controls that were
in place during the election, that the voting systems in Sarasota County
functioned correctly, they do not provide reasonable assurance that the
iVotronic DREs did not contribute to the undervote.

Prior Tests and Reviews of
Sarasota County’s Voting
Systems Provide Useful
Information, but Have
Some Shortcomings

According to ES&S officials, ES&S tested the version of the iVotronic DRE
that was used in Sarasota County in 2001-2002, but they could not provide
us documentation for those tests because the documentation had not been
retained.

The Florida Division of Elections conducted certification testing of the
iVotronic DRE and the Unity election management system before Sarasota
County acquired the system from the manufacturer. The certification
process included tests of the election management system and the conduct
of mock primary and general elections on the entire voting system. ES&S
Voting System, Release 4.5, Version 2, Revision 2, was certified by the
Florida Division of Elections on July 17, 2006. According to Florida
Division of Elections officials, testing of each version focuses on the new
components, and components that were included in prior versions are not
as vigorously tested. The 8.0.1.2 version of the iVotronic firmware was first
tested as a part of ES&S Release 4.5, Version 1, which was certified in
2005. Version 2 introduced version 2.4.4.2 of the Unity Election
Management System, which was certified in August 2005. Certification
testing was conducted on software that was received from an independent
test authority, who witnessed the building of the firmware frorm the source
code. An independent test authority also conducted environmental testing
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of the iVotronic DRE in 2001 that was relied upon by the Florida Division
of Elections for certification.

Alogic and accuracy test was conducted by Sarasota County on

October 20, 2006, on 32 iVotronic DREs, and it successfully verified that all
ballot positions on all nine ballot styles could be properiy recorded. In
addition, the use of a provisional ballot and audio ballot were tested, as
well as machines configured for early voting with all nine ballot styles.

After the 2006 general election, the Florida Division of Elections
conducted an audit of Sarasota County’s 2006 general election that
included two parallel tests, an examination of the certified voting system
and conduct of election by Sarasota County’s elections office, and an
independent review of the iVotronic DRE firmware’s source code. After
the conduct of this audit, the audit team concliuded that there was no
evidence that suggested the official election resuits were in error or that
the voting systems contributed to the undervote in Sarasota County.’ The
parallel tests were performed using 10 iVotronic DREs—b5 used in the 2006
general election and 5 that were not used. Four of the machines in each
test replicated the voies cast on four election day iVotronic DREs. The
fifth machine in each test used an ad hoc test script that involved picking a
random vote pattern along with a specific vote selection pattern picked
from 10 predetermined vote patterns for the 13th Congressional District
for each ballot cast. The audit report asserts that testing a {otal of

10 machines is more than adequate to identify any machine problems or
irregularities that could have contributed to undervotes in the Florida-13
race. However, we concluded that the results from the testing of

10 machines cannot be applied to all 1,499 iVotronic DREs used during the
2006 general election because the sample was not random and the sample
size was too small.

In examining whether voting systems that were used in Sarasota County
matched the systems that were certified by the Florida Division of
Elections, the Florida audit team examined the Unity election management
system and the firmware installed on six iVotronic DREs. The audit team
confirmed that the software running on the Unity election management

*Florida Department of State, Audit Report of the Election Systems and Software, Inc.’s,
iVotronic Voting System in the 2006 General Election for Surasota County, Florida
{Tallahassee, Florida: Feb. 2007), and Security and Assurance in Information Technology
Laboratory, Florida State University, Software Review and Security Analysis of the ES&S
iVotronic 8.0.1.2 Voting Machine Firmware (Tallahassee, Florida: Feb, 23, 2007).
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system and the firnware in the six iVotronic DREs matched the certified
versions held in escrow by the Florida Division of Elections. On the basis
of its review, the audit team concluded that there is no evidence to
indicate that the iVotronic DREs had been compromised or changed. We
agree that the test verifies that those six machines were not changed, but
any extrapolation beyond this cannot be statistically justified because the
size of the sample is too small. Therefore, these tests cannot be used to
obtain reasonable assurance that the 1,499 machines used in the general
election used the certified firmware.

A software review and security analysis of the iVotronic firmware version
8.0.1.2 was conducted by a team led by Florida State University’s SAIT
Laboratory. The eight experts in the software review team attempted to
confirm or refute many different hypotheses that, if true, might explain the
undervote in the race for the 13th Congressional District. In doing so, they
made several observations about the code, which we were able to
independently verify. The software review and our verification of the
observations were helpful, but a key shortcoming was the lack of
assurance whether the source code reviewed by the SAIT team or by us, if
compiled, would cotrespond to the iVotronic firmware that was used in
Sarasota County for the 2006 election. According to ES&S and Florida
Division of Elections officials, in May 2005 an independent testing
authority witnessed the process of compiling the source code and building
the version of firmware that was eventually certified by the Florida
Division of Elections. According to ES&S officials, if necessary, ES&S can
recreate the firmware from the source code, but the firmware would not
be exactly identical to the firmware certified by the Florida Division of
Elections because the embedded date and time stamp in the firmware
would be different.

The software review team also looked for security vulnerabilities in
software that could have been exploited to cause the undervote. Although
the team found several sofiware vuinerabilities, the team concluded that
none of them were exploited in Sarasota in a way that would have
contributed to the undervote. We did not independently verify the team’s
conclusion.

Reasonable Assurance of
Some Voting System
Objectives Has Been
Achieved

The Unity election management system and the iVotronic DREs are the
major voting system components that may require testing to determine
whether they contributed to the large undervote in Sarasota County. Our
review of tests already conducted and documentation from the election
provide us reasonable assurance that the key functions of the Unity
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election management system—election definition and vote tabulation—
did not contribute to the undervote. The election definitions created using
the Unity election management system are tested during logic and
accuracy testing to demonstrate that they include all races, candidates,
and issues and that each of the items can be selected by a voter. The votes
tabulated on the iVotronic DRE at each precinct matched the data
uploaded to the Unity election manageiment system, and the totals from
the precinct results tapes agree with that obtained by Unity. Further, the
state audit confirmed that the Unity election management systen software
running in Sarasota County matched the escrowed version certified by the
Florida Division of Efections.

We have reasonable assurance that the number of ballots recorded by the
iVotronie DREs is correct because this number is very close to the number
of people recorded on the precinct registers as showing up at the polling
places to vote either during early voting or on election day. This assurance
also allows us to conclude that issues, such as votes cast by “fleeing
voters”--votes that are cast by poll workers for voters who leave the
polling place before pressing the button to cast the vote-—and the potential
loss of votes during a system shutdown, did not affect the undervote in
this election. If these issues had occurred, they would have caused a
discrepancy between the number of voters who sign in at the polling place
to vote and the public counts recorded on the iVotronic DREs.

We have reasonable assurance that provisional ballots were appropriately
handied by the iVotronic DREs and the Unity election management
system. We also verified that during the Florida certification test process,
the Division of Elections relied on successful environmental and shock
testing conducted by an independent test authority.

Reasonable Assurance
That All iVotronic DREs
Used in the 2006 General
Election Used Software
Certified by the Florida
Division of Elections Is
Lacking

We found that prior testing and activities do not provide reasonable
assurance that all iVotronic DREs used in Sarasota County on election day
were using the hardware and firmware certified for use by the Florida
Division of Elections. Sarasota County has records indicating that only
certified versions were procured from ES&S, and the firmware version is
checked in an election on the zero and results tapes. However, because
there was no independent validation of the system versions, we cannot
conclude that no modifications were made to the systems that would have
likely made them inconsistent with the certified version. As we previously
mentioned, the firmware comparison of only 6 iVotronic DREs in the state
audit is insufficient to support generalization to all 1,499 iVotronic DREs
that recorded votes during the election. Without reasonable assurance that
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all iVotronic DREs are running the same certified firmware, it is difficult
for us to rely on the results of other testing that has been conducted, such
as the parallel tests or the logic and accuracy tests.

The Ability of Voters to
Make Selections in
Different Ways and Have
Their Votes Properly
Recorded Has Not Been
Fully Tested

Prior testing of the iVotronic DREs only verified 13 of the 112 ways that we
identified that a voter may use to select a candidate in Florida's 13th
Congressional District race. Specifically, on an iVotronic DRE, a voter
could (1) initially select either candidate or neither candidate (i.e.
undervote), (2) change the vote on the initial screen, and (3) use a
combination of page back and review screen options to change or verify
his or her selection before casting the ballot. By taking into account these
variations, our analysis has found at least 112 different ways a voter could
make his or her selection in Florida’s 13th Congressional District race,
assuming that it was the only race on the ballot. Qut of 112 different ways
to select a candidate in the congressional race, Florida certification tests
and the Sarasota County logic and accuracy tests verified 3 ways to select
a candidate; and the Florida parallel tests verified 10 ways to select a
candidate~-meaning that of the 112 ways, 13 have been tested. By not
verifying these different ways to select a candidate, we do not have
reasonable assurance that the system will properly handle expected forms
of voter behavior.

The Effect of Miscalibrated
iVotronic DREs Is Unclear

During the setup of the iVotronic DRE, sometimes referred to as the clear
and test process, the touch screens are calibrated by using a stylus to
touch the screen at 20 different locations. The calibration process is
designed to align the display screen with the touch screen input. 1t has
been reported that a miscalibrated machine could affect the selection
process by highlighting a candidate that is not aligned with what the voter
selected. We identified two reported cases on election day where the
miscalibration of the iVotronic DRE led to its closure and discontinued use
for the rest of the day. While a miscalibrated machine could certainly
make an iVotronic DRE harder to use, it is not clear it would have helped
to contribute to the undervote. We did not identify any prior testing or
activities that would help us understand the effect of a miscalibrated
iVotronic DRE on the undervote.
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Further Tests Could
Provide Increased but
Not Absolute
Assurance That the
iVotronic DREs Used
in the Election Did
Not Cause the
Undervote

On the basis of our analysis of all prior test and audit activities, we
propose that a firmware verification test, a ballot test, and a calibration
test be conducted to try to obtain increased assurance that the iVotronic
DREs used in Sarasota County during the 2006 general election did not
cause the undervote.

We propose that the firmware verification testing be started first, once the
necessary arrangements have been made, such as access to the needed
machines and the development of test protocols and detailed test
procedures. Once we have reasonable assurance that the iVotronic DREs
are running the same certified firmware, we could conduct the baliot test
and calibration test on a small number of machines to determine whether
it is likely the machines accurately recorded and counted the ballots. If the
firmware verification tests are successfully conducted, we would have
much more confidence that the iVotronic DREs will behave similarly when
tested. 1f there are differences in the firmware running on the iVotronic
DREs, we would need to reassess the number of machines that need to be
tested for ballot testing and calibration testing in order for us to have
confidence that the test results would be true for all 1,499 iVotronic DREs
used during the election. In other words, if we are reasonably confident
that the same software is used in all 1,499 machines, then we are more
confident that the results of the other tests on a small number of machines
can be used to obtain increased assurance that the iVotronic DREs did not
cause the undervote. Although the proposed tests would provide increased
assurance, they would not conclusively eliminate the machines as a cause
of the undervote.

Conduct Firmware Testing
to Verify That the
Firmware in the iVotronic
DREs Used in Sarasota
County Matches the
Certified Version

We propose to conduct a firmware verification test using a statistical
sampling approach that can provide reasonable assurance that ail

1,499 iVotronic DREs are running the certified version of firmware. The
exact number of machines that would be tested depends on the
confidence level desired and how much error can be tolerated. We
propose drawing a representative sample from all the iVotronic DREs that
recorded votes in the general election. With a sample size of 115 iVotronic
DREs, which would be divided between sequestered and nonsequestered
machines, and assuming that there are no test failures, we would be able
to conclude with a 99 percent confidence level that no more than 4 percent
of the 1,499 iVotronic DREs used in the election were using uncertified
firmware.

We suggest a test approach similar to what was used by the Florida
Division of Elections when it verified the firmware for 6 iVotronic DREs.
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We estimate that the firmware testing for 115 machines could be
conducted in about 5 to 7 days and would require about 5 or 6 people,
once the necessary arrangements have been made. The machines would
be transported to a test facility specified by Sarasota County election
officials where we could perform the test. The activities involved in
conducting a firmware validation test would include locating and
retrieving the selected iVotronic DRE from the storage facility,
transporting it to the test facility, opening the DRE, extracting the chip
with the firmware, reading the contents of the chip using a specialized
chip reader, and conducting a comparison between the contents and the
certified firmware to determine if any differences exist. To conduct this
test, we would need commercially available specialized hardware and
software similar to that used by the Florida Division of Elections in its
firmware comparison test.

Conduct Ballot Testing of
iVotronic DREs to Confirm
Correct Operation

We propose conducting ballot testing on 10 iVotronic DREs, each
configured with one of the nine different ballot styles, with the 10th
machine configured as an early voting machine with all nine ballot styles.
We would test 112 ways to select a candidate on the early voting machine.
On the election day machines, we would test the 112 different ways
distributed across the 9 machines in a random manner, meaning each
machine would on average record 12-13 ballots. Assuming that

(1) reasonable assurance is obtained that all iVotronic DREs used during
the election were using the same certified firmware, and (2) we found no
failures during the ballot testing, this testing would provide increased
assurance that the iVotronic DREs used during the election, both in early
voting and in election day voting, were able to accurately record and count
ballots when using any of the 112 ways to select a candidate in the
Florida-13 race.

We would plan to code each ballot by including an identifier in the write-in
candidate field for either the U.S. senator or governor’s race. Using this
write-in coding, we could examine the ballot image and confirm that each
ballot was accurately recorded and counted by the iVotronic DRE. Any
encountered failures would also be more rapidly attributed to a specific
test case, and we would be able to more readily repeat the test case to
determine if we have a repeatable condition. Testing 112 ways to select a
candidate on a single machine would also provide us some additional
assurance that the volume of ballots cast on election day did not cause a
problem. We note that casting 112 ballots on a single machine is more than
that cast on over 99 percent of the 1,415 machines used on election day.
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We estimate the ballot testing would take about 2 to 3 days and require the
equivalent of 2 people, once the necessary arrangements have been made.

Deliberately Miscalibrate
an iVotronic DRE to
Understand the Effect on
the Undervote

Because little is known about the effect of a miscalibrated machine on the
behavior of an iVotronic DRE, we propose to deliberately miscalibrate an
iVotronic DREs and verify the functioning of the machine. We propose to
identify different ways to miscalibrate a ballot and to test ballots on the
miscalibrated iVotronic DRE to verify that it still properly records votes.
With this test we would confirm whether (1) the review screen displays
the same selection in the Florida-13 race as was highlighted in the
selection screen, and (2) that the vote is recorded as it was displayed on
the review screen. Again, we would plan to use the write-in candidate
option to verify the proper recording of the ballot. This test would
demonstrate whether the system correctly records a vote for the race and
hence whether it contributed to the undervote. We estimate that the
calibration test could be completed in about 1 day by 2 people, once the
necessary arrangements have been made.

Several Matters Remain to
Be Addressed to Conduct
Further Testing

Should the task force ask us to conduct the proposed testing, we want to
make the task force aware of several other matters that would need to be
addressed before we could begin testing. These activities would require
some time and resources to complete before testing could commence.

First, we would need to gain access to iVotronic DREs that have been
subject to a sequestration order in the state court system of Florida. If we
do not have access to the needed machines, we would be unable to obtain
reasonable assurance that the machines used on election day were using
certified software, and without this assurance, the results from prior tests
and any results of our ballot and calibration tests would be less
meaningful because we would be unable to apply the results to all

1,499 iVotronic DREs used during the election, Second, we would need to
agree upon an appropriate facility for the tests. Sarasota County
Supervisor of Elections has indicated that we can use its warehouse space,
but because of upcoming elections in November and January, the only
time the election officials would be able to provide us this space and the
necessary support is between November 26 and December 7, 2007, If
testing cannot be completed during this time period, Sarasota County
officials stated that they would not be able to assist us until February 2008.
Third, some tests may require commercially available specialized software,
hardware, or other tools to conduct the tests. We would need to make
arrangements to either borrow or to purchase such testing tools before
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commencing testing. Fourth, in order to conduct any tests, we would need
to develop test protocols and detailed test procedures and steps. We also
anticipate that we would need to conduct a dry run, or dress rehearsal, of
our test procedures to ensure that our test tools function properly and that
our time estimates are reasonable. Finally, we would need to make
arrangements for video recording of our testing. It would be our
preference to have a visual record of the tests to document the actual test
conduct and to facilitate certain types of test analysis.

Other Observations
on Touch Screen
Voting Systems

We recognize that human interaction with the ballot layout couid be a
potential cause of the undervote. Although we have not explored this issue
in our review, we note that there is an ongoing academic study that is
exploring this issue using voting machines obtained from ES&S. We
believe that such experiments could be useful and could provide insight
into the ballot layout issue.

During our review, we noted that several suggestions have been offered as
possible ways to establish that voters are intentionally undervoting and to
provide some assurance that the voting systems did not cause the
undervote. First, a voter-verified paper trail could provide an independent
confirmation that the touch screen voting systems did not malfunction in
recording and counting the votes from the election. The paper trail would
reflect the voter’s selections and, if necessary, could be used in the
counting or recounting of votes. This issue is recognized in the Florida
State University SAIT source code review as well as the 2005 and draft
2007 Voluntary Voting Systems Guidelines prepared for the Election
Assistance Commission. We have previously reported on the need to
implement such a function properly.” Second, explicit feedback to voters
that a race has been undervoted and a prompt for voters to affirm their
intent to undervote might help prevent many voters from unintentionally
undervoting a race. On the iVotronic DREs, such feedback and prompts
are provided only when the voter attempts to cast a completely blank
ballot, but not when a voter undervotes in individual races. Third, offering
a “none of the above” option in a race would provide voters with the
opportunity to indicate that they are intentionally undervoting. The State
of Nevada provides this option in certain races in its elections. Decisions

"GAQ, Elections: Federal Efforts to Improve Secwrity and Reliability of Electronic Voting
Systems Are Under Way, but Key Activities Need to Be Completed, GAO-05-956
(Washington, D.C.: Sept. 21, 2005).
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about these or other suggestions about ballot layout or voting system
functions should be informed by human factors studies that assess their
effectiveness in accurately recording voters’ preferences, making voting
systems easier to use, and preventing unintentional undervotes.

Conclusions

The high undervote encountered in Sarasota County in the 2006 election
for Florida’s 13th Congressional District has raised questions about
whether the voting systeras accurately recorded and counted the votes
cast by eligible voters. Other possible reasons for the undervote could be
that voters intentionally undervoted or voters did not properly cast their
ballots on the voting systers, potentially because of issues relating to the
interaction between voters and the ballot. The focus of our review has
been to determine whether the voting systeras—the iVotronic DREs, in
particular—contributed to the undervote. We found that the prior reviews
of Sarasota County’s 2006 general election have provided valuable
information about the voting systems. Our review found that in some cases
we were able to rely on this information to eliminate areas of concern.
This allowed us to identify the areas where increased assurances were
needed to answer the questions being raised. Accordingly, the primary
focus of the tests we are proposing is to obtain increased assurance that
the results of the prior reviews and our proposed testing can be applied to
all the iVotronic DREs used in the election. Our proposed tests involving
the firmware comparison, ballot testing, and calibration testing could help
reduce the possibility that the undervote was caused by the iVotronic
DREs. However, even after completing the tests, we would not have
absolute assurance that the iVotronic DREs did not play any role in the
large undervote. Absolute assurance is impossible to achieve because we
are unable to recreate the conditions of the election in which the
undervote occurred. By successfully conducting the proposed tests, we
could reduce the possibility that the iVotronic DREs were the cause of the
undervote and shift attention to the possibilities that the undervote was
the result of intentional actions by the voter or voters that did not properly
cast their votes on the voting system.

Comments and Our
Evaluation

We provided draft copies of this staterment to the Secretary of State of
Florida, the Supervisor of Elections of Sarasota County, and ES&S for
review and comment. The Florida Department of State provided technical
comments, which we incorporated. The Sarasota County Supervisor of
Elections appreciated the opportunity to review the draft, but provided us
no comments.
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In its comments, ES&S stated that it believes that the collective results of
testing already conducted on the Sarasota County voting systems have
demonstrated that they performed properly and as they were designed to
function and that all votes were accurately captured and counted as cast
in Florida’s 13th Congressional District race. Further, ES&S asserts that
tests and analyses should be conducted to examine the effect of the ballot
display on the undervote, which it believes is the most probable cause of
the undervote.

We disagree that the collective results of testing already conducted on the
Sarasota County voting systems adeguately demonstrate that the voting
systems could not have contributed to the undervote in the Florida-13
race. First, as we have cited, we do not have adequate assurance that all
the iVotronic DREs used in Sarasota County used the firmware certified by
the Florida Division of Elections. Without this assurance, it is difficult for
us to apply the resuits from the other tests to all 1,499 machines that
recorded votes during the election because we are uncertain that all
machines would have behaved in a similar manner. Further, we believe
that expected forms of voter behavior to select a candidate in the
Florida-13 race were not thoroughly tested. While ES&S asserts that such
processes would have no effect on the iVotronic DRE’s ability to capture
and record a voter’s selection, we did not identify testing that verified this.
Further, while ES&S states that the testing of a deliberately miscalibrated
iVotronic DRE would result in a clearly visible indication of which
candidate was selected, we could not identify any testing that
demonstrated this.

We acknowledge that the large undervote in Florida’s 13th Congressional
District race could have been caused by voters who intentionally
undervoted or voters who did not properly cast their ballots, potentially
because of issues related to the human interaction with the ballot.
However, the focus of our review, as agreed with the task force, was to
review whether the voting systems could have contributed to the large
undervote. ES&S also provided technical comments, which we
incorporated as appropriate.

Mr. Chairman, this completes my prepared statement. I would be happy to
respond to any questions you or other members of the task force may have
at this time.

Page 22 GAOQ-08-97T



146

For further information about this statement, please contact Keith Rhodes,
Contacts and Chief Technologist, at (202) 512-6412 or rhodesk@gao.gov, or Naba
Acknowledgments Barkakati at (202) 512-4499 or barkakatin@gao.gov. Contact points for our

Offices of Congressional Relations and Public Affairs may be found on the
last page of this statement. Other key contributors to this statement
include James Ashley, James Fields, Jason Fong, Cynthia Grant, Geoffrey
Hamilton, Richard Hung, John C. Martin, Jan Montgomery, Jennifer
Popovic, Sidney Schwartz, and Daniel Wexler.
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Official Task Force Meeting
QOctober 2, 2007

Motion #6 — Approve GAO Testing Plan and Associated Protocols

I move that the task force approve the proposed GAO testing plan and associated protocols as
follows:

a. Firmware testing to verify that the firmware in the iVotronic DREs used in
Sarasota County matches the certified version;

b. Ballot testing of iVotronic DREs to confirm correct operation;

¢. Miscalibration of an iVotronic DRE to understand the effect on the undervote.

I move further that the Chairman request that all individuals, offices, and entities whose
cooperation is necessary, fully, promptly and voluntarily assist the GAO to enable it to conduct
the testing described above (offered by Rep. Zoe Lofgren). ’

Member Vote
Rep. Gonzalez Y
Rep. Lofgren Y
Rep. McCarthy Y
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Distributed by McClatchy-Tribune Business News

October 3, 2007 Wednesday

House task force plans further investigation of
Sarasota machines

BYLINE: Stacey Eidson, The Bradenton Herald, Fla.
BECTION: STATE AND REGIONAL NEWS

LENGTH: 728 words

Oct. 3--SARASOTA -- The testing of the touch-screen voting machines in Sarasota
County will continue.

Minutes after the bipartisan House task force responsible for investigating the
13th Congressional District race between Republican Vern Buchanan and Democrat
Christine Jennings unanimously agreed to continue testing the machines, word
quickly spread throughout Sarasota County.

While conducting a poll worker's training course in Venice, Sarasota County
Supervisor of Elections Kathy Dent said she welcomed any further investigation of
the machines.

"From my perspective, I want it to be as thorough as possible," Dent said. "And
if there is something that they uncover, I welcome that."®

For months, Dent said, she has worked closely with investigators from the
Government Accountability Office who have been examining the performance of
Sarasota County's touch-screen voting machines in the November election.

On Tuesday, the GAO told the House task force it needs to conduct further
testing before it can issue a decisiom. .

The House investigation could lead to a Democrat being seated if Jennings, who
lost by fewer than 400 votes, can prove the machines cost her the election. But
Republicans were quick to note that investigators have yet to find a "smoking gun.*®

In conjunction with the GAO's investigation, the task force has been examining
why more than 18,000 ballots cast in Sarasota County recorded no vote for either
candidate in November's congressional election.

Sally Tibbetts, Buchanan's communications director, said Buchanan is confident
further testing will prove the county's touch-screen voting machines performed
correctly.

"I would note that after nearly a year and four independent reviews, there is no

evidence that the machines malfunctioned,® Tibbetts said. *And we are confident
that additional testing is only going to reaffirm that the machines worked and

http://w3.nexis.com/new/delivery/PrintDoc.do?fromCart=false&dnldFilePath=%2Fl-n%2F... 1/23/2008
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every vote was counted accurately."®

However, Jennings said further testing of the machines is the only way to ensure
the accuracy of future elections.

“I think this is wondexrful for the voters of Sarasota County and District 13
because this has always been about fair and accurate elections,* Jennings said late
Tuesday. "To me, this is wonderful that they want to continue the testing to find
out what did happen. This shows that they feel there is more to look at.*®

Jennings, who plans to run again for the District 13 seat in 2008, said she does
not mind waiting for an answer to the accuracy of the machines.

"It has never been about time for me,* Jennings said. "I think everyone in this
country agrees that we want to do everything possible to make sure every vote
counts. And I truly believe we are getting closer to finding out what happened and
bringing closure to this.®

Kindra Muntz, chairwoman of the Sarasota Alliance for Fair Elections, a
nonpartisan political action committee that pushed for the replacement of Sarasota
County's touch-screen voting machines,. applauded the task force's decision.

*We definitely need more investigations on a comprehensive scale, both as to the
security procedures used during the election and the physical problems with the
machines, " Muntz said. "They should take 20 to 30 machines and investigate them
thoroughly. Let‘s get down to the bottom of this because it is in the best interest
of the voters.*

As the poll workers in Venice were learning about the county's new optical
scanners that will be used in the upcoming November election, Dent said she only
hopes the change of machines will help restore voter confidence in the system.

"Time will tell,* Dent said. "We just had our first poll worker training class
out of 41 scheduled. I talked to the workers, they went through their training and
they seem pretty comfortable with the machines. That is a good start. We will know
better after Nov. 6."

Stacey Eidson, Herald reporter, can be reached at 708-7908.

Herald Washington correspondent Lesley Clark contributed to this report.

To see more of The Bradenton Herald or to subscribe to the newspaper, go to
http://www.bradenton.com. Copyright {(c} 2007, The Bradenton Herald, Fla.
Distributed by McClatchy-Tribune Information Services. For reprints, email
tmsreprints@permissionsgroup.com, call 800-374-7985 or 847-635-6550, send a fax to
847-635~6968, or write to The Permissions Group Inc., 1247 Milwaukee Ave., Suite
303, Glenview, IL 60025, USA.
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ELECTIONS

Results of GAO's Testing of Voting Systems Used in
Sarasota County in Florida's 13th Congressional
District

What GAO Found

GAO conducted three tests on the iVotronic Direct Recording Electronic
(DRE) voting systems in Sarasota County and these tests did not identify any
problems. Based on its testing, GAQ obtained increased assurance that the
iVotronic DREs used in Sarasota County during the 2006 general election did
not contribute to the large undervote in the Florida-13 contest. Although the
test results cannot be used to provide absolute assurance, GAO believes that
these test results, combined with the other reviews that have been conducted
by the State of Florida, GAO, and others, have significantly reduced the
possibility that the iVotronic DREs were the cause of the undervote.

GAO's firmware verification test showed that the firmware installed ina
statistically selected sample of 115 machines used by Sarasota County during
the 2006 general election matched the firmware certified by the Florida
Division of Elections. The statistical approach used in selecting these
machines lets GAO estimate with a 99 percent confidence level that no more
than 60 of the 1,499 iVotronic DREs that recorded votes in the 2006 general
election were using different firmware, Consequently, GAO is ahle to place
more confidence in the results of other tests conducted cn a small number of
machines by GAO and by others, which indicated that the iVotronic DREs did
not cause the undervote, GAQ also confirmed that when the manufacturer
rebuilt the iVotronic DRE firmware from the source code that was held in
escrow by the Florida Division of Elections and previously reviewed by GAQO
and others, the resulting firmware matched the version certified by the Florida
Division of Elections.

For the ballot test, GAO cast predefined test ballots on 10 iVoironic DREs and
confirmed that each ballot was displayed and recorded accurately. GAO
conducted the calibration test by miscalibrating two iVotronic DREs and
casting ballots on them to validate that the machines recorded the information
that was displayed on the touch screen. Based on the results of the ballot and
calibration tests, GAO found that (1) the machines properly displayed,
recorded, and counted the selections for all test ballots cast during ballot
testing involving 112 conuon ways a voter may have interacted with the
system, and (2) the deliberately miscalibrated machines, though difficult to
use, accurately recorded the ballot selections as displayed on screen.

At this point, GAO believes that adequate testing has been performed on the
voting machine software and does not recommend further testing in this area.
Giiven the complex interaction of people, processes, and technology that must
work effectively together to achieve a successful election, GAO acknowledges
the possibility that the large undervote in Florida's 13th Congressional District
race could have been caused by factors such as voters who intentionally
undervoted, or voters who did not properly cast their ballots on the iVotronic
DRE, potentially because of issues relating to interaction between voters and
the ballot.

United States Government Accountabitity Office
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Mr. Chairman and Members of the Task Force:

I am pleased to appear before the task force today to present the findings
on our testing of the voting equipment used in the 2006 general election in
Florida’s 13th Congressional District (Florida-18). I would like to thank the
task force for its overall support of our efforts and specifically for the
assistance provided in obtaining resources from the House Recording
Studio that were critical to successfully completing our testing efforts.

In November 2006, about 18,000 undervotes were reported in Sarasota
County in the race for Florida’s 13th Congressional District.' After the
election results were contested in the House of Representatives, the task
force met and unanimously voted to seek GAO’s assistance in determining
whether the voting systems contributed to the large undervote in Sarasota
County. In our October 2, 2007, statement for the task force, we presented
the findings of our review of the voting systens and stated that while prior
tests and reviews provided some level of assurance that the voting systems
in Sarasota County—iVotronic direct recording electronic (DRE) voting
systems manufactured by Election Systems and Software (ES&S)—
functioned correctly, they were not enough to provide reasonable
assurance that the iVotronic DRE voting systems did not contribute to the
undervote.” Specifically, we found that assurance was lacking in three
areas and proposed to the task force that additional tests—firmware
verification, ballot, and calibration—be conducted to address these areas.
We stated that successtul accomplishment of these tests would provide
increased, but not absolute, assurance that the iVotronic DREs used in
Sarasota County during the 2006 general election did not cause the
undervote. The task force requested that we proceed with the proposed
additional tests. OQur objectives were to (1) verify that firmware installed in
a statistical sample of iVotronic DREs was identical to the firmware
certified by the State of Florida, (2) perform ballot testing using 112 ways
to cast a ballot for the Florida-13 contest to ensure that the voting
machines would properly record and count the baliots, and (3)
deliberately miscalibrate voting machines and then cast ballots on those

* Uindervotes occur when the number of choices selected by the voter is fewer than the
maxirmum allowed for that contest. In this c: it means ballots that did not record a
selection for either candidate in the congressional contest.

2 GAQ, Elections: Further Testing Could Provide Increased but Not Absolute Assuronce
That Votring Systems INd Not C Undervotes in Florida’s 13th Congressional District,
FAD-08-0TT (Washington, D.C.: Oct. 2, 2007).
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machines to ensure that the voting machines would properly record the
ballots. As part of the first objective, we also validated that the source
code, which was held in escrow by the Florida Division of Elections,
would produce the firmware used by Sarasota County during the 2006
general election.

To conduct our tests, we developed test protocols and detailed test
procedures. We met with officials from the Sarasota County Supervisor of
Elections, the Florida Department of State and Division of Elections, and
ES&S to obtain the necessary details about the voting systeras and prior
tests to document our test procedures. We also reviewed voting system
documentation to develop a testing approach and the test procedures. To
ensure that the certified firmware held in escrow by the Florida Division
of Elections corresponded to the source code that was reviewed by a team
from Florida State University and us, on November 19, 2007, we visited
ES&S's development facility in Rockford, Hlinois, and witnessed the
rebuild of the firmware from the escrowed source code.

Further details on our test methodology are included in the following
sections on each of the three tests. Appendix I outlines the process used to
select machines for testing, and appendix II lists the iVotronic DREs that
we tested. We coordinated with the Florida Division of Elections and the
Sarasota County Supervisor of Elections to obtain access to the iVotronic
DREs and other necessary test equipment to conduct our testing. We
conducted the firmware verification, ballot, and calibration tests at the
Sarasota County Voting Equipment Facility (VEF) in Sarasota, Florida. We
established the test environment on November 26, 2007, and conducted
the tests from November 27, 2007, to December 4, 2007. During this time,
we completed the steps necessary to conduct the tests and collected the
test data. In addition, we video recorded the tests, One camera was used
to capture a wide angle shot of the test room. Other cameras recorded the
conduct of the firmware verification, ballot, and calibration tests.

We provided a draft of this statement to the Florida Department of State
and ES&S for their review and comments. We briefed the Sarasota County
Supervisor of Elections on the contents of our statement. The Florida
Department of State and ES&S also conducted a sensitivity review to
ensure that business proprietary information is not disclosed in this
statement. We conducted our work from October 2007 to February 2008 in
Washington, D.C.; Tallahassee and Sarasota, Florida; and at ES&S facilities
in Rockford, [Hinois, and Omaha, Nebraska.

Page 2 GAOD-08-425T
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Results in Brief

We conducted three tests on the iVotronic DRE voting systems used in
Sarasota County and these tests did not identify any problems that would
indicate that the machines were responsible for the undervote in the
Florida-13 race in the 2006 general election. In our firmware verification
test, we extracted the firmware from a random probability sample of 115
iVotronic DREs out of the 1,499 iVotronic DREs used in Sarasota County's
2006 general election and found that each machine’s firmware matched the
certified version of firmware held in escrow by the Florida Division of
Elections. The statistical approach used in selecting these machines
enables us to estimate with a 99 percent confidence level that at least 1,439
of the 1,499 machines used the same firmware that was certified by the
Florida Division of Elections. Consequently, we have more confidence in
the results of other tests conducted on a small nuraber of machines by
GAO and by others, which indicated that the iVotronic DREs were not the
cause of the undervote, We witnessed the rebuild of the {Votronic DRE's
firmware from the source code that was held in escrow by the Florida
Division of Elections and that was previously reviewed by Florida State
University and by us. At ES&S’s software development facility, we
observed that rebuilding the firmware from the escrowed scurce code
resulted in the same firmware that was certified and held in escrow by the
Florida Division of Elections. This validation provides greater confidence
in the results of prior source code reviews by Florida State University and
us.

For the ballot test, we cast predefined test batlots on 10 iVotronic DREs
and confirmed that each ballot was displayed and recorded accurately.
The test ballots represented 112 common ways a voter may have
interacted with the iVotronic DRE to select a candidate in the Florida-13
race and cast a ballot. These tests were performed on nine machines
configured as election day machines and then repeated on one machine
configured as an early voting machine.

Finally, we conducted the calibration test by miscalibrating two iVotronic
DREs and casting ballots on them to validate that the machines recorded
the information that was displayed on the touch screen. Qur tests,
involving a total of 10 different miscalibration patterns and capturing 39
ballots, found that the machines correctly displayed the selection in the
Florida-13 race on the review screen and correctly recorded the ballot.
Although the machines were more difficult to use, the selections shown on
the screen were the same selections captured by the machine when the
ballot was cast.

Page 3 GAQ-08-425T
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Based on the results of these tests, we have obtained increased assurance,
but not absolute assurance that the iVotronic DREs used in Sarasota
County’s 2006 general election did not contribute to the large undervote in
the Florida-13 contest. Absolute assurance is impossible to achieve
because we are unable to recreate the conditions of the election in which
the undervote occurred. Although the test results cannof be used to
provide absolute assurance, we believe that these test results, combined
with the other reviews that have been conducted by the State of Florida,
GAQ, and others, have significantly reduced the possibility that the
iVotronic DREs were the cause of the undervote. At this point, we believe
that adequate testing has been performed on the voting machine software
to reach this conclusion and do not recommend further testing in this area.
Given the complex interaction of people, processes, and technology that
must work effectively together to achieve a successful election, we
acknowledge the possibility that the large undervote in Florida's 13th
Congressional District race could have been caused by factors such as
voters who intentionally nndervoted, or voters who did not properly cast
their ballots on the iVotronic DRE, potentiaily because of issues relating to
interaction between voters and the batlot.

Background

The 13th Congressional District of Florida comprises DeSoto, Hardee,
Sarasota, and parts of Charlotte and Manatee Counties. In the November
2006 generat election, there were two candidates in the race to represent
the 13th Congressional District: Vern Buchanan, the Republican candidate,
and Christine Jennings, the Democratic candidate. The State of Florida
certified Vern Buchanan the winner of the election. The margin of victory
was 369 votes out of a total of 238,249 votes counted. Table 1 summarizes
the results of the election and shows thay the results from Sarasota County
exhibited a significantly higher undervote rate than in the other counties in
the congressional district.

Page 4 GAQ-08-425T
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Table 1: Results from 2006 General Election for Florida Congressional District 13

Total Percentage
County d ing Undervotes ballots cast undervote
Charlotte 4,460 4,277 225 8,962 2.51
DeSoto 3,471 3,058 142 6,672 213
Hardee 2,629 1,686 269 4,584 5.87
Manatee 50,117 44,432 2274 96,828 235
Sarasota 58,632 66,487 18,412 142,532 12.92
Total 118,309 118,940 21,322 259,578

Sourte: GAQ analysis of Fiorida Division of Elections, Crariotte County, DeSSota County, Hardes Gounty, Manatee County, and
Sarasota County data,

Note: Numbets do not add up because of overvotes-where voters select more than the maximum
number of candidates allowed in & race; in this case, an overvote was a ballot that had votes for both
Buchanan and Jennings.

As seen in table 1, about 18,000 undervotes were reported in Sarasota
County in the race for Florida’s 13th Congressional District. After the
election results were contested in the House of Representatives, the task
force met and unanimously voted to seek GAQ’s assistance in determining
whether the voting systems contributed to the large undervote in Sarasota
County. On June 14, 2007, we met with the task force and agreed upon an
engagement plan. We reported on the status of our review at an interim
meeting held by the task force on August 3, 2007.°

On October 2, 2007, we reported that our analysis of election data did not
identify any particular voting machines or machine characteristics that
could have caused the large undervote in the Florida-13 race.” The
undervotes in Sarasota County were generally distributed across all
machines and precincts. We found that some of the prior tests and reviews
conducted by the State of Florida and Sarasota County provided assurance
that certain conponents of the voting system in Sarasota County
functioned correctly, but they were not enough to provide reasonable
assurance that the iVotronic DREs did not contribute to the undervote. We
proposed three tests—firmware verification, ballot, and calibration—to
provide increased assurance, but not absolute assurance, that the
iVotronic DREs did not cause the large undervote in Sarasota County. We

T GAD, Electi
Congressionad

tatus of GAO's Review of Voting Equipment Used in Florida’s 13th
istrict, GAQOT-1167T (Washington, D.C.: Aug. 3, 2007).

*GAOO89TT.
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stated that the successful conduct of the tests could reduce the possibility
that the voting systems caused the undervote and shift attention to the
possibilities that voters intentionally undervoted or voters did not properly
cast their ballots on the iVotronic DRE, potentially because of issues
relating to interaction between voters and the ballot.

Overview of the Voting
Systems Used in Sarasota
County in the 2006 General
Elections

In the 2006 general election, Sarasota County used voting systeros
manufactured by ES&S. The State of Florida has certified different
versions of ES&S voting systems. The version used in Sarasota County was
designated ES&S Voting System Release 4.5, Version 2, Revision 2, and
consisted of iVotronic DREs, a Model 6560 central count optical scan
tabulator for absentee ballots, and the Unity election management system.
It was certified by the State of Florida on July 17, 2006. The certified
system includes different configurations and optional elements, several of
which were not used in Sarasota County.”

The election management part of the voting system is called Unity; the
version that was used was 2.4.4.2. Figure 1 shows the overall election
operation using the Unity election management system and the iVotronic
DRE.

" {n May 2007, the State of Florida enacted legislation reguiring, in general, the use of
optical scan voting equipment that provides a paper trail. These requirements are effective
July 1, 2008. There is an exemiption from these requirements for voting by persons with
disabilities.

Page 6 GAD-O8-425T
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Figure 1: Overview of Election Oparation Usifig the Unity Election Mar System and ¥ ic DRE
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Sarasota County used iVotronic DREs for early and election day voting.
Specifically, Sarasota County used the 12-inch iVotronic DRE, hardware
version 1.1 with firmware version 8.0.1.2.° Some of the iVotronic DREs are
configured to use audio ballots, which are often referred to as Americans
with Disabilities Act (ADA) machines. The {Votronic DRE uses a touch
screen——a pressure-sensitive graphics display panel—to display and
record votes (see fig. 2).

® The certified version of ES&S Voting System Release 4.3, Version 2, Revision 2, specilies
the use of iVotronic hardware version 1.0, According to Florida Division of Election
officials, hardware version 1.1 of the iVotronic DRE has been available since at least 2004
and shouid have been included as a part of the certification for ES&S Voting System
Release 4.5, Version 2, Revision 2. According to ES&S officials, iVotronice firmware version
8.0.1.2 runs in exactly the same manner on hardware versions L0 and 1.1,
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Figure 2: The i¥otronic DRE Voting System-arid its Components
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The machine has a storage case that also serves as the voting booth. The
operation of the iVotronic DRE requires the use of a personalized
electronic ballot (PEB), which is a storage device with an infrared window
used for transmission of ballot data to and from the iVotronic DRE. The
iVotronic DRE has four independent flash memory modules, ane of which
contains the program code—firmware—that runs the machine; the
remaining three flash memory modules store redundant copies of ballot
definitions, machine configuration information, ballots cast by voters, and
event logs (see fig. 3). The iVotronic DRE includes a VOTE button that the
voter has to press to cast a ballot and record the information in the flash
memory. The iVotronic DRE also includes a compact flash card that can
be used to load sound files onto iVotronic DREs with ADA functionality.
The iVotronic DRE’s firmware can be updated through the compact {lash
card. Additionally, at the end of polling, the ballots and audit information
are to be copied from the internal flash memory modute to the compact
flash card.

Page 8 GAO-08-425T
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e e N P A
Figure 4: Second Ballot Page Showing the Congressional and Gubernatoriat Races
in Sarasota County’s 2006 General Election
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The voter can make a selection by touching anywhere on the line, and the
iVotronic DRE responds by highlighting the entire line and displaying an X
in the box next to the candidate’s name. The voter can also change his or
her selection by touching the line corresponding to another candidate or
by deselecting his or her choice. “Previous Page” and “Next Page” buttons
are used to navigate the multipage ballot. After completing all selections,
the voter is presented with a summary screen with all of his or her
selections (see fig. 5). From the summary screen, the voter can change any
selection by selecting the race. The race will be displayed to the voter on
its own ballot page. When the voter is satisfied with the selections and has
reached the final suramary screen, the red VOTE button is iluminated,
indicating the voter can now cast his or her ballot. When the VOTE button
is pressed, the voting session is complete and the ballot is recorded on the
iVotronic DRE. In Sarasota County’s 2006 general election, there were nine
different ballot styles with between 28 and 40 races, which required
between 15 and 21 electronic ballot pages to display, and 3 to 4 sununary
pages for review purposes.
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Figure 3: inside View of the iVotronic DRE Showing the Flash Memory Modules
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To use the iVotronic DRE for voting, a poll worker activates the iVotronic
DRE by inserting a PER into the PEB slot after the voter has signed in at
the polling place. Affer the poll worker makes selections so that the
appropriate ballot will appear, the PEB is removed and the voter is ready
to begin using the system. The ballot is presented to the voter in a series of
display screens, with candidate information on the left side of the screen
and selection boxes on the right side (see fig. 4).
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Figure 5: First Summary Page in Sarasota County’s 2006 General Election
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Election Systems Involve
People, Processes, and
Technology

An election system is based upon a complex interaction of people (voters,
election officials, and poll workers), processes {controls), and technology
that must work effectively together to achieve a successful election. The
particular technology used o cast and count votes is a critical part of how
elections are conducted, but it is only one facet of a multifaceted election
process that involves the interplay of people, processes, and technology.

As we have previously reported, every stage of the election process—
registration, absentee and early voting, preparing for and conducting
Election Day activities, provisional voting, and vote counting—is affected
by the interaction of people, processes, and technology.” Breakdowns in
tbe interaction of people, processes, and technology may, at any stage of

" GAQ, Elections: The Nation’s Evolving Election S

ystem as Reflected in the Novemdb
2004 General Blection, GAO-06-450 {Washington, 1.

. June 6, 2006).
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an election, impair an accurate vote count. For example, if the voter
registration process is flawed, ineligible voters may be allowed to cast
votes. Poll worker training deficiencies may contribute to discrepancies in
the number of votes credited and cast, if voter information was not
entered properly into poll books. Mistakes in using the DRE systems could
result from inadequate understanding of the equipment on the part of
those using if.

As noted in our October statement, we recognize that human interaction
with the ballot layout could be a potential cause of the undervote, and we
noted that several suggestions have been offered as possible ways to
establish that voters are intentionally undervoting and to provide some
assurance that the voting systems did not cause the undervote.® For
instance,

« A voter-verified paper trail could provide an independent confirmation
that the touch screen voting systems did not malfunction in recording
and counting the votes from the election. The paper trail would reflect
the voter's selections and, if necessary, could be used in the counting
or recounting of votes. This issue was also recognized in the source
code review performed by the Security and Assurance in Information
Technology (SAIT) laboratory at Florida State University as well as the
2005 and draft 2007 Voluntary Voting Systems Guidelines prepared for
the Election Assistance Commission. We have previously reported on
the need to implement such a function properly.’

«  Explicit feedback to voters that a race has been undervoted and a
prompt for voters to affirm their intent to undervote might help prevent
many voters fron unintentionally not casting a vote in a race. On the
iVotronic DREs, such feedback and prompts are provided only when
the voter attempts to cast a completely blank ballot, but not when a
voter fails to vote in individual races.

= Offering a “none of the above” option in a race would provide voters
with the opportunity to indicate that they are intentionally undervoting.
For example, the State of Nevada provides this option in certain races
in its elections.

f GAODSHTT.
¢ GAO, Elections: Federal Efforts to Imprave Security and Reliability of Electronic Yoting
Systems Arve Under Way, but Key Activities Need to Be Completed, GAD-05-856
{Washington, D.C.: Sept. 21, 2005).
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We reported that decisions about these or other suggestions about ballot
layout or voting system functions should be informed by human factors
studies that assess such measures’ effectiveness in accurately recording
voters’ preferences, making voting systems easier to use, and preventing
unintentional undervotes.

Tests Confirm
Sarasota County
iVotronic DREs Used
Same Firmware
Certified by Florida

We previously reported that having reasonable assurance that all iVotronic
DREs that recorded votes in the 2006 general election were running the
same certified firmware would allow us to have more confidence that the
iVotronic DREs will behave similarly when tested.” Consequently, if we
are reasonably confident that the same fimware was runaing in all 1,499
achines, then we are more confident that the resuits of other tests,
conducted both by GAC and by others, on a small number of machines can
be used to obtain increased assurance that the iVotronic DREs did not
cause the undervote. We also reported that there was a lack of assurance
that the source code that was held in escrow by the Florida Division of
Elections and that was previously reviewed by Florida State University
and by us, if rebuilt, would corresponded to the firmware that was
certified and held in escrow by the Florida Division of Elections, We found
that the firmware on a statistically selected sample of 115 iVotronic DREs
was the same as that certified by the Florida Division of Elections. We also
found that the escrowed source code, when rebuilt into executable
firmware, corresponded to the 8.0.1.2 firmware that was certified by the
Florida Division of Elections.

Methodology for Firmware
Verification Testing

Our methodology to obtain reasonable assurance that the firmware used
on Sarasota County’s iVotronic DREs during the 2006 general election was
the same as that centified by the State of Florida was broken down into
two basic steps: (1) selecting a representative sample of machines, and {2)
verifying that the firmware extracted from the voting machines was the
same as the escrowed firmware that had been certified by the Florida
Division of Elections. Appendix I details the methodology for selecting the
representative sample of machines. Appendix I contains a list of the serial
numbers of the tested iVotronic DREs.

To ensure that we would be testing with the iVotronic firmware certified
by the Florida Division of Elections, on October 18, 2007, we and officials

¥ GAO-D8-0TT.

Page 13 GAO-08-425T



168

from the Florida Division of Elections made two copies of the escrowed
iVotronic 8.0.1.2 firmware on compact dises (CD) and placed them in two
tamper-evident bags with serial nurabers. The bags were subsequently
hand-delivered by a Florida Division of Elections official for our use in the
firmware verification test and for the rebuilding of the firmware from the
source code.

In order to extract the firmware from an iVotronic DRE, the machine was
placed on an anti-static mat and the case was opened using a special
screwdriver. After lifting the case, a special extraction tool was used to
remove the flash memory module that contains the firmware. The flash
memory module was then inserted in the socket of a Needham
Electronics’ EMP-300 device that was connected to the universal serial bus
(USB) part of a persanal computer (PC). The EMPWin application running
on that PC was used to read the firmware from the flash memory module
and save the extracted firmware on the PC. The Florida Division of
Elections loaned us the EMP-300 and EMPWin application for use in
extracting firmware from the flash memory module.

To compare the extracted firmware with the escrowed version, we relied
on two commercially available software programs. First, we acquired a
license for PrestoSoft’s ExamDiff Pro software that enables comparison of
files. The ExamDiff Pro software is a commercially available program
designed to highlight the differences between two files. For each selected
iVotronic DRE, the extracted firmware was compared with the escrowed
version with any differences highlighted by the program.

Second, to further ensure that the extracted firmware matched the
escrowed firmware, we compared the SHA-1 hash value of the extracted
firmware to the hash value of the comparable certified firmware." We
computed the SHA-1 hash by using the Maresware hash software that was
provided by the Florida Division of Elections. In order to ensure that the
contmercial Maresware hash software properly calculated the SHA-1 hash
vatue, we (1) created four files and obtained a fifth file that contained

" The National Institute of Standards and Technology (NIST) has issued a Federal
Information Processing Standard (FIPS) that describes four hashing algorithms that are
iterative, one-way hash functions that can process a file and produce a condensed
represeniation called a message digest or “hash.” These algorithins enable the user to
vatidate a file’s integrity since any change to the file will, with a very high probability, result
in a different message digest. The techaical details of this process are contained in FIPS
180-2. The algorithm selected for this testing effort is commonly referred to as SHA-1 and is
the same algorithm used by the Florida Division of Elections during its andit.
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executable code, (2) obtained hash values for each file by either using an
external program that generated the hash values using the same hashing
algorithm as the commercial product or using known hash values,” and (3)
used the conunercial program acquired for testing the firmware to ensure
that the hash values it generated for these five files were identical to the
expected hash values for those files. In each case, the hash values
generated by the commercial program were identical to the expected
values. Accordingly, reasonable assurance for the purposes of our review
was obtained that the commercial program produced its hash valaes in
accordance with the NIST algorithm.

At the end of each day, we (1) used the comrmercial Maresware software to
compute hash values for each of the firmware programs that had been
unloaded during that day and all previous days, and (2) compared each
hash created by this program to the expected value that was calculated
from the firmware that had been escrowed by the Florida Division of
Elections. This comparison provided further assurance that the extracted
firmware was (1) identical to the version escrowed by the Florida Division
of Elections when the hashes agreed, or (2) different if the hashes did not
agree.

We also verified that sequestered machines were not used since the 2006
general election. For each of these sequestered machines, we used an
audit PEB to copy the audit logs onto a compact flash card and then used
the Unity election reporting manager to generate event log reports. We
exarmined the event logs for the date and time of occurrence of activities
that would indicate whether the machine had been used. Lack of such
activities since the 2006 general election provided reasonable assurance
that the machines had not been used since they were sequestered.”

In addition, to verify that the source code for iVotronic DRE firmware
version 8.0.1.2 previously examined by the Florida State University SAIT
source code review team and by GAO corresponded with the version

2 Pwo of the files and the expected values used care from FIPS 180-2,

" We verified that sequestered machines were not used since the 2006 general election by
{1} verifying that the seals placed on these machines agreed with Sarasota County

records, and {2) checking the event logs mainsained on the machine to determine whether
the machines had been used since the machine had been seguestered. In every case, we
found that the seal numbers agreed with Sarasota County's records. We were able to check
the event log for 57 of the equestered iVoironic DREs. We were unable to power up the
remaining iVotronic DRE and were consequently unable to extract the needed audit data.
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certified by the Florida Division of Elections, ES&S officials stated that it
still had the development environment that could be used to compile, or
rebuild, the certified firmware from the source code retained in escrow by
the Florida Division of Elections.” As we previously noted, a software
review and security analysis of the iVotronic DRE firmware was
conducted by a team led by Florida State University’s SAIT laboratory.™
The software review team attemapted to confirm or refute many different
hypotheses that, if true, might explain the undervote in the race for the
13th Congressional District. In doing so, they made several observations
about the source code, which we were able to independently verify.

The rebuilding of the firmware was conducted by ES&S at its Rockford,
Tilinois, facility on November 19, 2007, and witnessed by us. Prior to the
rebuild, the Florida Division of Elections provided an unofficial copy of
the source code to ES&S so that ES&S could prepare the development
environment and test the rebuild steps. Using the official sealed copy of
the source code CD, ES&S rebuilt the firmware in front of GAQ
representatives. ES&S described the development environment and we
inspected it to satisfy ourselves that the firmware was faithfully rebuilt
using the escrowed source code. After the rebuilding of the firmware, the
certified version of 8.0.1.2 firmware was compared with the rebuilt version
using PrestoSoft's ExamDiff Pro.

Results of Firmware
Verification Testing

While the Florida audit team had previously confirmed that the firmware
running on six iVotronic DREs matched the certified version held in
escrow by the Florida Division of Elections, we found that the sample size
was too small to support generalization to all 1,499 iVotronic DREs that
recorded votes during the 2006 general election. Accordingly, we
conducted a firmware verification test on a statistically valid sample of 115
iVotronic DRE machines used by Sarasota County during the 2006 general
election. The selected machines fell into two groups—machines that had
not been used since the 2006 general election (referred to as sequestered

* in our October 2007 statement, we reported that according to ES&S, firmware compiled
from the Florida escrowed source code may not be exactly identical io the frmware
certified by the Florida Division of Elections because the embedded date and time stamp in
the firmware would be different. We found that the date and tirne was not embedded in the
firmware and that an identical version could be created.

¥ Security and Assurance in Information Technology Laboratory, Florida State University,

Softwizre Review and Security Analysis of the ES&S (Votronic 8.0.1.2 Voting Machine
Firmavare (Tallahassee, Florida: Feb, 23, 2007).

Page 16 GAO-08-425T



171

machines) and machines that had been used in subsequent elections. For
each machine, we extracted the firmware from a flash memory moduie in
that machine and then compared the extracted firmware with the
escrowed version using commercially available tile comparison tools to
determine whether they agreed. We found that the firmnware installed in
the flash memory module of each machine matched the escrowed
firmware that had been certified by Florida. The statistical approach used
to select these machines lets us estimate with a 99 percent confidence
level that at least 1,439, or 96 percent, of the 1,499 machines used in the
2006 general election used the firmware that was certified by the State of
Florida.

We witnessed the rebuild of the iVotronic DRE's firmware from the source
code that was held in escrow by the Florida Division of Elections and that
was previously reviewed by Florida State University and by us. At ES&S’s
software development facility, we observed that rebuilding the firmware
from the escrowed source code resulted in the same firmware that was
certified and held in escrow by the Florida Division of Elections. The
comparison of the escrowed firmware to the version that was rebuilt by
the vendor identitied no differences and provides us reasonable assurance
that the escrowed firmware corresponded to the escrowed source code,
The successful rebuilding of the firmware from the escrowed source code
enables us to have greater confidence in the conclusions derived from
prior source code reviews by Florida State University and us.

Ballot Testing Showed
That Machines
Accurately Recorded
and Counted Ballots

in our October 2007 statement, we noted that there were 112 common
ways a voter may interact with the system to select a candidate in the
Florida-13 race and cast the ballot, and that prior testing of the iVotronic
DREs covered ouly 13 of these 112 possible ways. We developed 224 test
ballots to verify that the iVotronic DRE could accurately capture ballots
using each of these 112 common ways a voter may interact with the
systern; 112 test ballots were cast on one machine configured for early
voting, and another 112 ballots were cast on nine machines configured for
election day voting. Our tests showed that for each of the 224 test ballots,
the iVotronic DRE correctly captured each vote as cast for the Florida-13
race. We also conducted firmware verification tests on these machines and
verified that they were running the certified firmware.

Methodology for Ballot
Testing

The methodology for ballot testing can be broken into two niajor areas—
development of the test ballots and execution of the test using those
ballots. The following sections discuss these areas.
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Development of Test Ballots

in examining how the system allowed voters to make a selection in the
Florida-13 race, we found at least 112 different ways a voter could make
his or her selection and cast the ballot in the Florida-13 race, assuming
that it was the only race on the ballot. Specifically, a voter could (1)
initially select either candidate or neither candidate (i.e., undervote), (2)
change the vote on the initial screen, and (3) use a combination of features
to change or verify his or her selection by using the page back and review
screen options. Accordingly, we tested these 112 ways to select a
candidate on the early voting rnachine and on the election day machines
(224 test ballots in total).

The 112 standard test ballots cover all comhinations of the following types
of voter behavior:

« Voter makes selection on the initial ballot screen and makes no
changes or takes any other action to return to the contest to review or
change selection.

s Voter makes selection on the initial ballot screen and decides before
leaving that screen to change the selection because of an error in
selecting the candidate or for some other reason.

= Voter makes selection on the initial ballot screen and then decides to
use the page back option to review or change selection.

¢ Voter makes selection on the initial ballot screen and continues to the
review screen and then decides to use the review screen option to
review or change selection.

» Voter makes selection on the initial bailot screen and uses a
combination of page back and review screen options to review or
change selection.

In each instance where a selection could be made, three choices were
possible for the Florida-13 race: a selection for one of the two candidates,
or no selection (i.e., an undervote).

In developing the standard test ballots, we did not consider all
combinations of some other types of voter behavior that would have
significantly increased the number of test cases without providing
significant benetfits. In most cases, such behavior are variants of the
primary voter behavior that we examined. The following are examples of
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voter behavior that were not included in the standard test set in order to
reduce the number of test cases to practicable levels:

« Using a one-touch or two-touch method to make changes on a ballot
page.”

= Varying the number of pages a voter may go back (“page backs”) to
retumn to the page containing the Florida-13 race to change or review a
selection.

= Casting a ballot from the review screen selection. The VOTE button is
not activated until the voter reaches the last review screen. However,
once the VOTE button has been activated, a ballot may be cast from
any screen. For example, a voter may activate the VOTE button and
then return to a contest to review or change the selection using the
review screen option. Once the voter goes to the contest from the
review screen and makes any desired changes, the voter can then cast
the ballot from that screen rather than going back to the last page of
the review screen or even the review screen that was used to return to
the selection.

Although we did not consider all combinations of these types of voter
behavior when developing the standard test ballots, we included some of
these user interactions in the execution of applicable test ballots to
provide increased assurance that the systen: would handle these voter
behaviors. For each applicable test ballot, we randomly determined the
test procedure that should be used for the following attributes:

= Initial change method — The standard test ballots address voters
making changes on the initial ballot screen. Where possible, the
method used to change (one-touch or two-touch) the selection was
randomly selected.

' The iVotronic DREs used in Sarasota County allow the user to make changes using two
methods. The first method allows the user to simply touch the other candidate; e.g.,
Candidate A is initially selected and the voter decides to select Candidate B by touching the
name of Candidate B. We referred to this as the “one-touch method.” The other method,
referred to as the “two-touch method,” involves the user first deselecting the initial choice
and then making another selection; e.g., Candidate A is initially selected and the voter
decides to select Candidate B by (1) touching the name of Candidate A, which deselects
Candidate A, and then (2) touching the name of Candidate B to select it.
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« Number of page backs - The ballots used by Sarasota County
included the page back function. After reviewing the ballots, it
appeared reasonable to expect that voters who may have used the page
back option would probably decide that they had missed the race by
the time they went one or two pages beyond the page with the
Florida-13 race. Therefore, when a standard test ballot contained a
page back requirement, the number of page backs was randomly
selected to determine whether one or two page backs should be used.

» Page back change method - Some test ballots required a change after
the page back option was selected. As with the initial change method,
where possible, the method of changing {one-touch or two-touch) the
selection was randoinly assigned.

« Review screen change method — The system displays a review
screen that shows the voter's selections (or lack of selections) after the
voter has progressed through all contests. On the review screen, the
voter can select a race to go directly to that contest and (1) review the
selection made, and (2) make any desired corrections. The standard
test ballots were designed to cover this type of event. Where possible,
the method used to make the change (one-touch or two-touch) was
randomly selected. '

+ Activate VOTE button and cast ballots from the review screen —
In order to test casting baliots from locations other than the last review
screen, the VOTE button must be activated prior to going {o a screen
where the ballot is cast.” In order to determine which test ballots
should be used for this test, a two-step approach was adopted. First, a
random selection of the ballots that use the review screen option was
made to determine which test ballots should have the VOTE button
activated. Then a random selection of these test ballots was made to
determine whether the ballot should be cast from the review screen
selection.

Besides those attribntes that directly affect the selection in the Florida-13
race, we varied the other attributes on the ballot in order to complete the

'The actual procedure is to (1) go to the last review sereen, which activates the VOTE
tadton, (2) page back to the contest {normaily 2 or 3 page backs dependiny the ballot
style), and {3) selecting the contest on the review en that should be ree ed. We
assumed that voters would east such baliots using this procedure instead of using the page
back option because it did not appear reasonable that a voter would page back at least 17
screens to reach the Florida-13 race, which was the focus of the testing.
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ballot test. For each of the 224 test ballots, we used random values for
other attributes, including the following:

« Ballot style -~ Each ballot was randomly assigned one of the nine
ballot styles used in the election.

»  Write-in candidate — All ballot styles includes write-in options in at
least 2 races —United States Senate and State Governor/ldeutenant
Governor. To verify that the iVotronic DRE accurately recorded the
selection in the Florida-12 race for each test ballot, we needed a way to
identify each test ballot in the ballot image log. To accomplish this, we
randomiy selected one of these two races, selected the write-in
candidate for the race, and entered a unique value (i.e., the test ballot
number) in the write-in field.

= Candidates and selections in other races on the ballot - Each
ballot style had between 28 and 40 contests on the ballot, The values
for the contests besides the Florida-13 race and the write-in field were
also randomly selected. For example, most iterus had three possible
choices—candidate 1 (or Yes), candidate 2 (or Ng), and undervote.
Which of these three values was used for a given contest was randomly
determined.

The values used for these attributes were independently determined for
the election day and early voting test ballots. For example, Test Ballot 2
(election day) and Test Ballot 202 (early voting) were designed to test the
same standard condition described by one of the 112 standard test
ballots.® Table 2 illustrates some of the similarities and differences
between the two test ballots that result from the random selection process
used to determine the other aspects of the ballot.

*The standard actions taken in these two test ballots called for the tester to {1) make a
selection on the initial screen and then change the selection, (2) page back to the initial
selection screen and change the selection, and (3) use the review screen option to change
the selection again.
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Table 2: Examples of Dift t Test Bailot 2 and Test Batiot 202

Test item Test Bailot 2 Test Baliot 202
Precinct 142 143
Ballot style 6 7
Contest used fo contain unique value used to identity the test baliot Governor/Lieutenant U.S. Senate
during the review process. Govemor

Method used to rnake change on initial screen for contest Two-touch One-touch
Number of page backs to return to contest 2 1
Methed used to make change after paging back fo confest Two-touch Two-touch
Activate VOTE button prior to using the review screen to return to the No Yes
contest

Selection for Attorney General McColturn Campbeli
Selection for Constitutional Amendment 1 No Undervote
Selection for Constitutional Amendment 8 No No
Method used to make change using the review screen approach Two-touch Two-touch
Cast batlot from contest selection No Yes
Return to review screen and then cast batiot Yes No

Soume: BAQ.

Finally, we selected 10 random machines to be used for the ballot testing.”
One machine was selected from those that were used in early voting in the
2006 general election. The other nine were selected from those that used
each of the ballot styles on election day in the 2006 general election.” For
each election day machine, the assigned precinct was the same as the
precinct where the machine was used during the 2006 general election.
For the early voting machine, we needed to assign precincts for each
baliot styte. We used the precinct associated with the back-up machine
used for election day testing as the precinet for that ballot style.” If the
first back-up machine was assigned the same precinct number as the
primary election day machine, then we used the precinct associated with
the second back-up machine. This approach was taken to maximize the
number of precincts used in the testing efforts.

™ Details on the random selection can be found in appendix L
* We exciuded machines from one precinct that used two ballot styles instead of one.

“'In order to ensure that we could complete our tests even if a machine selected for testing
failed to operate, our statistical sampling methodology generated a list of machines that
could be used as replacements and still raintain the integrity of the testing process. These
are referred to as “back-up” machines.
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Process Used in Executing the
Ballot Test

A two-person test team conducted the ballot testing. One tester read out
aloud the steps called for in the test ballot while the other tester
performed those actions. In order to ensure that all of the actions relating
to the Florida-13 congressional race were perforraed as laid out in the test
ballots, a two-person review team observed a video display of the test and
compared the actions taken by the tester to those called for in the test
ballot. Furthermore, after the testing was completed, another team
reviewed the video recording of these tests to validate that the actions
relating to the Florida-13 contest taken by the tester were consistent with
those called for by the test ballots.®

The criteria used to determine whether the test produced the expected
result was derived from the Florida Voting System Standards.™
Specifically, among other things, these standards require the system to
allow the vater to (1) determine whether the inputs given to the system
have selected the candidates that he or she intended to select, (2) review
the candidate selections made by the voter, and (3) change any selection
previously made and confirm the new sefection prior to the act of casting
the ballot. Furthermore, the system must conununicate to the voter the
fact that the voter has failed to vote in a race (undervote) and require the
voter to confirmt his or her intent to undervote before casting the ballot.
During the ballot test, the actual system response was compared to the
expected results by a review team and after the testing was completed
another review team compared the video records to the test ballots to
validate that the tests had been performed in accordance with test scripts
for the Florida-13 contest.

At the beginning of testing on each iVotronic DRE, the machine was
opened for voting and a zero tape was printed. After the casting of all test
ballots on the machine, the machine was closed and a results tape was
printed. The closing of the machine also writes the audit data to the
compact flash card, including event data and ballot images. We examined
the results tapes and compared the total votes cast for the Florida-13
contest against what was expected from the test ballots. We also kept

* These two reviews identified two carly voting and seven election day test baflots where
the specified scripts were not followed exactly for the Florida-13 contest. Because these
test ballots had not followed the test seript for the Florida-13 contest exactly ¥
retested. Accordingly, the testing efforts resulted in 233 actual batlots being cast.

¥ Florida Department of State, Florida Voting System Standards, Form DS-DE 101 (Jan.
12, 2008).
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track of the total number of ballots handied by the machine, cailed the
“protective count” of an iVotronic DRE, before and after the test and
confirmed that the increase in protective count matched the number of
test ballots cast on that machine.™

Using the Unity election reporting manager, we read the compact flash
cards and processed the audit data on each ballot test machine. We
generated the ballot image log and examined the individual test ballots in
the ballot image log. We looked for the unique identifier that was used for
each test ballot and then confirmed that the ballot image reflected the
correct selection for the Florida-13 race as called for by the test ballot. For
example, the test script for Test Ballot 1 required the tester to (1) select a
write-in candidate for U.S. Senate and (2) enter the value of “TB1” in the
write-in field. Because only this test ballot used this value, we could
review the ballot image log to determine what selection the voting
machine recorded for the Florida-13 contest for the ballot showing “TB1”
as the write-in candidate for U.S. Senate.”

Finally, using the process discussed previously for firmware testing, the
finnware on all machines used for ballot testing was validated to ensure
these machines used the same firmware that had been certified by the
Florida Division of Elections.

Results of Ballot Testing

After executing the ballot tests on the election day and early voting
machines, we found that all 10 iVotronic DREs captured the votes for the
Florida-13 race on the test ballots accurately. We used a unique identifier
in a write-in field in each test ballot and verified that the iVotronic DRE
accurately captured the tester’s final selections in the Florida-13 race for
each test ballot.

*The iVotronic DRE is designed to maintain a count of all ballots cast on a given machine
and functions much like an automobile’s odometer. The protective count can be used to
help enstre that the election process did not lose any votes. For exaruple, before a machine
is sent to a precinct, the protective count is recorded. Accordingly, il the precinet’s voting
register show that 100 individuals voted, then the increase in the protective counts for all
machines assigned to that precinet should increase by 100, This value can then be
compared to the actual votes recorded in the election to ensure that the values are
consistent; i.e., the results tape for the election shows that 100 votes have been accounted
for during this election using this example precinct,

¥ tn some cases, a test ballot had to be reentered because the original test did not follow all
of the desired actions associated with the Florida-13 contest. In these cases, the value
entered was made unique by adding a letter to the value, e.g., “TBIA™.
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Testing 112 ways to select a candidate on a single machine also provided
us some additional assurance that the volume of ballots cast on election
day did not contribute to the undervote. We noted that casting 112 ballots
on a single machine was more than the number of ballots cast on over 99
percent of the 1,415 machines used on election day.

H Because little was known about the effect of a miscalibrated machine on
D?hbe?ately the behavior of an iVotronic DRE, we deliberately miscalibrated two
Miscalibrated iVotrenic DREs using 10 different miscalibration methods to verity the
iV 3 functioning of the machine. Althcugh the miscalibration made the machine
iVotronic DREs more difficult to use, the 39 ballots used in this test confirmed that the
Accurately Recorded system correctly recorded the displayed vote for the Florida-13 contest
Displaye d Ballots and did not appear to contribute to the undervote.

Methodology for For the calibration testing, we judgmentally selected five different
Calibration Testing miscalibration patterns and repeated each pattern twice—once with a

small amount of miscalibration and the second time with a large amount of
miscalibration. The amount of miscalibration was also subjective—
roughly 0.25 to 0.5 inch for a small amount and about 0.7 to 1 inch fora
large miscalibration.

The miscalibration patterns are shown in the following figures.
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Figure &: Miscaiibration Pattern 1: For Each Calibration Point, the Tester Touches a
Paoint Shifted Diagonally inward

Miscafibration Pattern 1

Source: GAQ,
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R e S R R R
Figure 7: Miscalibration Pattern 2:' For Each Calibration Point, the Tester Touches a
Point Shifted Horizontally nward

Miscaiibration Pattern 2

Source: GAD.
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o s T s
Figure 8: Miscaiibration Pattern 3: For Each Calibration Point, the Tester Touches a
Point Shifted Vertically inward

Miscalibration Pattern 3

Source: GAQ.
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for e T e e e e e ]
Figure 9: Miscalibration Pattern 4: For Each Calibration Point, the Tester Touches a
Point Shifted Horizontally to the Right

Miscalibration Patiern 4

Source: GAO.
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Figure 10: Miscalibration Paitern 5: For Each Calibration Point, the Tester Touches
a Point Shifted Horizontally to the Left

Miscaiibration Pattern 5

Source: GAD,

We conducted calibration testing on two different machines that were
used for ballot testing.™ As with ballot testing, at the beginning of testing
of each machine, we opened the machine for voting and printed a zero
tape. During the opening process, we calibrated the machine with one of
the miscalibration patterns. After the machine was miscalibrated, we then
executed at least three of the test ballots that were used during ballot
testing on that machine for each test.” The test ballots were rotated among

* The approach used to select these machines is described in appendix 1.

* In the testing of the first two wiscalibration patterns for the fivst machine, all the test
ballots used in the ballot testing for that machine were repeated. However, the individual
performing the testing soon recognized the changes that were needed to compensate for
the miscalibration. Accordingly, the tester did not make as many attempts to perform the
desired function in the later cases as with the first three cases. Therefore, for the remaining
eight miscalibration test patterns, we executed three test ballots per pattern because these
cases produced the greatest likelihood of generating spurious touches beflore obtaining the
desired selection,
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the miscalibration patterns. For example, one of the machines had eight
different, ballot test scripts. The first three were used on one
miscalibration pattern, the next three on another miscalibration pattern,
and the final two plus the first one would be used on another
miscalibration pattern. After the ballots were cast for one miscalibration
pattern, the machine would be miscalibrated with another pattern. After
the needed miscalibration patternis were tested on a machine, the
iVotronic DRE was ¢losed and a resuits tape was printed. The closing of
the iVotronic DRE also wrote the audit data to the compact flash card.

During the testing, the tester was instructed to take whatever actions were
necessary to achieve the desired result. For example, if the script called
for the selection of Candidate A, then the tester would keep touching the
screen until Candidate A was selected. A review team monitored the
testing to ensure that (1) the proper candidate for the Florida-13
congressional race was ultimately selected and (2) the review screen
showed this candidate selection when it was first presented.

As with the ballot test, we used the Unity election reporting manager to
read the compact flash cards and processed the audit data or each ballot
test machine. We generated the ballot image log and examined the
individual test ballots in the ballot image log. We looked for the unique
identifier that was used for each test ballot and then confirmed that the
ballot image reflected the correct selection for the Florida-13 race as
called for by the test baltot. After the testing had been completed, the
expected results shown in the test ballot scripts were compared to the
actual results contained in the ballot image log and the results tape using
the same process discussed in the ballot testing methodology.

Results of Calibration
Testing

The 39 ballots used in this test confirmed that the system correctly
recorded the displayed vote for the Florida-13 contest. We also noted that
the miscalibration clearly made the machines harder to use and during an
actual election these machines would have probably been either
recalibrated or removed from service once the voter brought the problem
to the precinet’s attention, according to a Sarasota County official who
observed the tests.”

® Our review of the election day records identified two reported cases on election day
where the miscalibration of the tVotronic DRE led to its closure and discontinued use for
the rest of the day.
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Figure 11 shows an example of effects of our miscalibration efforts on the
screen that is used to confirm the calibration results. Specifically, the
stylus points to where the tester is touching the screen while the *X” on
the screen shows where the machine indicated the stylus was touching the
screen.” In a properly calibrated machine, the stylus and the “X” are
basically at the same point.

Figure 11: Example of the Effects of a Miscaiibrated Machine on the Calibration
Screen

Source: GAD.

Figure 12 shows an example of where the tester is touching the screen to
make a selection and how this “touch” is translated into a selection. As can
be seen, the finger making the selection is touching a position that in a
properly calibrated machine would not result in the selection shown.
However, the machine clearly shows the candidate selected and our tests
confirmed that for the 39 ballots tested, the candidate actually shown by
the system as selected (in this example, the shaded line) was the candidate
shown on the review screen, as well as the candidate that received the
vote when the ballot was cast.

# While votes are nonually cast using fingers on the touch screen, a stylus is normally used
during the calibration process.
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Figure 12: Example of the Etfects of a Miscalil d ine on a Ci
Selection

Source: GAQ,

Conclusions

Our tests showed that (1) the firmware installed in a statistically selected
sample of machines used by Sarasota County during the 2006 general
election matched the firmware certified by the Florida Division of
Elections, and we confirmed that when the manufacturer rebuilt the
iVotronic 8.0.1.2 firmware from the escrowed source code, the resulting
firmware matched the certified version of firmware held in escrow, (2) the
machines properly displayed, recorded, and counted the selections for all
test ballots cast during the ballot testing involving the 112 common ways a
voter may interact with the system to cast a ballot for the Florida-13 race,
and (3) the machines accurately recorded the test ballots displayed on
deliberately miscalibrated machines. The results of these tests did not
identify any problems that would indicate that the iVotronic DREs were
responsible for the undervote in the Florida-18 race in the 2006 general
election.

As we noted when we proposed these tests, even after completing these
tests, we do not have absolute assurance that the iVotronic DREs did not
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play any role in the large undervote. Absolute assurance is impossible to
achieve because we are unable to recreate the conditions of the election in
which the undervote occurred. Although the test results cannot be used to
provide absolute assurance, we believe that these test results, combined
with the other reviews that have been conducted by Florida, GAO, and
others, have significantly reduced the possibility that the iVotronic DREs
were the cause of the undervote. At this point, we believe that adequate
testing has been performed on the voting machine software to reach this
conclusion and do not recommend further testing in this area. Given the
complex interaction of people, processes, and technology that must work
effectively together to achieve a successtul election, we acknowledge the
possibility that the large undervote in Florida’s 13th Congressional District
race could have been caused by factors such as voters who intentionally
undervoted, or voters who did not properiy cast their ballots on the
iVotronic DRE, potentially because of issues relating to interaction
between voters and the ballot.

Comments

We provided diaft copies of this statement to the Secretary of State of
Florida and ES&S for their review and comment. We briefed the Sarasota
County Supexvisor of Elections on the contents of this statement and
asked for their cornments. The Florida Department of State provided
technical coruments, which we incorporated. ES&S and the Sarasota
County Supervisor of Elections provided no comments.

Mr. Chairman, this completes my prepared statement. [ would be happy to
respond to any questions you or other Members of the Task Force may
have at this time.

Contact and
Acknowledgments

For further information about this statement, please contact Naba
Barkakati at (202) 512-6412 or barkakatin®gao.gov. Contact points for our
Office of Congressional Relations and Public Affairs may be found on the
last page of this statemnent. Other key contributors to this statement
include James Ashley, Stephen Brown, Francine Delvecchio, Cynthia
Grant, Geoffrey Hamiiton, Richard Hung, Douglas Manor, John C. Martin,
Jan Montgomery, Daniel Novillo, Deborah Ortega, Keith Rhodes, Sidney
Schwartz, Patrick Tobo, George Warnock, and Elizabeth Wood. We also
appreciate the assistance of the House Recording Studio in the video
recording of the tests.
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Appendix I: Methodology for Selecting
IVotronic DREs for GAO Testing

Each of the three tests—firmware verification, ballot, and calibration-—
was conducted on a sample of the 1,499 iVotronic DRESs that recorded
votes during the 2006 general election in Sarasota County, Florida. We
selected 115 iVotronic DREs for the firmware test, 10 for the ballot test,
and 2 for the calibration test. Appendix II contains the serial numbers of
the i¥otronic DREs that were tested.

Firmware Test Sample

We selected a stratified random probability sample of iVotronic DREs
from the population of 1,499. The sample was designed to allow us to
generalize the results of the firmware sarple to the population of
iVotronic DREs used in this election. We stratified the population into two
strata based on whether the machines had been sequestered since the 2006
general election. There were a total of 818 machines that were sequestered
and 681 machines that had been used in subsequent elections. The
population and sample are described in table 3.

We calculated the sample size in each stratum using the hypergecmetric
distribution to account for the relatively small populations in each
stratum. We determined each sample size to be the minimum number of
machines necessary to yield an upper bound of 7.5 percent, at the 99
percent confidence level, if we observed zero failures in the firmware test.
Assuming that we found no machines using an uncertified firmware
version, these sample sizes allowed us to conclude with 99 percent
confidence that nio more than 7.5 percent of the machines in each stratum
were using uncertified firmware. Further, this sample allowed us to
conclude that no more than 4 percent of the 1,498 iVotronic DREs were
using uncertified firmware, at the 99 percent confidence level.

Table 3: Description of the Stratified Population and Sample Sizes for the Firmware
Test

Stratum Popuiation size Sample size
Sequestered machines 818 58
Non-sequestered machines 681 &7
Totai 1,499 15

Source: GAQ based on analysis of Sarasota County voting data.

An additional five sequestered machines and five non-sequestered
machines were selected as back-up machines should there be problems in
locating the selected machines or some other probiem that prevented
testing them.
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A dix I: v for
IVotronic DREs for GAO Testing

Ballot Test Sample

We randomly selected a total of 10 machines from the population of 1,384
machines that were not selected in the firmware test sample. This sample
size is not sufficient to allow us to make direct generalizations to the
popidation. However, if we are reasonably confident that the same
software is used in all 1,499 machines, then we are more confident that the
results of the other tests on a small number of machines can be used to
obtain increased assurance that the iVotronic DREs did not cause the
undervote. We randomly selected one machine from each of the nine
ballot styles used during the general election and one machine from the
machines used for early voting.! In case of problems in operating or
Jocating the machines, we also selected randomtly selected two additional
machines for each ballot style and for early voting.

Calibration Test Sample

The two iVotronic DREs selected for calibration testing were selected
from those tested in the ballot test. Because the machines used for the
ballot tests included an ADA machine and “standard” machines, we
selected one of each for calibration testing. Although we did not test the
ADA capabilities of the ADA machine (e.g., the audio ballots), we found
that the on-screen appearance of selections on the ADA machine differed
slightly from that on non-ADA machines. For example, the standard non-
ADA machine displayed a blue bar across the screen and an X in the box
next to the candidate’s narne when a selection was made, while an ADA
machine only showed an X in the box next to the candidate’s name.

¥ We also excluded those election day machines from one precinct that supported two
different ballot styles.
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Appendix II: List of Machines Tested by GAO

Table 4 table lists the iVotronic DREs that were tested by GAO. For each
machine, the table shows whether the machine was sequestered and what
type of testing was conducted on the machine.

Tabie 4: List of i¥otronic DREs Tested by GAQ

tachine Type of
Serial number sequestered testing conducted
V105178 No Firmware testing
V0105203 No Firmware testing
V0105222 Yes Firmware testing
V0105255 No Firmware testing
V0105305 No Firmware testing
V0105351 No Firmware testing
V0105379 Yes Firmware testing
V0105390 Yes Firmware testing
V0105396 No Firmware testing
V0105422 Yes Firmware testing
V0105481 No Firmware testing
V0105499 No Firmware testing
V0105530 Yes Firmware testing
V0105524 No Firmware testing
V(105526 Yes Firmware testing
V0105563 No Firmware testing
V0105573 No Firmware testing
V0105607 No Firmware testing
V0105613 Yes Firmware testing
V0105623 Yes Firmware testing
V0105651 No Firmware testing
V0105656 Ne Firmware testing
V0105661 Yes Firmware testing
V0105664 Yes Firmware testing
V0105743 No Firmware testing
V0105848 No Firmware testing
V0105873 Yes Firmware testing
V0105974 No Firmware testing
V0105894 Yes Firmware testing
V0105903 Yes Firmware testing
V0108908 Yes Firmware testing
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Appendix IT: List of Machines Tested by GAQ

Machine Type of
Serial number sequestered testing conducted
V0105923 Yes Firmware testing
V0105964 Yes Firmware testing
V0105971 Yes Firmware testing
V0105992 Yes Firmware testing
V0106001 Yes Firmware testing
V0108016 No Firmware testing
V0106024 Yes Firmware testing
V0106025 Yes Firmware testing
V0106034 No Firmware testing
V106064 No Firmware testing
V0106068 No Firmware testing
V0106069 Yes Firmware testing
V0106084 No Firmware testing
V0106087 Yes Firmware testing
V0106126 No Firmware testing
V0106156 No Firmware testing
V0106191 Yes Firmware testing
¥0106203 Yes Firmware testing
V0106254 Yes Firmware testing
V0106264 Yes Firmware testing
V0106265 No Firmware testing
V0106274 No Firmware testing
V0106282 No Firmware lesting
V0108343 No Firmware testing
V0108368 No Firmware testing
V0106377 No Firmware testing
V(106396 Yes Firmware testing
V0106445 No Firmware testing
V0106461 No Firmware {esting
V0106475 Yes Firmware iesting
V0106478 Yes Firmware testing
V0106486 No Firmware testing
V0106507 No Firmware testing
V(166522 Yes Firmware testing
V0166525 Yes Firmware testing
V0106531 No Firmware testing
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Appendix If: List of Machines Tested by GAD

Machine ) Type of
Serial number sequestered . testing conducted
V0108552 No Firmware testing
V0106585 No Firmware testing
V(106586 No Firmware testing
V106588 No Firmware testing
V0106602 No Firmware testing
V0106615 Yes Firmware {esting
V0106856 Yes Firmware testing
V0106658 Yes Firmware testing
V0106661 No Firmware testing
V0108667 Yes Firmware testing
V0106681 No Firmware testing
V0106711 Yes Firmware testing
V0106718 Yes Firmware testing
V0106740 No Firmware testing
V0108744 No Firmware testing
V0106833 Yes Firmware testing
V0108840 Yos Firmware festing
V0106864 Ne Firmware testing
V0106865 Yes Firmware testing
V0106878 Yes Firmware testing
Y0106881 Yes Firmware testing
V0106883 No Firmware testing
V0106807 Ne Firmware festing
V0106933 Yes Firmware testing
V0106936 Yes Firmware testing
V0108349 Yes Firmware esting
V0108965 Yes Firmware testing
V0107000 No Firmware testing
V0107011 No Firmware testing
V0107020 No Firmware testing
V0107042 Yes Firmware testing
V0107045 No Firmware testing
V0107053 Yes Firmware lesting
V0107077 Yes Firmware testing
V0107082 No Firmware testing
V0107094 Yes Firmware testing
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Appendix Ii: List of Machines Tested by GAOQ

TABOSHRY

Machine Type of
Seriat number sequestered testing conducted
V0107108 Yes Firmware testing
V0107138 Yes Firmware testing
V0107143 No Firmware testing
V0107147 Yes Firmware testing
V0110355 Yes Firmware testing
V0111064 No Firmware lesting
V0113816 Na Firmware testing
V0114087 Yes Firmware testing
Voi14415 Yes Firmware testing
V0117658 No Firmware testing
V0118183 Mo Firmware testing
V0118293 Yes Firmware testing
V0105386 Yes Early voting ballot testing
V(105266 Yes Election day baflot testing
V0105694 No Election day ballot testing
V0106082 Yes Eiection day baltot testing
V0106145 Yes Efection day bafiot testing
V106247 Yes Election day baliot testing
V0106509 No Election day ballot testing
and calibration testing
V0106671 Yes Election day ballot testing
Va117861 No Election day ballct testing
and calibration testing
V0117851 No Eiection day baliot {esting
Source: GAD.
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Official Task Force Meeting
February 8, 2008

Motion #7 — Dismissing the Election Contest in the Thirteenth Congressional District of Florida

I move that the Chairman be authorized and directed to report to the Committee that the Task
Force has completed its investigation related to the election of a Representative from the 13®
Congressional District of Florida to the House of Representatives, and I move further that the
Chairman report to the Committee the Task Force’s recommendation that the election contest in
the 13" District of Florida be dismissed (offered by Representative Zoe Lofgren).

Member Vote
Rep. Gonzalez Y
Rep. Lofgren Y
Rep. McCarthy Y
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MARKUP OF HR 5159, THE CAPITOL VISITOR CENTER ACT OF
2008; CONSIDERATION OF AN ELECTION CONTEST; AND
CONSIDERATION OF AN AMENDMENT TO REGULATIONS
GOVERNING THE USE OF OFFICIAL FUNDS BY MEMBERS,
COMMITTEES, AND OFFICERS OF THE U.S. HOUSE OF
REPRESENTATIVES

MEETING

BEFORE THE

COMMITTEE ON HOUSE
ADMINISTRATION
HOUSE OF REPRESENTATIVES

ONE HUNDRED TENTH CONGRESS

SECOND SESSION

HELD IN WASHINGTON, DC, FEBRUARY 12, 2008

Printed for the use of the C ittee on House Admini

Available on the Internet:
http://www.gpoaccess.gov/congress/house/administration/index. html



199

FANLW\HODEM\DISMS10_005.XML H.L.C.

110TH CONGRESS
2D SESSION H. RES.

Dismissing the election contest relating to the office of Representative from
the Thirteenth Congressional Distriet of Florida.

IN TIIE HOUSE OF REPRESENTATIVES

Mr. BRADY of Pennsylvania, from the Committee on House Administration,
reported  the  following resolution; which was  referred to

RESOLUTION

Dismissing the election contest relating to the office of Rep-
resentative from the Thirteenth Congressional District
of Florida.

1 Resolved, That the election eontest relating to the of-

2 fice of Representative from the Thirteenth Congressional

3 Distriet of Florida is dismissed.

£AV10\020708\020708.082.xmi {39777912)



Committee on House Administration Meeting
February 12, 2008

Motion #1 — Dismissing the Election Contest in the Thirteenth Congressional District of Florida

Mr. Chairman, I move that the Committee order reported favorably to the House an original
resolution, the text of which is before us, to dismiss the election contest in the 13th District of
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Florida (offered by Representative Charles Gonzalez).

Member Vote
Rep. Brady Y
Rep. Lofgren Y
Rep. Gonzalez Y
Rep. Capuano Y

Rep. Susan Davis

Not Present

Rep. Artur Davis

Not Present

Rep. Ehlers Y
Rep. Lungren Y
Rep. McCarthy Y
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As approved by the FL-13 Task Force on June 14, 2007

A
£ GAO

‘Accountabiity * integrity * Reilsbitity

United States Government Accountability Office
Washington, DC 20548

Engagement Plan for Review of Voting Equipment Used in Florida’s 13"
Congressional District During the 2006 General Election

High-level objective: To what extent could the voting machines have contributed to
the large undervote? Ascertain whether additional testing is needed to determine
whether the voting systems contributed to the undervote.

Scope: Voting machines and equipment used in Sarasota County. Though Florida's
13" Congressional District includes voters from five counties (Charlotte, Desoto,
Hardee, Manatee, and Sarasota), because the contestant’s claims and the Florida
state audit focus on Sarasota County, we will also limit our scope to Sarasota County.

Job Objectives: (1) What voting systems and equipment were used in Sarasota County
and what processes governed their use? (2) What is the scope of the undervote in
Sarasota County? (3) To what extent were tests conducted on the voting systems in
Sarasota County prior to the general election and what were the results of those
tests? (4) Considering the tests that were conducted on the voting systerus from
Sarasota County after the general election, are additional tests needed to determine
whether the voting systems contributed to the undervote?

Approach:

1) What voting systems and equipment were used in Sarasota County and what
processes governed their use?

a) Identify voting systems and equipment used in Sarasota County during the
2006 general election, including vote casting machines and vote tabulation
machines. Identification should include versions numbers of all hardware
and software in use.

Information sources: Sarasota County Supervisor of Elections.

b) Verify that the voting systems were approved for use by the Florida
Division of Elections and the Sarasota County Supervisor of Elections.

Information sources: Sarasota County Supervisor of Elections, Florida

Division of Elections, Florida and county requirerents for such
approvals.
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As approved by the FL-13 Task Force on June 14, 2007

¢) What procedures were used to set-up and operate voting systems and
equipment, for the 2006 general election? Include systems and equipment
used for election day, early, and absentee voting.

Information sources: Sarasota County Supervisor of Elections, Florida
and county requirements for such procedures.

d) How are votes tallied and certified in Sarasota County, including recount
procedures?

Information sources: Sarasota County Supervisor of Elections, Florida
and county requirements for such procedures.

e) What different ballot styles were used in Sarasota County during the
general election?

Information sources: Sarasota County Supervisor of Elections.

f) What problems were reported regarding the performance and use of the
voting systems during the general election?

Information sources: Problem reports from Sarasota County Supervisor
of Elections, submissions from contestant and contestee.

g) What is the current disposition of the voting systems and equipment that
were used on election day, including hardware, software, and any

removable media? How would GAQO gain access to such machines and
equipment?

Information sources: Sarasota County Supervisor of Elections.

2) What is the scope of the undervote in Sarasota County?

a) Analyze the distribution of undervotes in Sarasota County in the 2006
general election to identify any patterns, such as by ballot style, precincts,
or geography.

Information sources: Machine-level results data from Sarasota County
Supervisor of Elections.

b) Do the certified vote totals from Sarasota County for the 18" Congressional
District race match those recorded by the machines?

Information sources: Vote image log files and certified vote totals from
Sarasota County Supervisor of Elections.

Page 2
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¢) How does the undervote in the 13" Congressional District race compare to
other races in the 2006 general election and in previous elections that used
these voting systems and equipment?

Information sources: Data on the history of usage of the voting systems
and equipment from the Sarasota County Supervisor of Elections,
election results from prior general elections.

3) To what extent were tests conducted on the voting systems in Sarasota County
prior to the general election and what were the results of those tests?

a) Identify and review testing procedures conducted by the equipment
manufacturers prior to the conduct of the election. How are problems
identified by the manufacturers communicated to users?

Information sources: ES&S

b) Identify and review testing procedures conducted by the Florida Division
of Elections prior to the conduct of the election.

Information sources: Florida Voting System Standards, Florida Division
of Elections, test plans and reports

¢) Identify and review testing procedures conducted by the Sarasota County
Supervisor of Elections prior to the conduct of the election.

Information sources: Sarasota County Supervisor of Elections, test
plans and reports

4) Considering the tests that were conducted on the voting systems from Sarasota
County after the general election, are additional tests needed to determine
whether the voting systems contributed to the undervote?

a) Assess the conduct of the parallel testing.

Information sources: Florida Division of Elections, Sarasota County
Supervisor of Elections, audit team, state audit report, submissions
from contestant and contestee.

b) Assess the conduct of the independent source code review conducted at
Florida State University at the Security and Assurance in Information
Technology (SAIT) lab.

Information sources: Unredacted software review and security analysis

report, statement of work, Florida Division of Elections, SAIT team,
submissions from contestant and contestee.

Page 3
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c) Assess the conduct of the examination of election procedures and
practices.

Information sources: Florida Division of Elections, Sarasota County
Supervisor of Elections, audit team, state audit report, submissions
from contestant and contestee.

d) Are there any areas where additional testing could help determine whether
the voting systems contributed to the undervote?

Information sources: Analysis of the testing conducted before and after
the general election to identify any tests that were not conducted or
were conducted in an ineffective manner.

e) For any additional tests, identify the test environment and test protocol to
be used, as well as the resources needed to conduct such testing.

Information sources: Analysis of the testing conducted before and after
the general election. Availability of specific voting systems in Sarasota
County to meaningfully recreate conditions from the 2006 general
election.

High-level Schedule:

June 2007 - Initiate contacts with the involved entities (Florida Division of Elections,
Sarasota County Supervisor of Elections, SAIT team, ES&S, and others, as needed).
Begin data collection and meetings. Review Task Force submissions.

July 2007 — Continue data collection and meetings. Begin data analysis of undervote
data. Assess voting system tests conducted before and after the election.

August 2007 — Continue analysis and follow-up on any needed data collection.
Identify any additional needed tests and identify necessary resources and
environment.

September 2007 — Finalize findings. Prepare and deliver briefing on findings to Task
Force.

Note that this schedule depends on the timely cooperation of all involved entities to
provide GAO the relevant documentation or information. Should GAO not be able to
gain the timely cooperation of an involved entity, we will report this to the Task
Force.

Page 4
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June 15, 2007

GAO Asked to Examine Contested Voting Machines and Report
Back July 27

By Rachel Kapochunas, CONGRESSIONAL QUARTERLY

A House Administration Committee task force has asked the Government Accountability Office (GAO) to
complete its examination of disputed voting machines quickly and report findings by July 27.

The GAO will serutinize equipment used in Sarasota County, Fla., where Democrat Christine Jennings is
contesting her loss in last year’s 13th Congressional District election.

GAO investigators are assigned to determine to what extent machines were responsible for the lower number
of votes cast for Congress than for other races.

Jennings contends electronic voting machine errors are to blame for 18,000 ballots being recorded without a
congressional choice.

The task force agreed last month to allow the GAO to design a plan to investigate the election, in which
Republican Vern Buchanan was certified the winner by 369 votes.

The goal of completing work July 27 put the GAO on a faster timetable; the agency had suggested filing a
report in September.

Rep. Charlie Gonzalez, D-Texas, chairman of the three-member task force, said the schedule that now has
been set “respects the need to arrive at a solution sooner rather than later.”

Jennings also has contested the election outcome in Florida courts, where she has appealed a ruling in the
Republican’s favor. Last month, Jennings filed a motion to stay her appeal, saying the move was meant to
defer to the congressional investigation.

Florida Republican Party chairman Jim Greers said that should be interpreted as Jennings trying te avoid
“the embarrassment of yet another court ruling against her.”

© 2006 Congressional Quarterly

Copyright 2007
Privacy Policy | Search | Gomactions | RSS | | FistLook | Help | ContactUs | WorkkrUs | Site Mo
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D-13 review may end by August;
GAO tells task force

SECTION: FRONT; Pg. 3

LENGTH: 432 words
July 27 ‘target date' is unlikely to be met
Herald Washington Bureau

Investigators told a task force looking at the disputed Sarasota congressional
race they will try to wrap up an initial review before Congress leaves town for its
August break.

But the Government Accountability Office, which was asked last month by the task
force to look at whether malfunctioning touch-screen voting machines were at fault
in the race, noted Thursday that it could take longer than a July 27 "target date"
to finish the preliminary investigation.

"We cannot promise we will be completely done, ™ Nabajyoti Barkakati, a senior
technologist with the GAQ told the task force. "If we are lucky and everything
falls into place, perhaps we will have some useful information by July 27.*

The agency initially estimated it would take until September for the review,
which includes reviewing studies of the voting machines. The agency plans to
determine whether it will meed to conduct additional testing on its own.

House Democrats had hoped to complete the review in 45 days. They noted they
didn't want to rush the independent agency, but several times noted that they
wanted to resolve the case as soon as possible. °

*They're going to take the time they need, but I want them to understand the
sense of urgency we have," said Rep. Zoe Lofgren, D-Calif.

At issue is whether computers were to blame for why more than 18,000 ballots
cast in Sarasota County recorded no vote for either candidate in November's
District 13 congressional election. Republican Rep. Vern Buchanan was certified as
the winner with a 369-vote margin, but his opponent, Democrat Christine Jennings,
has appealed the results, saying the computers malfunctioned.

Though Buchanan was seated in January, Democrats noted that his election was
being challenged and had held out some hope of seating Jennings. She said Thursday
it was premature to talk about whether she‘ll challenge Buchanan for re-election
next year.

http://w3.nexis.com/new/deliverylPrimDoc.do?fromCart=false&dnldFilePaﬂ1=%2Fl-n%2F... 1/23/2008
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"This is my focus right now," she said.

Task force chairman Rep. Charlie Gonzalez, D-Texas, said the sense of urgency
was unrelated to declaring anyone a winner.

"As a practical matter, do you really want a whole year to go by?*® Gonzalez
said. “There has to be some closure, some finality to this situation. It doesn't
serve any useful purpose to prolong the situation.”

Buchanan's attorney, Hayden Dempsey, said his client welcomes the review,

"We're confident that the GAO is going to come to the same conclusion that
expert after expert, report after report has found, which is that there were no
problems with the machines," Dempsey said. !
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United States Government Accountability Office
Washington, DC 20548

June 15, 2007

The Honorable Kathy Dent

Sarasota County Supervisor of Elections
101 South Washington Blvd.

Sarasota, FL 34236-6940

Dear Supervisor Dent:

As requested by the Task Force on Florida-13, Comrmittee on House Administration,
the Government Accountability Office is conducting a review of the voting systems
and equipment used in the contested 2006 election in the 13" Congressional District
of Florida. In particular, we will be examining the extent to which the voting systems
and equipment used in Sarasota County could have contributed to the undervote
recorded in the race. During our review, we plan to address the following questions:

1) What voting systems and equipment were used in Sarasota County and what
processes governed their use?

2) What is the scope of the undervote in Sarasota County?

3) To what extent were tests conducted on the voting systems in Sarasota County
prior to the general election and what were the results of those tests?

4) Considering the tests that were conducted on the voting systers from
Sarasota County after the general election, are additional tests needed to
determine whether the voting systems contributed to the undervote?

During the course of our work, we plan to contact relevant representatives from
government, industry, and academia. Besides Sarasota County, we also plan to
conduct work at the Florida Department of State, Florida State University (Security
and Assurance in Information Technology Laboratory), and other organizations, as
applicable.

We are beginning work on these issues immediately and will be contacting your office
the week of June 18, 2007 to begin our information collection process and make
meeting arrangeruents. This study will be conducted under the direction of Keith
Rhodes, Chief Technologist and Director, Center for Technology and Engineering,
Applied Research and Methods, 202-512-6412 (thodesk@gao.gov).
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If you have any questions or need additional information, please contact Naba
Barkakati, Senior-Level Technologist, at (202)-512-4499 (b arkakatin@gao.gov) or
Richard Hung, Assistant Director, at (202)-512-8073 (hungr@gao.gov).

Sincerely yours,

“Keith Rhode‘s/z\g\w
Chief Technologlst
Director, Center for Technology and Engineering

Page 2
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United States Government Accountability Office
Washington, DC 20548

June 15, 2007

The Honorable Kurt S. Browning
Secretary of State

Florida Department of State

R.A. Gray Building

500 South Bronough Street
Tallahassee, FL 32399-0250

Dear Secretary Browning:

As requested by the Task Force on Florida-13, Committee on House Administration,
the Government Accountability Office is conducting a review of the voting systems
and equipment used in the contested 2006 election in the 13" Congressional District
of Florida. In particular, we will be examining the extent to which the voting systems
and equipment used in Sarasota County could have contributed to the undervote
recorded in the race. During our review, we plan to address the following questions:

1) What voting systems and equipment were used in Sarasota County and what
processes governed their use?

2) What is the scope of the undervote in Sarasota County?

3) To what extent were tests conducted on the voting systems in Sarasota County
prior to the general election and what were the results of those tests?

4) Considering the tests that were conducted on the voting systems from
Sarasota County after the general election, are additional tests needed to
determine whether the voting systems contributed to the undervote?

During the course of our work, we plan to contact relevant representatives from
government, industry, and academia. Besides the Florida Department of State, we
also plan to conduct work at Sarasota County, Florida State University (Security and
Assurance in Information Technology Laboratory), and other organizations, as
applicable.

We are beginning work on these issues immediately and will be contacting your office
the week of June 18, 2007 to begin our information collection process and make
meeting arrangements. This study will be conducted under the direction of Keith
Rhodes, Chief Technologist and Director, Center for Technology and Engineering,
Applied Research and Methods, 202-512-6412 (rhodesk@gao.gov).
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If you have any questions or need additional information, please contact Naba
Barkakati, Senior-Level Technologist, at (202)-512-4499 (barkakatin@gao.gov) or
Richard Hung, Assistant Director, at (202)-512-8073 (hungr@gao.gov).

Sincerely yours,

Director, Center for Technology and Engineering

cc:  Amy Tuck, Director, Elections Division

Page 2
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United States Government Accountability Office
Washington, DC 20648

June 15, 2007

Aldo Tesi

President and Chief Executive Officer
Election Systems & Software, Inc. (ES&S)
11208 John Galt Bivd.

Omaha, NE 68137

Dear Mr. Tesi:

As requested by the Task Force on Florida-13, Committee on House Administration,
the Government Accountability Office is conducting a review of the voting systems
and equipment used in the contested 2006 election in the 13" Congressional District
of Florida. In particular, we will be examining the extent to which the voting systems
and equipment used in Sarasota County could have contributed to the undervote
recorded in the race. During our review, we plan to address the following questions:

1) What voting systems and equipment were used in Sarasota County and what
processes governed their use?

2) What is the scope of the undervote in Sarasota County?

3) To what extent were tests conducted on the voting systems in Sarasota County
prior to the general election and what were the results of those tests?

4) Considering the tests that were conducted on the voting systems from
Sarasota County after the general election, are additional tests needed to
determine whether the voting systems contributed to the undervote?

During the course of our work, we plan to contact relevant representatives from
government, industry, and academia. Besides ES&S, we also plan to conduct work at
the Florida Division of Elections, Sarasota County, Florida State University (Security
and Assurance in Information Technology Laboratory), and other organizations, as
applicable.

We are beginning work on these issues immediately and will be contacting your office
before the end of June to begin our information collection process and make meeting
arrangements. This study will be conducted under the direction of Keith Rhodes,
Chief Technologist and Director, Center for Technology and Engineering, Applied
Research and Methods, 202-512-6412 (thodesk@gao.gov).
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If you have any questions or need additional information, please contact Naba
Barkakati, Senior-Level Technologist, at (202)-512-4499 (barkakatin@gao.gov) or
Richard Hung, Assistant Director, at (202)-512-8073 Chungr@gao.gov).

Sincy(relwyo S,

" Keith Rhodes
Chief Technologist
Director, Center for Technology and Engineering

Page 2
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July 25, 2007 Wednesday

GAO makes 2nd visit to inspect D-13 voting

BYLINE: Stacey Eidson, The Bradenton Herald, Fla.
SECTION: STATE AND REGIONAL NEWS

LENGTH: 405 words

Jul. 25~--SARASOTA -~ On the same day that Democrat Christine Jennings announced
she was planning to run again for the 13th Congressional District seat,
representatives from the Government Accountability Office were in town
investigating Sarasota County's voting mach- ines.

Supervisor of Elections Kathy Dent said officials from the GAO, Congress'®
investigative arm, arrived in Sarasota last Thursday to review the county's
controversial touch-screen voting machines.

The meeting Thursday in Sarasota was the second visit by the GAO team since a
House committee task force and the GAO began probing into Jennings' claims that the
county’'s voting machines cost her the District 13 election last November.

U.S. Rep. Vern Buchanan, R-Sarasota, was certified the winner in the race by 369
votes, but the election results revealed more than 18,000 undervotes, or blank
votes, in the race.

A state audit and source code review of the machines found no malfunctions that
could have caused the large percentage of undervotes, but the House task force and
GAO are reviewing the election.

*They have been here twice,” Dent said Tuesday, referring to the GAO team. "They
flew in on Thursday, stayed all day and flew back out on Thursday night.**

The GAO team was reviewing the eguipment and procedures of the elections office,
Dent said.

*They looked at our security procedures, they looked at the iVeotronics {voting
machines}, and they looked at how we actually program a ballot," Dent said.

The GAO is scheduled to meet with the House task force later this week in a
hearing that is closed to the public, but will meet publicly aug. 3.

Earlier this month, the Sarasota County Commission approved spending
approximately $3 million to replace the county‘s touch~screen voting machines with
optical scanners that provide a paper trail. The new machines, manufactured by
Diebold Election Systems, are similar to those used in Manatee County and are
scheduled to be in place by 2008.
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Stacey Eidson, Herald reporter, can be reached at 708-7908.

To see more of The Bradenton Herald or to subscribe to the newspaper, go to
http://www.bradenton.com. Copyright (c) 2007, The Bradenton Hexald, Fla.
Distributed by McClatchy-Tribune Information Services. For reprints, email
tmsreprintsépermissionsgroup.com, call 800-374-7985 or 847-635-6550, send a fax to

847-635~6968, or write te The Permissions Group Inc., 1247 Milwaukee Ave., Suite
303, Glenview, IL 60025, USA.
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GAQ Needs More Time on Fla. Vote
PYLINE: Matthew Murray, ROLL CALL STAFF
LENGTR: 671 words

The Government Accountability Office warned a special House task force last week
that an upcoming progress report will offer few conclusions about a still-contested
Florida House race and that agency experts will need to dig deeper into whether
voting machines were on the fritz in November.

Prior to the August recess, "it does not appear that there will be a definitive
answer from-GAO as far as what caused the 'undervotes,'® the task force's chairman,
Rep. Charlie Gonzalez {D-Texas), told reporters on Friday. "There were two areas in
which [the agency] did express that there may be some limitations, and they were
looking as to whether they should expand on that.*

The GAO's preliminary assessment, scheduled to be delivered at a hearing Friday,
ig an attempt by Democrats to settle alleged undervotes in last year's contest
petween banker Christine Jennings (D) and now-Rep. Vern Buchanan {R-Fla.}, which
was decided by 369 votes.

Although Florida election officials certified Buchanan's win, Jennings and some
outside election experts continue to claim malfunctioning electronic voting
machines led to thousands of votes going uncounted.

The House seated Buchanan in January, but Democrats warned they would pay close
attention to progress in Jennings' state court proceedings. Anything untoward,
then-House Administration Chairwoman Juanita Millender-McDonald (D-Calif.) said,
and her committee would not hesitate to step in.

“Now on appeal to your court is the question of access to this evidence,”
Millender-McDonald wrote to a Florida appeals court judge on committee letterhead
in January. "{The case] bears decisively on the prospect of conclusively
establishing who was duly elected on Nov. 7."

Millender-McDonald died in April. The panel is now chaired by Rep. Robert Brady
(D-Pa.} .

After months of appeals - and hundreds of thousands of dollars in legal fees -
Jennings' campaign recently abandoned attempts to gain access to the inner workings
of the electronic voting machines, which some speculate may be the linchpin to
determining whether votes disappeared. The outside vendor that manufactured the
equipment balked at Jennings' pleas to provide its computers' source code, arguing
- in the end, successfully - that offering up such DNA would violate the company's
right to protect its proprietary information.

A Florida appeals court last month upheld a lower court's decision denying
Jennings' request for the source code, a ruling that essentially ended Jennings’
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hopes of resolving the alleged missing votes through the court system.

Meanwhile, with Jennings®' case stalled for months in the state court, the House
Administration Committee earlier in the year convened a special elections
subcommittee chaired by Gonzalez to monitor Jennings® case. In early May 2007, the
panel voted to have the GAO's computer experts explore the allegations.

"I think we need to put this to rest,” Rep. Zoe Lofgren (D-Calif.) said at the
time.

Gonzalez said Friday that the equipment's manufacturer, as well as Florida state
and local election officials, are cooperating with the GAO's investigation.

Originally expected to take weeks, GAQ officials warned the panel in mid-June
that it could take as long as six months - or perhaps even longer, depending on
what its experts unearth - to sort though the facts of the case. The agency was
ordered to give a comprehensive update of its findings before the gavel dropped for
the August recess.

Despite few hard-and-fast conclusions for the time being, Gonzalez said Friday
that he is certain the agency ultimately will deliver in its investigation, which
could cost $1 million or more.

"My sense is that GAO ... will be able to provide some answers. To the extent of
the testing that was conducted ~ or additional testing that may be required - will
provide us with answers about whether the machines malfunctioned and were a
contributing factor to the undervote," Gonzalez said. "We will have an answer, for
sure. *

Jennings announced in July that she is challenging Buchanan in 2008.

LOAD~-DATE: July 30, 2007
LANGUAGE: ENGLISH

PUBLICATION-TYPE: Newspaper

Copyright 2007 Rell Call, Inc.

hitp://w3.nexis.com/new/delivery/PrintDoc.dofromCart=false& dnldFilePath=%2F1-n%2F... 1/23/2008



220

United States Gover t-Accountability Office

G AO Statement before the Task Force on
Florida-13, Committee on House
Admninistration, House of Representatives

For Release on Delivery
Expected at 400 p.m. EDT ELE CTIONS

Further Testing Could
Provide Increased but Not
Absolute Assurance That
Voting Systems Did Not
Cause Undervotes in
Florida’s 13th |
Congressional District

Statement of Dr. Nabajyoti Barkakati
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ELECTIONS

Further Testing Could Provide Increased but Not
Absolute Assurance That Voting Systems Did Not
Cause Undervotes in Florida’s 13th Congressional
District

What GAO Found

In the 2006 general election, Sarasota County used voting systems
manufactured by ES&S, specifically iVotronic direct recording electronic
(DRE) voting systems during early and election day voting and the Unity
election management system, which handles the election administration
functions, such as ballot design and election reporting.

GAO’s analysis of the 2006 general election data from Sarasota County did not
identify any particular voting machines or machine characteristics that could
have caused the large undervote in the FL-13 race. The undervotes in Sarasota
County were generally distributed across all machines and precincts.

GAQO's analysis found that some of the prior tests and reviews conducted by
the State of Florida and Sarasota County provide assurance that certain
components of the voting systerus in Sarasota County functioned correctly,
but they are not enough to provide reasonable assurance that the iVotronic
DREs did not contribute to the undervote. Specifically, GAQ found that
assurance is lacking in three areas, and proposes that tests be conducted to
address those areas. First, because there is insufficient assurance that the
firmware in all the iVotronic DREs used in the election matched the certified
version held by the Florida Division of Elections, GAQ proposes that a
finmware verification test be conducted on a representative sample of 115 (of
the 1,499) machines that were used in the general election. Second, because
an insufficient number of ways to select a candidate in the FL-13 race were
tested, GAO proposes that a test be conducted to verify all 112 ways that GAQ
identified to select a candidate. Third, because no prior tests were identified
that address the effect of a miscalibrated iVotronic DRE on the undervote,
GAO proposes that an iVotronic DRE be deliberately miscalibrated to verify
the accurate recording of ballots under these conditions. GAQ expects these
three tests would take 2 weeks, once the necessary arrangements are made.

Should the task force ask GAQ to conduct the proposed tests, several matters
would need to be addressed before testing could begin, including obtaining
access to the iVotronic DREs that have been subject to a sequestration order,
arranging for a test site, obtaining some commercially available test tools,
developing test protocols and detziled test procedures, and arranging for the
video recording of the tests. Sarasota County election officials have indicated
that they can help GAO access the inachines and provide a test site between
November 26 and December 7, 2007,

Although the proposed tests could help provide increased assurance, they
would not provide absolute assurance that the iVotroenic DREs did not cause
the large undervote in Sarasota County. The snccessful conduct of the
proposed tests could reduce the possibility that the voting systems caused the
undervote and shift attention to the possibilities that the undervote was the
result of intentional actions by voters or voters that did not properly cast their
votes on the voting system.

United States ility Office
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Mr. Chairman and Members of the Task Force:

I am pleased to appear before the task force today to present the findings
on our review of voting equipment used in Florida's 13th Congressional
District (Florida-13), which we are conducting in response to your request
of May 25, 2007

In November 2006, about 18,000 undervotes were reported in Sarasota
County in the race for Florida’s 13th Congressional District.’ Following the
contesting of the election results in the House of Representatives, the task
force met and unanimously voted to seek GAQ’s assistance in determining
whether the voting systems contributed to the large undervote in Sarasota
County. On June 14, 2007, we met with the task force and agreed upon an
engagement plan, which included the following review objectives:

(1) What voting systems and equipment were used in Sarasota County and
what processes governed their use? (2) What was the scope of the
undervote in Sarasota County in the general election? (3) To what extent
were tests conducted on the voting systems in Sarasota County prior to
the general election and what were the results of those tests?

(4) Considering the tests that were conducted on the voting systems from
Sarasota County afier the general election, are additional tests needed to
determine whether the voting systems contributed to the undervote?

To conduct our work, we met with officials from the Sarasota County
Supervisor of Elections, the Florida Department of State and Division of
Elections, and Election Systems and Software (ES&S), the manufacturer
of the voting systems used in Sarasota County. We reviewed voting system
documentation, including standards documents, audit and testing
documentation, submissions from the contestant and contestee, and
selected Florida election laws and ruies. In Sarasota County, election
officials demonstrated how the ES&S voting system was used to support.
the 2006 general election. To determine the scope of the undervote in
Sarasota County, we collected election data from the Supervisor of
Elections and analyzed it to determine whether the undervote could be
attributed to particular voting machines or machine characteristics.
Specifically, we examined ballot iinage logs and event logs from the voting
systems and technician and incident reports generated by elections staff

"Undervotes occur when the number of choices selected by the voter is fewer than the
maximum allowed for that contest. In this case, it means baliots that did not record a
selection for either candidate in the congressional contest.

Page 1 GAD-08-97T
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from Sarasota County on election day. We also conducted various
statistical analyses to characterize the undervote and to identify whether a
subset of machines or precincts may have caused the large undervote.

We reviewed test documentation and interviewed officials involved with
testing from ES&S, the Florida Division of Elections, and the Sarasota
County Supervisor of Elections. To determine the need for additional
tests, we also reviewed the tests conducted following the election,
including those conducted or sponsored by the Florida Division of
Elections, including the parallel testing, the examination of Sarasota
County’s election procedures and practices, and the source code review
conducted at Florida State University’s Security and Assurance in
Information Technology (SAIT) laboratory. We reviewed the final reports
of these tests and also met with the leader of the source code review team.
Following the agreement to and execution of a non-disciosure agreement
with the Florida Department of State and ES&S, we obtained access to the
iVotronic source code and reviewed it to further cur understanding of the
system and to verify some of the source code review's findings. We
analyzed the available information and identified a key set of voting
system objectives that, if implemented properly, would provide reasonable
assurance that the voting systems did not malfunction and cause the large
undervote in Sarasota County. Using these ohjectives, we used the results
of testing previously conducted and assessed the extent to which these
key voting system objectives could be met. For those objectives that could
not be adequately assured, we assessed the significance of those
objectives and identified tests that could be conducted to belp try to
assure those key voting system objectives were met. For each test, we
identified resources that would be required, including time and manpower.

We provided a draft of this report to the Florida Department of State,
ES&S, and the Sarasota County Supervisor of Elections for their review
and comments. The Florida Department of State and ES&S also conducted
a sensitivity review to ensure that business proprietary information is not
disclosed in this statement.

We conducted our work from June to September 2007 in Washington, D.C,;
Tallahassee and Sarasota, Florida; and Omaha, Nebraska.

Results in Brief

In the 2006 general election, Sarasota County used voting systers
manufactured by ES&S, specifically iVotronic direct recording electronic
(DRE) voting systems during early and election day voting and the Unity
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election management system, which handles the election administration
functions, such as ballot design and election reporting.

Our independent analysis:of the 2006 general election data from Sarasota
County confirmed the large undervote in the race for Florida’s 13th
Congressional District, but did not identify any particular voting machines
or machine characteristics that could have caused the large undervote in
the election. The undervotes in Sarasota County for the congressional race
were generally distributed across all machines and precincts.

We found that some of the prior tests and reviews provide assurance that
the voting systems in Sarasota County functioned correctly, but they are
not enough to provide reasonable assurance that the iVotronic DRE voting
systems did not contribute to the undervote. For example, prior reviews
provide reasonable assurance that the Unity election management system
did not contribute to the undervote, and the votes captured by iVotronic
DREs at the precincts match the voter count from precinct records within
acceptable margins of error.

Portions of the Florida state audit, such as the firmware comparison and
paraliel tests, provided useful information, but the results could not be
applied to all the iVotronic DREs used in the election because the number
of machines tested was too small, Additionally, the machines were not
tested for all different ways a voter can select a candidate in the
congressional race. We also did not find any prior testing that would help
us understand the effects of a miscalibrated touch screen. To address
these issues, we propose that (1) a firmware verification test, (2) a ballot
test, and (3) a calibration test be conducted to try to obtain further
assurance that the iVotronic DREs used in Sarasota County during the
2006 general election did not cause the undervote. The firmware
verification test would compare the firmware in a representative sample of
iVotronic DREs with the certified version of firmware. The ballot test
would exercise 112 ways to select a candidate on 10 iVotronic DREs. The
calibration test wouid deliberately miscalibrate an iVotronic DRE that uses
the certified software and verify the functioning of tbe machine. We expect
the testing would take 2 weeks using a staff of about 6 to 8 people, once
the necessary arrangements have been made. Although the proposed tests
would provide increased assurance, they would not conclusively eliminate
the machines as a cause of the undervote,

Before commencing the testing, we would need to obtain access to the

iVotronic DREs that have been subject to a sequestration order in the state
court system of Florida, arrange for a test site, obtain some commercially
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available software and hardware for the firmware comparison test,
develop test protocols and detailed test procedures, and arrange for video
recording of the test. Sarasota County election officials have indicated that
working around the county’s election schedules, they could help us access
the machines and provide a test site between November 26 and

December 7, 2007.

QOur proposed tests could help reduce the possibility that the undervote
was caused by the iVotronic DREs, However, even after completing the
tests, we would not have absolute assurance that the iVotronic DREs did
not play any role in the large undervote. Absolute assurance is impossible
to achieve because we are unable to recreate the conditions of the election
in which the undervote occurred. By successfully conducting the proposed
tests, we could reduce the possibility that the iVotronic DREs were the
cause of the undervote and shift attention to the possibilities that the
undervote was the resuit of intentional actions by the voter or voters that
id not properly cast their votes on the voting system.

Draft copies of this statement were provided to the Secretary of State of
Florida, the Supervisor of Elections of Sarasota County, and ES&S for
their review and comment. The Florida Department of State provided
technical comments, which we incorporated. The Sarasota County
Supervisor of Elections did not provide us comments.

In its comuments, ES&S stated that it helieves that the collective results of
prior testing have demonstrated that the voting systems worked properly
in Florida’s 13th Congressional District race, and that the focus should be
on testing the effect of the ballot display on the undervote. We disagree
that the prior test results adequately demonstrate that the voting systemns
could not have contributed to the undervote. Our analysis identified three
areas where further testing couid provide increased assurance that the
undervote was not caused by the voting sysiems. We agree with ES&S that
the large undervote in Florida’s 13th Congressional District race could
have been caused by voters who intentionally undervoted or voters who
did not properly cast their ballots, potentially because of issues related to
the human interaction with the ballot. However, our review focused on
whether the voting systems could have contributed to the large undervote.
ES&S also provided technical comments, which we incorporated as
appropriate.
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Background

The 18th Congressional District of Florida comprises DeSoto, Hardee,
Sarasota, and parts of Charlotte and Manatee Counties. In the November
2006 general election, there were two candidates in the race to represent
the 13th Congressional District: Vern Buchanan, the Republican candidate,
and Christine Jennings, the Dentocratic candidate. The State of Florida
certified Vern Buchanan the winner of the election. The margin of victory
was 369 votes out of a total of 238,249 votes counted,.Table 1 summarizes
the results of the election and shows that the results from Sarasota County
exhibited a significantly higher undervote rate than in the other counties in
the congressional district.

Table 1: Results from 2006 General Election for Florida Congressional District 13

Percentage
County Buchanan Jennings Undervotes Total ballots cast undervote
Charlofte 4,460 4,277 225 8,962 2.51
DeSotn 3,471 3,058 142 6,672 213
Hardee 2,629 1,686 269 4,584 5.87
Manatee 50,117 44,432 2,274 96,828 235
Sarasota 58,632 65,487 18,412 142,532 12.92
Total 119,309 118,940 21,322 259,578

Source: GAD apalysis of Fiodda Division of Elections, Ghariotte Gounty, DeSoto County, Hardes Gounty, Manatso County. and
Sarasata County dats.

Nota: Numbers do not add up because of overvates — where voters sefect more than the maximum
number of candidates allowed in a race; in this case, a baliot that had votes for both Buchanan and
Jennings.

In Florida, the Division of Elections in the Secretary of State’s office helps
the Secretary carry out his or her responsibilities as the chief election

_ officer. The Division of Elections is responsible for establishing rules

governing the use of voting systems in Florida. Voting systems cannot be
used in any county in Florida untii the Florida Division of Elections has
issued a certification of the voting system’s compliance with the Florida
Voting System Standards.” The Florida Voting Systems Certification
program is administered by the Bureau of Voting Systems Certification in
the Division of Elections.

“Florida Department of State, Florida Voting System Standards, Form DS-DE 101
(Jan. 12, 2005).
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An elected supervisor of elections is responsible for implementing
elections in each county in Florida in accordance with Florida election
laws and rules. The supervisor of elections is responsible for the purchase
and maintenance of the voting systems as well the preparation and use of
the voting systems to conduct each election.

Sarasota County Used
ES&S Voting Systems
in 2006 General
Elections

In the 2006 general election, Sarasota County used voting systems
manufactured by ES&S. The State of Florida has certified different
versions of ES&S voting systems. The version used in Sarasota County was
designated ES&S Voling System Release 4.5, Version 2, Revision 2, and
consisted of iVotronic DREs, a Model 650 central count optical scan
tabulator for absentee ballots, and the Unity election management system.
It was certified by the State of Florida on July 17, 2006. The certified
systemn includes different configurations and optional elements, several of
which were not used in Sarasota County.

The election management part of the voting system is called Unity; the
version that was used was 2.4.4.2. Figure 1 shows the overall election
operation using the Unity election management systent and the iVotronic
DRE.
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Figure 1: Overview of Election Operation Usirig the Unity Election Management System and iVotronic DRE
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Sarasota County used iVotronic DREs for early and election day voting.
Specifically, Sarasota County used the 12-inch iVotronic DRE, hardware
version 1.1 with firmware version 8.0.1.2." Sorue of the iVotronic DREs are
configured with Americans with Disabilities Act (ADA) functionality,
which includes the use of audio ballots. The iVotronic DRE uses a touch
screen-—a pressure-sensitive graphics display panel--to display and
record votes (see fig. 2).

*The certified version of ES&S Voting System Release 4.5, Version 2, Revision 2, specifies
the use of iVotronic hardware version 1.0. According to Florida Division of Election
officials, hardware version 1.1 of the iVotronic DRE has been available since at least 2004
and should have been inctuded as a part of the certification for ES&S Voting System
Release 4.5, Version 2, Revision 2. According to ES&S officials, iVotronic fumware version
8.0.1.2 runs in exactly the same manner on hardware versions 1.0 and 1.1.
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Figure 2: The iVotronic DRE Voting System and lts Components.
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The machine has a storage case that also serves as the voting booth. The
operation of the iVotronic DRE requires using a personalized electronic
baliot (PEB), which is a storage device with an infrared window used for
transmission of ballot data to and from the iVotronic DRE. The iVotronic
DRE has four independent flash memory modules, one of which contains
the program code—firmware~—that runs the machine and the remaining
three flash memory modules store redundant copies of ballot definitions,
machine configuration information, ballots cast by voters, and event logs.
The iVotronic DRE includes a VOTE button that the voter has to press to
cast a ballot and record the information in the flash memory. The
iVotronic DRE also includes a compact flash card that can be used to load
sound files onto iVotronic DREs with ADA functionality. The iVotronic
DRE’s firmware can be updated through the compact flash card.
Additionally, at the end of polling, the ballots and audit information are to
be copied from the internal flash memory module to the compact flash
card.

To use the iVotronic DRE for voting, a poll worker activates the iVotronic
DRE by inserting a PEB into the PEB slot after the voter has signed in at
the polling place. After the poll worker makes selections so that the
appropriate ballot will appear, the PEB is removed and the voter is ready
to begin using the system. The ballot is presented to the voter in a serjes of
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display screens, with candidate information on the left side of the screen
and selection boxes on the right side (see fig. 3).

Figure3: Second Ballot Page Showing the Congressional and Gubernatorial Races
in Sarasota County’s 2006 General Election
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Source: Sarasota Gaunty Supervisor of Elections.

The voter can make a selection by touching anywhere on the line, and the
iVotronic DRE respends by highlighting the entire line and displaying an X
in the box next to the candidate’s name. The voter can also change his or
her selection by touching the line corresponding to another candidate or
by deselecting his or her choice, “Previous Page” and “Next Page” buttons
are used to navigate the multipage ballot. After completing all selections,
the voter is presented with a summary screen with all of his or her
selections (see fig. 4). From the summary screen, the voter can change any
selection by selecting the race. The race will be displayed to the voter on
its own ballot page. When the voter is satisfied with the selections and has
reached the final summary screen, the red VOTE button is illuminated,
indicating the voter can now cast his or her ballot. When the VOTE button
is pressed, the voting session is complete and the ballot is recorded on the
iVotronic DRE. In Sarasota County’s 2006 general election, there were nine
different ballot styles with between 28 and 40 races, which required
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between 15 and 21 electronic ballot pages to display, and 3 to 4 summary
pages for review purposes.

Figure 4: First Summary Page in Sarasota County’s 2006 General Election
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Analysis of Election
Data Shows that
Undervote Was
Distributed across All
Machines and
Precincts

Qur analysis of the 2006 general election data from Sarasota County does
not identify any particular voting machines or machine characteristics that
could have caused the large undervote in Florida’s 13th Congressional
District race. The undervotes in Sarasota County for the congressional
race were generally distributed across all machines and precincts. Using
voting system data that we obtained from Sarasota County, we found that
1,499 iVotronic DREs recorded votes in the 2006 general election;

84 iVotronic DREs recorded votes during early voting, and 1,415 iVotronic
DRESs recorded votes on election day.’ Using these data, we verified that
the vote counts for the contestant, contestee, and undervotes match the
reported vote totals for Sarasota County in Florida’s 13th Congressional
District race. As can be seen in table 2, the undervote rate in early voting
was significantly higher than in election day voting.’

Tabie 2: Undervotes in Fiorida’s 13th Congressional District Race during Early and
Election Day Voting

All voters Early voters Election day voters
Machines 1,499 84 1,415
Ballots cast 119,919 30,877 89,042
Undervotes 17,846 5,445 12,401
Undervote rate 14.88% 17.63% 13.93%

Sourwe: GAQ analys's of Sarasota County data.

The range of the undervote rate for all machines was between 0 and

49 percent, with an average undervote rate of 14.3 percent. When just the
early voting machines are considered, the undervote rate ranged between
5 and 28 percent. The largest number of undervotes cast on any one
machine on election day was 39. While the range of ballots cast on any one
machine on election day was between 1 and 121, the median nuraber of *

“*Election day voting is the casting of ballots on election day at polling places. Absentee and
early voting are programs that permit eligible persons to vote prior to election day.
Absentee voting is conducted by mail in advance of election day and early voting is
generally in-person voting in advance of election day at specific polling locations.

"Early and election day ballots include provisional ballots cast during those respective
stages of voting and included in the vote totals. 160 provisional ballots were included in the
vote totals, 37 provisional ballots were excluded.

Because the absentee ballots were not cast using iVotronic voting systems, we did not

verify the absentee ballot counts. When absentee ballots are included, a total of
142,532 ballots were cast and a total of 18,412 undervotes were recorded,
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ballots cast on any one machine was 66. The range of undervote rate by
precinct was between 0 and 41 percent, and the average undervote by
precinct was about 14.8 percent.

Prior Tests and
Reviews Provide
Some Assurance, but
Do Not Provide
Reasonable
Assurance That the
iVotronic DREs Did
Not Contribute to the
Undervote

Prior to the elections, Sarasota County’s voting systems were subjected to
several different tests that included testing by the manufacturer,
certification testing by the Florida Division of Elections, testing by
independent testing authorities, and logic and accuracy testing by Sarasota
County’s Supervisor of Elections. After the 2006 general election, an audit
of Sarasota County's election was conducted by the State of Florida that
included a review of the iVotronic source code, paraliel tests, and an
examination of Sarasota County’s election procedures. Although these
tests and reviews provide some assurance, as do certain controls that were
in place during the election, that the voting systems in Sarasota County
functioned correctly, they do not provide reasonable assurance that the
iVotronic DREs did not contribute to the undervote.

Prior Tests and Reviews of
Sarasota County’s Voting
Systems Provide Useful
Information, but Have
Some Shortcomings

According to ES&S officials, ES&S tested the version of the iVotronic DRE
that was used in Sarasota County in 2001-2002, but they could not provide
us documentation for those tests because the documentation had not been
retained.

The Florida Division of Elections conducted certification testing of the
iVotronic DRE and the Unity election management system before Sarasota
County acquired the system from the manufacturer. The certification
process included tests of the election management system and the conduct.
of mock primary and general elections on the entire voting system. ES&S
Voting System, Release 4.5, Version 2, Revision 2, was certified by the
Florida Division of Elections on July 17, 2006. According to Florida
Division of Elections officials, testing of each version focuses on the new
components, and components that were included in prior versions are not
as vigorously tested. The 8.0.1.2 version of the iVotronic firmware was first
tested as a part of ES&S Release 4.5, Version 1, which was certified in
2005. Version 2 introduced version 2.4.4.2 of the Unity Election
Management System, which was certified in August 2005. Certification
testing was conducted on software that was received from an independent
test authority, who witnessed the building of the firmware from the source
code. An independent test authority also conducted environmental testing
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of the iVotronic DRE in 2001 that was relied upon by the Florida Division
of Elections for certification.

A logic and accuracy test was conducted by Sarasota County on

October 20, 2006, on 32 iVotronic DREs, and it successfully verified that all
ballot positions on all nine ballot styles could be properly recorded. In
addition, the use of a provisional ballot and audio ballot were tested, as
well as machines configured for early voting with all nine ballot styles.

After the 2006 general election, the Florida Division of Elections
conducted an audit of Sarasota County’s 2006 general election that
included two parallel tests, an examination of the certified voting system
and conduct of election by Sarasota County’s elections office, and an
independent review of the iVotronic DRE firmware’s source code. After
the conduct of this audit, the audit feam concluded that there was no
evidence that suggested the official election results were in error or that
the voting systems contributed to the undervote in Sarasota County.” The
parallel tests were performed using 10 iVotronic DREs—5 used in the 2006
general election and 5 that were not used. Four of the machines in each
test replicated the votes cast on four election day iVotronic DREs. The
fifth machine in each test used an ad hoc test script that involved picking a
random vote pattern along with a specific vote selection pattern picked
from 10 predetermined vote patterns for the 13th Congressional District
for each ballot cast. The audit report asserts that testing a total of

10 machines is more than adequate to identify any machine problems or
irreguiarities that could have contributed to undervotes in the Florida-13
race. However, we concluded that the results from the testing of

10 machines cannot be applied to all 1,499 iVotronic DREs used during the
2006 general election because the sample was not random and the sample
size was too small.

In examining whether voting systems that were used in Sarasota County
matched the systems that were certified by the Florida Division of
Elections, the Florida audit team examined the Unity election managernent
system and the firmware installed on six iVotronic DREs. The audit team
confirmed that the software running on the Unity election management

®Florida Department of State, Awdit Report of the Election Systems and Software, Inc.’s,
iVotronie Voting System in the 2006 General Election for Sarasota County, Florida
(Tallahassee, Florida: Feb. 2007), and Security and Assurance in Information Technology
Laboratory, Florida State University, Soffware Review and Security Analysis of the ES&S
Voironic 8.0.1.2 Voting Machine Férmware (Tallahassee, Florida: Feb. 23, 2007).
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system and the firmware in the six iVotronic DREs matched the certified
versions held in escrow by the Florida Division of Elections. On the basis
of its review, the audit team concluded that there is no evidence to
indicate that the iVotronic DREs had been compromised or changed. We
agree that the test verifies that those six machines were not changed, but
any extrapolation beyond this cannot be statistically justified because the
size of the sample is too small. Therefore, these tests cannot be used to
obtain reasonable assurance that the 1,499 machines used in the general
election used the certified firmware.

A software review and security analysis of the iVotronic firmware version
8.0.1.2 was conducted by a team led by Florida State University’s SAIT
Laboratory. The eight experts in the software review team attempted to
confirm or refute many different hypotheses that, if true, might explain the
undervote in the race for the 13th Congressional District. In doing so, they
made several observations about the code, which we were able to
independently verify. The software review and our verification of the
observations were helpful, but a key shortcoming was the lack of
assurance whether the source code reviewed by the SAIT team or by us, if
compiled, would correspond to the iVotronic firmware that was used in
Sarasota County for the 2006 election. According to ES&S and Florida
Division of Elections officials, in May 2005 an independent testing
authority witnessed the process of compiling the source code and building
the version of firmware that was eventually certified by the Florida
Division of Elections. According to ES&S officials, if necessary, ES&S can
recreate the firmware from the source code, but the firmware would not
be exactly identical to the firmware certified by the Florida Division of
Elections because the embedded date and time stamp in the firmware
would be different.

The software review team also looked for security vulnerabilities in
software that could have been exploited to cause the undervote. Although
the team found several software vulnerabilities, the team conciuded that
none of them were exploited in Sarasota in a way that would have
contributed to the undervote. We did not independently verify the team’s
conclusion.

Reasonable Assurance of
Some Voting System
Objectives Has Been
Achieved

The Unity election management system and the iVotronic DREs are the
major voting system components that may require testing to determine
whether they contributed to the large undervote in Sarasota County. Our
review of tests already conducted and documentation from the election
provide us reasonable assurance that the key functions of the Unity
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election management system-—election definition and vote tabulation—
did not contribute to the undervote. The election definitions created using
the Unity election management system are tested during logic and
accuracy testing to demonstrate that they include all races, candidates,
and issues and that each of the items can be selected by a voter. The votes
tabulated on the iVotronic DRE at each precinct matched the data
uploaded to the Unity election management system, and the totals from
the precinct results tapes agree with that obtained by Unity. Further, the
state audit confirmed that the Unity election management system software
running in Sarasota County matched the escrowed version certified by the
Florida Division of Elections.

We have reasonable assurance that the number of ballots recorded by the
iVotronic DREs is correct because this number is very close to the number
of people recorded on the precinct registers as showing up at the polling
places to vote either during early voting or on election day. This assurance
also allows us to conclude that issues, such as votes cast by “fleeing
voters”——votes that are cast by poll workers for voters who leave the
polling place before pressing the button to cast the vote—and the potential
loss of votes during a system shutdown, did not affect the undervote in
this election. If these issues had occurred, they would have caused a
discrepancy between the number of voters who sign in at the polling place
to vote and the public counts recorded on the iVotronic DREs.

We have reasonable assurance that provisional ballots were appropriately
handled by the iVotronic DREs and the Unity election management
system. We also verified that during the Florida certification test process,
the Division of Elections relied on successful environmental and shock
testing conducted by an independent test authority.

Reasonable Assurance
That All iVotronic DREs
Used in the 2006 General
Election Used Software
Certified by the Florida
Division of Elections Is
Lacking

We found that prior testing and activities do not provide reasonable
assurance that all iVotronic DREs used in Sarasota County on election day
were using the hardware and firmware certified for use by the Florida
Division of Elections. Sarasota County has records indicating that only
certified versions were procured from ES&S, and the firmware version is
checked in an election on the zero and results tapes. However, because
there was no independent validation of the system versions, we cannot
conclude that no modifications were made to the systems that would have
likely made them inconsistent with the certified version. As we previously
mentioned, the firmware comparison of only 6 iVotronic DREs in the state
audit is insufficient to support generalization to all 1,499 iVotronic DREs
that recorded votes during the election. Without reasonable assurance that
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all iVotronic DRESs are running the same certified firmware, it is difficult
for us to rely on the resuits of other testing that has been conducted, such
as the parallel tests or the logic and accuracy tests.

The Ability of Voters to
Make Selections in
Different Ways and Have
Their Votes Properly
Recorded Has Not Been
Fully Tested

Prior testing of the iVotronic DREs only verified 13 of the 112 ways that we
identified that a voter may use to select a candidate in Florida's 13th
Congressional District race. Specifically, on an iVotronic DRE, a voter
could (1) initially select either candidate or neither candidate (i.e.
undervote), (2) change the vote on the initial screen, and (3) use a
conmibination of page back and review screen options to change or verify
his or her selection before casting the ballot. By taking into account these
variations, our analysis has found at least 112 different ways a voter could
make his or her selection in Florida's 13th Congressional District race,
assurning that it was the only race on the ballot. Out of 112 different ways
to select a candidate in the congressional race, Florida certification tests
and the Sarasota County logic and accuracy tests verified 3 ways to select
a candidate; and the Florida parallel tests verified 10 ways to select a
candidate—meaning that of the 112 ways, 13 have been tested. By not
verifying these different ways to select a candidate, we do not have
reasonable assurance that the systern will properly handle expected forms
of voter behavior.

The Effect of Miscalibrated
iVotronic DREs Is Unclear

During the setup of the iVotronic DRE, sometimes referred to as the clear
and test process, the touch screens are calibrated by using a stylus to
touch the screen at 20 different locations. The calibration process is
designed to align the display screen with the touch screen input. It has
been reported that a miscalibrated machine could affect the selection
process by highlighting a candidate that is not aligned with what the voter
selected. We identified two reported cases on election day where the
miscalibration of the iVotronic DRE led to its closure and discontinued use
for the rest of the day. While a miscalibrated machine could certainly
make an iVotronic DRE harder to use, it is not clear it would have helped
to contribute to the undervote. We did not identify any prior testing or
activities that would help us understand the effect of a miscalibrated
iVotronic DRE on the undervote.
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Further Tests Could
Provide Increased but
Not Absolute
Assurance That the
iVotronic DREs Used
in the Election Did
Not Cause the
Undervote

On the basis of our analysis of all prior test and audit activities, we
propose that a firmware verification test, a ballot test, and a calibration
test be conducted to try to obtain increased assurance that the iVotronic
DREs used in Sarasota County during the 2006 general election did not
cause the undervote.

We propose that the firmware verification testing be started first, once the
necessary arrangements have been made, such as access to the needed
machines and the development of test protocols and detailed test
procedures. Once we have reasonable assurance that the iVotronic DREs
are running the same certified firmware, we could conduct the ballot test
and calibration test on a small number of machines to determine whether
it is likely the machines accurately recorded and counted the ballots. If the
firmware verification tests are successfully conducted, we wouid have
much more confidence that the iVotronic DREs will behave similarly when
tested. If there are differences in the firmware running on the iVotronic
DREs, we would need to reassess the number of machines that need to be
tested for ballot testing and calibration testing in order for us to have
confidence that the test results would be true for all 1,499 iVotronic DREs
used during the election. In other words, if we are reasonably confident
that the same software is used in all 1,499 machines, then we are more
confident that the results of the other tests on a small nuniber of machines
can be used to obtain increased assurance that the iVotronic DREs did not
cause the undervote. Although the proposed tests would provide increased
assurance, they would not conclusively eliminate the machines as a cause
of the undervote.

Conduct Firmware Testing
to Verify That the
Firmware in the iVotronic
DRESs Used in Sarasota
County Matches the
Certified Version

We propose to conduct a firmware verification test using a statistical
sampling approach that can provide reasonable assurance that all

1,499 iVotronic DREs are running the certified version of firmware. The
exact number of machines that would be tested depends on the
confidence level desired and how much error can be tolerated. We
propose drawing a representative sample from all the iVotronic DREs that
recorded votes in the general election. With a sample size of 115 iVotronic
DREs, which would be divided between sequestered and nonsequestered
machines, and assuming that there are no test faitures, we would be able
to conclude with a 99 percent confidence level that no more than 4 percent
of the 1,499 iVotronic DREs used in the election were using uncertified
firmware.

We suggest a test approach similar to what was used by the Florida
Division of Elections when it verified the firmware for 6 iVotronic DREs.
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We estimate that the firmware testing for 115 machines could be
conducted in about 5 to 7 days and would require about 5 or 6 people,
once the necessary arrangements have been made. The machines would
be transported to a test facility specified by Sarasota County election
officials where we could perform the test. The activities involved in
conducting a firmware validation test would include locating and
retrieving the selected iVotronic DRE from the storage facility,
transporting it to the test facility, opening the DRE, extracting the chip
with the firmware, reading the contents of the chip using a specialized
chip reader, and conducting a comparison between the contents and the
certified firmware to determine if any differences exist. To conduct this
test, we would need commercially available specialized hardware and
software similar to that used by the Florida Division of Elections in its
firmware comparison test.

Conduct Ballot Testing of
iVotronic DREs to Confirm
Correct Operation

We propose conducting ballot testing on 10 iVotronic DREs, each
configured with one of the nine different ballot styles, with the 10th
machine configured as an early voting machine with all nine ballot styles.
We would test 112 ways to select a candidate on the early voting machine.
On the election day machines, we would test the 112 different ways
distributed across the 9 machines in a random manner, meaning each
machine would on average record 12-13 ballots. Assuming that

(1) reasonable assurance is obtained that all iVotronic DREs used during
the election were using the same certified firmware, and (2) we found no
failures during the ballot testing, this testing would provide increased
assurance that the iVotronic DREs used during the election, both in early
voting and in election day voting, were able to accurately record and count
ballots when using any of the 112 ways to select a candidate in the
Florida-13 race.

We would plan to code each ballot by including an identifier in the write-in
candidate field for either the U.S. senator or governor's race. Using this
write-in coding, we could examine the ballot image and confirm that each
ballot was accurately recorded and counted by the iVotronic DRE. Any
encountered failures would also be more rapidly attributed to a specific
test case, and we would be able to more readily repeat the test case to
determine if we have a repeatable condition. Testing 112 ways to select a
candidate on a single machine would also provide us some additional
assurance that the volume of ballots cast on election day did not cause a
problem. We note that casting 112 ballots on a single machine is more than
that cast on over 99 percent of the 1,415 machines used on election day.
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We estimate the ballot testing would take about 2 to 3 days and require the
equivalent of 2 people, once the necessary arrangements have been made.

Deliberately Miscalibrate
an iVotronic DRE to
Understand the Effect on
the Undervote

Because little is known about the effect of a miscalibrated machine on the
behavior of an iVotronic DRE, we propose to deliberately miscalibrate an
iVotronic DREs and verify the functioning of the machine. We propose to
identify different ways to miscalibrate a ballot and to test ballots on the
miscalibrated iVotronic DRE to verify that it still properly records votes.
With this test we would confirm whether (1) the review screen displays
the same selection in the Florida-13 race as was highlighted in the
selection screen, and (2) that the vote is recorded as it was displayed on
the review screen. Again, we would plan to use the write-in candidate
option to verify the proper recording of the ballot. This test would
demonstrate whether the system correctly records a vote for the race and
hence whether it contributed to the undervote. We estimate that the
calibration test could be completed in about 1 day by 2 people, once the
necessary arrangements have been made.

Several Matters Remain to
Be Addressed to Conduct
Further Testing

Should the task force ask us to conduct the proposed testing, we want to
make the task force aware of several other matters that would need to be
addressed before we could begin testing. These activities would require
some time and resources to complete before testing could commence.

First, we would need to gain access to iVotronic DREs that have been
subject to a sequestration order in the state court system of Florida. If we
do not have access to the needed machines, we would be unable to obtain
reasonable assurance that the machines used on election day were using
certified software, and without this assurance, the results from prior tests
and any results of our ballot and calibration tests would be less
meaningful because we would be unable to apply the results to all

1,499 iVotronic DREs used during the election. Second, we would need to
agree upon an appropriate facility for the tests. Sarasota County
Supervisor of Elections has indicated that we can use its warehouse space,
but because of upcoming elections in November and January, the only
time the election officials would be able to provide us this space and the
necessary support is between November 26 and December 7, 2007. If
testing cannot be completed during this time period, Sarasota County
officials stated that they would not be able to assist us until February 2008.
Third, some tests may require commercially available specialized software,
hardware, or other tools to conduct the tests. We would need to make
arrangements to either borrow or to purchase such testing tools before

Page 19 GAO-08-97T



241

commencing testing. Fourth, in order to conduct any tests, we would need
to develop test protocols and detailed test procedures and steps. We also
anticipate that we would need to conduct a dry run, or dress rehearsal, of
our test procedures to ensure that our test tools function properly and that
our time estimates are reasonable. Finally, we would need to make
arrangements for video recording of our testing. It would be our
preference to have a visual record of the tests to document the actual test
conduct and to facilitate certain types of test analysis.

Other Observations
on Touch Screen
Voting Systems

We recognize that human interaction with the ballot layout could be a
potential cause of the undervote. Although we have not explored this issue
in our review, we note that there is an ongoing academic study that is
exploring this issue using voting machines obtained from ES&S. We
believe that such experiments could be useful and could provide insight
into the ballot layout issue.

During our review, we noted that several suggestions have been offered as
possible ways to establish that voters are intentionally undervoting and to
provide some assurance that the voting systeins did not cause the
undervote. First, a voter-verified paper trail could provide an independent
confirmation that the touch screen voting systems did not malfunction in
recording and counting the votes from the election. The paper trail would
reflect the voter’s selections and, if necessary, could be used in the
counting or recounting of votes. This issue is recognized in the Florida
State University SAIT source code review as well as the 2005 and draft
2007 Voluntary Voting Systems Guidelines prepared for the Election
Assistance Commission. We have previously reported on the need to
implement such a function properly.’” Second, explicit feedback to voters
that a race has been undervoted and a prompt for voters to affirm their
intent to undervote might help prevent many voters from unintentionally
undervoting a race. On the iVotronic DREs, such feedback and prompts
are provided only when the voter attempts to cast a completely blank
ballot, but not when a voter undervotes in individual races. Third, offering
a “none of the above” option in a race would provide voters with the
opportunity to indicate that they are intentionally undervoting. The State
of Nevada provides this option in certain races in its elections. Decisions

"GAOQ, Hlections: Federal Efforts to Improve Security and Reliability of Electronic Voting
Systems Are Under Way, but Key Activities Need to Be Completed, GAO-05-956
(Washington, D.C.: Sept. 21, 2005).
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about these or other suggestions about ballot layout or voting system
functions should be informed by human factors studies that assess their
effectiveness in accurately recording voters’ preferences, making voting
systems easier to use, and preventing unintentional undervotes.

Conclusions

The high undervote encountered in Sarasota County in the 2006 election
for Florida’s 13th Congressional District has raised questions about
whether the voting systerns accurately recorded and counted the votes
cast by eligible voters. Other possible reasons for the undervote could be
that voters intentionally undervoted or voters did not properly cast their
baliots on the voting systems, potentially because of issues relating to the
interaction between voters and the ballot. The focus of our review has
been to determine whether the voting systems--the iVotronic DREs, in
particular—contributed to the undervote. We found that the prior reviews
of Sarasota County’s 2006 general election have provided valuable
information about the voting systems. Qur review found that in sorme cases
we were able to rely on this information to eliminate areas of concern.
This allowed us to identify the areas where increased assurances were
needed to answer the questions being raised. Accordingly, the primary
focus of the tests we are proposing is to obtain increased assurance that
the results of the prior reviews and our proposed testing can be applied to
all the iVotronic DREs used in the election. Qur proposed tests involving
the firmware comparison, ballot testing, and calibration testing could help
reduce the possibility that the undervote was caused by the iVotronic
DREs. However, even after cornpleting the tests, we would not have
absolute assurance that the iVotronic DREs did not play any role in the
large undervote. Absolute assurance is impossible to achieve because we
are unable to recreate the conditions of the election in which the
undervote occurred. By successfully conducting the proposed tests, we
could reduce the possibility that the iVotronic DREs were the cause of the
undervote and shift attention to the possibilities that the undervote was
the result of intentional actions by the voter or voters that did not properly
cast their votes on the voting system.

Comments and Our
Evaluation

We provided draft copies of this statement to the Secretary of State of
Florida, the Supervisor of Elections of Sarasota County, and ES&S for
review and comment. The Florida Department of State provided technical
comments, which we incorporated. The Sarasota County Supervisor of
Elections appreciated the opportunity to review the draft, but provided us
no comnients.
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In its comments, ES&S stated that it believes that the collective resuits of
testing already conducted on the Sarasota County voting systems have
demonstrated that they performed properly and as they were designed to
function and that all votes were accurately captured and counted as cast
in Florida's 13th Congressional District race. Further, ES&S asserts that
tests and analyses shouid be conducted to examine the effect of the ballot
display on the undervote, which it believes is the most probable cause of
the undervote.

We disagree that the collective results of testing already conducted on the
Sarasota County voting systems adequately demonstrate that the voting
systems could not have contributed to the undervote in the Florida-13
race. First, as we have cited, we do not have adequate assurance that all
the iVotronic DREs used in Sarasota County used the firmware certified by
the Florida Division of Elections. Without this assurance, it is difficuit for
us to apply the results from the other tests to all 1,499 machines that
recorded votes during the election because we are uncertain that all
machines would have behaved in a similar manner. Further, we believe
that expected forms of voter behavior to select a candidate in the
Florida-13 race were not thoroughly tested. While ES&S asserts that such
processes would have no effect on the iVotronic DRE’s ability to capture
and record a voter's selection, we did not identify testing that verified this.
Further, while ES&S states that the testing of a deliberately miscalibrated
iVotronic DRE would result in a clearly visible indication of which
candidate was selected, we could not identify any testing that
demonstrated this.

We acknowledge that the large undervote in Florida's 13th Congressional
District race could have been caused by voters who intentionally
undervoted or voters who did not properly cast their ballots, potentially
because of issues related to the human interaction with the ballot.
However, the focus of our review, as agreed with the task force, was to
review whether the voting systems could have contributed to the large
undervote. ES&S also provided technical comments, which we
incorporated as appropriate.

Mr. Chairman, this completes my prepared statement. [ would be happy to
respond to any questions you or other members of the task force mnay have
at this time.
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For further information about this statement, please contact Keith Rhodes,

Contacts and Chief Technologist, at (202) 512-6412 or rhodesk@gao.gov, or Naba

Acknowledgments Barkakati at (202) 512-4499 or barkakatin@gao.gov. Contact points for our
Offices of Congressional Relations and Public Affairs may be found on the
last page of this statement. Other key contributors to this statement
include James Ashley, James Fields, Jason Fong, Cynthia Grant, Geoffrey
Hamilton, Richard Hung, John C. Martin, Jan Montgomery, Jennifer
Popovic, Sidney Schwartz, and Daniel Wexler.

(4605893 Page 23 GAO-08-97T



245

This is a work of the U.S. government and is not subject to copyright protection in the
United States. The published product may be reproduced and distributed in its entirety
without further permission from GAQ, However, because this work may contain
copyrighted images or other material, petmission from the copyright holder may be
necessary if you wish to reproduce this matetial separately.




246

GAO’s Mission

The Government Accountability Office, the audit, evaluation, and
investigative arm of Congress, exists to support Congress in meeting its
constitutional responsibilities and to help improve the performance and
accountability of the federal government for the American people. GAO
examines the use of public funds; evaluates federal programs and policies;
and provides analyses, recommendations, and other assistance to help
Congress make informed oversight, policy, and funding decisions. GAO’s
commitment to good government is reflected in its core values of
accountability, integrity, and reliability.

Obtaining Copies of
GAO Reports and
Testimony

The fastest and easiest way to obtain copies of GAO documents at no cost
is through GAO'’s Web site (www.gao.gov). Each weekday, GAO posts
newly released reports, testimony, and correspondence on its Web site. To
have GAO e-mail you a list of newly posted products every afternoon, go
to www.gao.gov and select “E-mail Updates.”

Order by Mail or Phone

The first copy of each printed report is free. Additional copies are $2 each.
A check or money order should be made out to the Superintendent of
Documents. GAO also accepts VISA and Mastercard. Orders for 100 or
more copies mailed to a single address are discounted 25 percent. Orders
should be sent to:

U.S. Government Accountability Office
441 G Street NW, Room LM
Washington, DC 20548

To order by Phone: Voice:  (202) 512-6000
TDD:  (202) 512-2537
Fax: (202) 512-6061

To Report Fraud,
Waste, and Abuse in
Federal Programs

Contact:

Web site: www.gao.gov/fraudnet/fraudnet.htm
E-mail: fraudnet@gao.gov
Automated answering system: (800) 424-5454 or (202) 512-7470

Congressional
Relations

Gloria Jarmon, Managing Director, JarmonG@gao.gov, (202) 512-4400
U.S. Government Accountability Office, 441 G Street NW, Room 7125
Washington, DC 20548

Public Affairs

Susan Becker, Acting Manager, BeckerS@gao.gov, (202) 512-4800
U.S. Government Accountability Office, 441 G Street NW, Room 7149
Washington, DC 20548

e, >
PRINTED ON %8 RECYCLED PAPER



247

21 of 98 DOCUMENTS

Roll Call

October 3, 2007 Wednesday

GAO Agrees to Test Florida Voting Machines
BYLINE: John McArdle, Roll Call Staff
LENGTH: 635 words

A House task force voted Tuesday to allow the Government Accountability Office
to move forward with a series.of new tests, which, when complete, will allow the
agency to say with “reasonable certainty* whether electronic voting machines failed
last year in Florida's 13th district House race.

Nabajyoti Barkakati, a technology expert with the GAO who appeared Tuesday
before the House Administration's special elections task force, said preliminary
analysis of the data from Sarasota County so far has yielded no indication that any
particular voting machine characteristic caused the large number of ®“undervotes® in
the November 2006 race between Democrat Christine Jennings and now-Rep. Vern
Buchanan (R). But he said further testing could provide an increased -- though not
absolute -- assurance that the machines were not the problem.

Jennings, who the state certified lost by 369 votes, has alleged that the
electronic voting machines contributed to more than 18,000 undervotes -- when
ballots are cast but a choice for a particular candidate goes unrecorded either
because of machine error, ballot design or other factors. Although the Sarasota-
based district leans Republican in most elections, Jennings was thought to be
leading the race heading into Election Day. The three-Member election task force
was created this spring to review the contested election.

Barkakati said Tuesday that if machine error were to be ruled out, then ballot
layout and user error would be the likely explanations for the large undervote.

The GAQ's analysis of the case, which is moving into its fifth month, has found
that some of the prior tests and reviews conducted by Florida and Sarasota County
elections officials provide assurance that certain components of the voting systems
functioned correctly. Barkakati said Tuesday that further testing in of a greater
gsampling of machines in three specific ways would allow the GAO to be 99 percent
certain in the matter.

The task force gave the GAO permission Tuesday to test 115 machines that have
been impounded from the race and to test each in all 112 identified ways that a
voter could use the voting system. (Various selection options include users
changing their selection mid-vote, using a combinations of "page back" and "review
screen® options, among many others}).

Sarasota County election officials have informed the GAO that they can help
agency inspectors access the machines and provide a test site between Nov. 26 and

Dec. 7.

The task force's chairman, Rep. Charlie Gonzalez {(D-Texas)}, said Tuesday that
the GAO 'needs to take advantage of that window of opportunity and in no way wait
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until 2008," as the task force is relying on the agency's findings as it reviews
the circumstances of the Florida 13th district race.

Rep. Kevin McCarthy (Calif.), the lone Republican on the task force, said
Tuesday that he supports the further testing and hopes that more certain findings
will allow the task force to finish its review of the 2006 race before Congress
gets too much further into the 2008 election cycle.

*The result of this investigation thus far seems to clearly point that there is
no smoking gun, " McCarthy said in his opening statement. "No evidence that the
voting system would have caused the undervote, a conclusion similar to what
Sarasota County, the state of Florida and independent teams of experts have already
derived. ... I agree with the GAO's recommendations to move forward with those
additional tests so that it can make its eventual recommendation with a 'reasonable
certainty' and finally put to rest for the people of the 13th district of Florida
the challenge against Congressman Vern Buchanan.*®

Jennings, who seems to have given up on challenging the election results in
court, announced in July that she is seeking a rematch with Buchanan in 2008.
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This is a printer friendly version of an articie fram www.heraldtribune.com
To print this article open the file menu and choose Print.

Article published Féb 7, 2008
Machines cleared in 2006 vote flap GAO says touch-screens didn't
cause undervote

By DOUG SWORD

doug.sword@heraldtribune.com

U.S. Rep. Vern Buchanan's campaign claimed a "huge victory" late Wednesday when it
released a federal report that found Sarasota County's touch-screen voting machines were not
the cause of 18,000 undervotes in the 2006 congressional election.

in a draft report provided by Buchanan's campaign, the U.S. Government Accountability Office
said the touch-screen machines "did not contribute to the iarge undervote" in the 13th
Congressional District election in which Republican Buchanan was declared the winner by 369
votes over Democrat Christine Jennings.

Jennings had contested the results based on the assertions of local voters that their votes for
her did not register or were actually switched by the machines. After a recount, she challenged
the election in state court and then before Congress.

Jennings' camp couid not be reached for comment late Wednesday. Neither could the author
of the GAO report, Nabajyoti Barkakati, who is the agency's acting chief technologist.

Barkakati is scheduled to present the findings of the GAO report Friday before a three-member
congressional task force investigating the election.

"It's my understanding that the Jennings campaign has not seen a report and was waiting for
the findings on Friday like the rest of us," said Kyra Jennings, a spokeswoman for the
Democratic Congressional Campaign Committee. She is not related to Christine Jennings.

Kyra Jennings noted, though, that Christine Jennings' aim in contesting the election was to
assure voters in Sarasota County that adequate testing of the machines was done and to
restore their faith in the election.

"She said it was never about wHo won or lost," the DCCC spokeswoman said.

if the GAO report does bring the final chapter to Jennings' challenge, it comes at the halfway
point of Buchanan's two-year term in the House of Representatives.

A rematch of the two candidates is expected in November. Buchanan says he has raised $1.7
mittion for his re-election bid; Jennings has raised $477,000. Their contest was the most
expensive U.S. House race in 2006.

Hayden Dempsey, the attorney for Buchanan's campaign, called the findings of the report a
"huge victory.”

"Hopetully, this is the final culmination of a taxpayer-funded wild goose chase," Dempsey said.
*This report confirms what we have known and what the people of the congressional district
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have known ... that the machines worked."

If the contest is finally at rest, it joins the county's $4.5 mitlion touch-screen system, which was
scrapped after voters approved a measure in November 2006 requiring a voting system that
leaves a paper trail. Sarasota County switched to an optical scan voting system in the
November 2007 election, although it uses a new state-approved touch-screen system for
handicapped voters.
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has been investigating the District 13 congressional election. Republican Vern Buchanan baat Democrat
Chdstine Jennings by 369 votes to win the southwest Florlda seal 15 months ago.

Atissus was whether melfunclioning ATM-style voting machines falled to record morse than 18,000 votes
In the congressional election, or whether & large number of voters - nearly 15poroonloﬂhow Just
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could have been causad by faciors such es volars who intentionally undervoted or voters who did not
properly cast their ballols on the (voling machines), potentially because of Issues relating to interection
betwseen voters and baliot,” the report said.

“This is @ huge victory for democracy end the people of the 13th District,” seld Hayden Dempsey, an
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Florida Democrats had asked the House committee 10 begin reviewing the efection after reports that
Sarasola County elections officials were tokd of an anomaly in the touch-screen voting machines.

in the August 2006 memo, Elections Systems & Software informed state and local election officials its
Votrortic machinies were exhibiling slow response Brnes in highlighting candidates’ names after voters
made their selections.

But ESAS has contended that its machines were not lo blame for the unusualty high number of non-
voles in S'amota County. An ES&S spaokeswoman didn’t immecdiatety retumn a call Wednesday night.

A team of university computer experis who examined the machines after the elsction suggested the
problem was voler confusion over a poorly designad ballot, which had drawn complaints from voters.
The Distict 13 race was listed at the lop of the second page of the ballot without the same type of
header that preceded other races on the baflot.



252

United States Government Accountability Office

GAO

Statement

Before the Task Force for the Contested
Election in the 13th Congressional District
of Florida, Committee on House
Administration, House of Representatives

For Release on Delivery
Expected at 10:00 a.m, EST
Friday, February 8, 2008

ELECTIONS

Results of GAQO’s Testing of
Voting Systems Used in
Sarasota County in Florida’s
13th Congressional District

Statement of Nabajyoti Barkakati, Ph.D
Acting Chief Technologist
Applied Research and Methods

o
&
o
Byt
oy
it - T T -
£ . ki

GAO-08-425T



LA GAO

ighlights
Highlights of GAQ-08-425T, a statement
before the Task Force far the Contested
Efection in the 13th Congressional District

of Florida, Gommitiee an House
it House of Rep

Why GAO Did This Study

in November 2006, about 18,000
undervotes were reported in
Sarasota County in the race for
Florida's 13th Congressional
District (Florida-13). After the
election results were contested in
the House of Representatives, the
task force unanimously voted to
seek GAO's assistance in
determining whether the voting
systems contributed to the large
undervote in Sarasota County. In
October 2007, GAO presented its
findings on the review of the voting
systems and concluded that while
prior tests and reviews provided
some assurance that the voting
systems performed correctly, they
were not enough to provide
reasonable assurance that the
voting systems in Sarasota County
did not contribute to the undervote.
GAQ proposed that a firmware
verification test, a ballot test, and a
calibration test be conducted. The
task force requested that GAQ
proceed with the proposed
additional tests. GAQ also verified
whether source code escrowed by
Florida could be rebuilt into the
firmware used in Sarasota County.

To conduct its work, GAO
conducted tests on a sample of
voting systems used in Sarasota
County during the 2006 general
election. GAO witnessed the
rebuild of the firmware from the
escrowed source code at the ..
manufacturer’s development
facility. GAQ reviewed test
documentation from Florida,
Sarasota County, and the voting
system manufacturer and met with
election officials to prepare the test
protocols and detailed test.
procedures.

Ta view the full produdy, including the scope
and methodoiogy, click on GAD-08-425T.
For more information, contact Nabajyoti
Barkakati at {202) 512-6412 or

barkakatin @gao.gov.
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ELECTIONS

Results of GAO's Testing of Voting Systems Used in
Sarasota County in Florida's 13th Congressional
District

What GAO Found

GAO conducted three tests on the iVotronic Direct Recording Elecironic
(DRE) voting systems in Sarasota County and these tests did not identify any
problems. Based on its testing, GAO obtained increased assurance that the
iVotronic DREs used in Sarasota County during the 2006 general election did
not contribute to the large undervote in the Florida-13 contest. Although the
test results cannot be used to provide absolute assurance, GAO believes that
these test results, combined with the other reviews that have been conducted
by the State of Florida, GAO, and others, have significantly reduced the
possibility that the iVotronic DREs were the cause of the undervote,

GAO’s firmware verification test showed that the firmware installed in a
statistically selected sampie of 115 machines used by Sarasota County during
the 2006 general election matched the firmware certified by the Florida
Division of Elections. The statistical approach used in selecting these
niachines lets GAO estimate with a 99 percent confidence level that no more
than 60 of the 1,499 iVotronic DREs that recorded votes in the 2006 general
election were using different firmware. Consequently, GAO is able to place
more confidence in the results of other tests conducted on a small number of
machines by GAO and by others, which indicated that the iVotronic DREs did
not cause the undervote. GAQ also confirmed that when the manufacturer
rebuilt the iVotronic DRE firmware from the source code that was held in
escrow by the Florida Division of Elections and previously reviewed by GAO
and others, the resulting firmware matched the version certified by the Florida
Division of Elections.

For the ballot test, GAQ cast predefined test ballots on 10 iVotronic DREs and
confirmed that each ballot was displayed and recorded accurately. GAO
conducted the calibration test by miscalibrating two iVotronic DREs and
casting ballots on them to validate that the machines recorded the information
that was displayed on the touch screen. Based on the results of the baliot and
calibration tests, GAO found that (1) the machines propetly displayed,
recorded, and counted the selections for all test ballots cast during ballot
testing involving 112 common ways a voter may have interacted with the
system, and (2) the deliberately miscalibrated machines, though difficult to
use, accurately recorded the ballot selections as displayed on screen.

At this point, GAO believes that adequate testing has been performed on the
voting machine software and does not recommend further testing in this area.
Given the complex interaction of people, processes, and technology that must
work effectively together to achieve a successful election, GAO acknowledges
the possibility that the large undervote in Florida's 13th Congressional District
race could have been caused by factors such as voters who intentionally
undervoted, or voters who did not properly cast their ballots on the iVotronic
DRE, potentially because of issues relating to interaction between voters and
the ballot.
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Mr. Chairman and Members of the Task Force:

I am pleased to appear before the task force today to present the findings
on our testing of the voting equipment used in the 2006 general election in
Florida’s 13th Congressional District (Florida-13). I would like to thank the
task force for its overall support of our efforts and specifically for the
assistance provided in obtaining resources from the House Recording
Studio that were critical to successfully completing our testing efforts.

In November 2006, about 18,000 undervotes were reported in Sarasota
County in the race for Florida's 13th Congressional District.” After the
election results were contested in the House of Representatives, the task
force met and unanimously voted to seek GAO'’s assistance in determining
whether the voting systems contributed to the large undervote in Sarasota
County. In our October 2, 2007, statement for the task force, we presented
the findings of our review of the voting systers and stated that while prior
tests and reviews provided some level of assurance that the voting systems
in Sarasota County—iVotronic direct recording electronic {DRE) voting
systems raanufactured by Election Systems and Software (ES&S)-~
functioned correctly, they were not enough to provide reasonable
assurance that the iVotronic DRE voting systems did not contribute to the
undervote” Specifically, we found that assurance was lacking in three
areas and proposed to the task force that additional tests—firmware
verification, ballot, and calibration—be conducted to address tbese areas.
We stated that successful accomplishment of these tests would provide
increased, but not absolute, assurance that the iVotronic DREs used in
Sarasota County during the 2006 general election did not cause the
undervote. The task force requested that we proceed with the proposed
additional tests. Our objectives were to (1) verify that firmware installed in
a statistical sample of iVotronic DREs was identical to the firmware
certified by the State of Florida, (2) perform ballot testing using 112 ways
to cast a ballot for the Florida-13 contest to ensure that the voting
machines would properly record and count the ballots, and (3)
deliberately miscalibrate voting machines and then cast ballots on those

! Undervotes occur when the number of choices selected by the voter is fewer than the
maximum allowed for that contest. In this case, it means ballols that did not record a
selection for either candidate in the congressional contest.

% GAQ, Elections: Purther Testing Could Provide Increased but Not Absolute Assurance

That Voting Systems Did Not Cause Undervotes in Florida’s 13th Congressional Distriet,
GAO-08-07T (Washington, D.C.: Qct. 2, 2007).
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machines to ensure that the voting machines would properly record the
ballots. As part of the first objective, we also validated that the source
code, which was held in escrow by the Florida Division of Elections,
would produce the firmware used by Sarasota County during the 2006
general election.

To conduct our tesis, we developed test protocols and detailed test
procedures. We met with officials from the Sarasota County Supervisor of
Elections, the Florida Department of State and Division of Elections, and
ES&S to obtain the necessary details about the voting systems and prior
tests to document our test procedures. We also reviewed voting system
documentation to develop a testing approach and the test procedures. To
ensure that the certified firmware held in escrow by the Florida Division
of Elections corresponded to the source code that was reviewed by a team
from Florida State University and us, on November 19, 2007, we visited
ES&S'’s development facility in Rockford, Hllinois, and witnessed the
rebuild of the firmware from the escrowed source code.

Further details on our test methodology are included in the following
sections on each of the three tests. Appendix I outlines the process used to
select machines for testing, and appendix i lists the iVotronic DREs that
we tested. We coordinated with the Florida Division of Elections and the
Sarasota County Supervisor of Elections to obtain access to the iVotronic
DRESs and other necessary test equipment to conduct our testing. We
conducted the firmware verification, ballot, and calibration tests at the
Sarasota County Voting Equipment Facility (VEF) in Sarasota, Florida. We
established the test environment on November 26, 2007, and conducted
the tests from November 27, 2007, to December 4, 2007, During this time,
we completed the steps necessary to conduct the tests and collected the
test data. In addition, we video recorded the tests. One camera was used
to capture a wide angle shot of the test room. Other cameras recorded the
conduct of the firmware verification, ballot, and calibration tests.

We provided a draft of this statement to the Florida Department of State
and ES&S for their review and comments. We briefed the Sarasota County
Supervisor of Elections on the contents of our statement. The Florida
Department of State and ES&S also conducted a sensitivity review to
ensure that business proprietary information is not disclosed in this
statement. We conducted our work from October 2007 to February 2008 in
Washington, D.C.; Tallahassee and Sarasota, Florida; and at ES&S facilities
in Rockford, illinois, and Omaha, Nebraska.
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Results in Brief

We conducted three tests on the iVotronic DRE voting systems used in
Sarasota County and these tests did not identify any problerms that would
indicate that the machines were responsible for the undervote in the
Florida-13 race in the 2006 general election. In our firmware verification
test, we extracted the firmware from a random probability sample of 115
iVotromic DREs out of the 1,499 iVotronic DREs used in Sarasota County’s
2006 general election and found that each machine’s firmware matched the
certified version of firmware held in escrow by the Florida Division of
Elections. The statistical approach used in selecting these machines
enables us to estimate with a 99 percent confidence level that at least 1,439
of the 1,499 machines used the same firmware that was certified by the
Florida Division of Elections. Consequently, we have more confidence in
the results of other tests conducted on a small number of machines by
GAOQ and by others, which indicated that the iVotronic DREs were not the
cause of the undervote. We witnessed the rebuild of the iVotronic DRE's
firmware from the source code that was held in escrow by the Florida
Division of Elections and that was previously reviewed by Florida State
University and by us. At ES&S’s software development facility, we
observed that rebuilding the firmware from the escrowed source code
resulted in the same firmware that was certified and held in escrow by the
Florida Division of Elections. This validation provides greater confidence
in the results of prior source code reviews by Florida State University and
us.

For the ballot test, we cast predefined test ballots on 10 iVotronic DREs
and confirmed that each ballot was displayed and recorded accurately.
The test ballots represented 112 common ways a vater may have
interacted with the iVotronic DRE to select a candidate in the Florida-13
race and cast a ballot. These tests were performed on nine machines
configured as election day machines and then repeated on one niachine
configured as an early voting machine.

Finally, we conducted the calibration test by miscalibrating two iVotronic
DREs and casting ballots on them to validate that the machines recorded
the information that was displayed on the touch screen. Our tests,
involving a total of 10 different miscalibration pattems and capturing 39
ballots, found that the machines correctly displayed the selection in the
Florida-13 race on the review screen and correctly recorded the ballot.
Although the machines were more difficult to use, the selections shown on
the screen were the same selections captured by the machine when the
ballot was cast.
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Based on the results of these tests, we have obtained increased assurance,
but not absolute assurance that the iVotronic DRESs used in Sarasota
County's 2006 general election did not contribute to the large undervote in
the Florida-13 contest. Absolute assurance is impossible to achieve
because we are unable to recreate the conditions of the election in which
the undervote occurred. Although the test results cannot be used to
provide absolute assurance, we believe that these test results, corbined
with the other reviews that have been conducted by the State of Florida,
GAO, and others, have significantly reduced the possibility that the
iVotronic DREs were the cause of the undervote. At this point, we believe
that adequate testing has been performed on the voting machine software
to reach this conclusion and do not recommend further testing in this area.
Given the complex interaction of people, processes, and technology that
must work effectively together to achieve a successful election, we
acknowledge the possibility that the large undervote in Florida's 13th
Congressional District race could have been caused by factors such as
voters who intentionally undervoted, or voters who did not properly cast
their ballots on the iVotronic DRE, potentially because of issues relating to
interaction between voters and the ballot.

Background

The 13th Congressional District of Florida comprises DeSoto, Hardee,
Sarasota, and parts of Charlotte and Manatee Counties. In the November
2006 general election, there were two candidates in the race to represent
the 13th Congressional District: Vern Buchanan, the Republican candidate,
and Christine Jennings, the Democratic candidate. The State of Florida
certified Vern Buchanan the winner of the election. The margin of victory
was 369 votes out of a total of 238,249 votes counted. Table 1 summarizes
the results of the election and shows that the results from Sarasota County
exhibited a significantly higher undervote rate than in the other counties in
the congressional district.
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Table 1: Results from 2006 Generat Election for Florida Congressional District 13

Total Percentage
County J Undervotes batlots cast undervote
Charlotte 4,460 4,277 225 8,962 2.51
DeSoto 3,471 3.058 142 8,672 2.13
Hardee 2,629 1,686 268 4,584 5.87
Manatee 50,117 44,432 2,274 96,828 2.35
Sarasota 58,632 65,487 18,412 142,532 12.92
Total 119,309 118,940 21,322 259,578

Source: GAQ analysis of Florida Division of Elections, Chariotte County, DeSato County, Hardee Gounty, Manatee County, and
Sarasota County data.

Note: Numbers do not add up because of overvotes-where voters select more than the maximum
number of candidates allowed in a race: in this case, an overvote was a ballot that had votes for both
Buchanan and Jennings.

As seen in table 1, about 18,000 undervotes were reported in Sarasota
County in the race for Florida's 13th Congressional District. After the
election results were contested in the House of Representatives, the task
force met and unanimously voted to seek GAO’s assistance in determining
whether the voting systems contributed to the large undervote in Sarasota
County. On June 14, 2007, we met with the task force and agreed upon an
engagement plan. We reported on the status of our review at an interim
meeting held by the task force on August 3, 2007.

On October 2, 2007, we reported that our analysis of election data did not
identify any particular voting machines or machine characteristics that
could have caused the large undervote in the Florida-13 race.” The
undervotes in Sarasota County were generally distributed across all
machines and precincts. We found that some of the prior tests and reviews
conducted by the State of Florida and Sarasota County provided assurance
that certain components of the voting system in Sarasota County
functioned correctly, but they were not enough to provide reasonable
assurance that the iVotronic DREs did not contribute to the undervote. We
proposed three tests—firmware verification, ballot, and calibration--to
provide increased assurance, but not absolute assurance, that the
iVotronic DREs did not cause the large undervote in Sarasota County. We

* GAO, Elections: Status of GAO's Review of Vating Equipient Used in Florida's 13th
Congressional District, GAQ-07-1167T (Washington, D.C.: Aug. 3, 2007).

* GAO-08-97T.
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stated that the successful conduct of the tests could reduce the possibility
that the voting systems caused the undervote and shift attention to the
possibilities that voters intentionally undervoted or voters did not properly
cast their ballots on the iVotronic DRE, potentially because of issues
relating to interaction between voters and the ballot.

Overview of the Voting
Systems Used in Sarasota
County in the 2006 General
Elections

In the 2006 general election, Sarasota County used voting systems
manufactured by ES&S. The State of Florida has certified different
versions of ES&S voting systems. The version used in Sarasota County was
designated ES&S Voting System Release 4.5, Version 2, Revision 2, and
consisted of iVotronic DREs, a Model 650 central count optical scan
tabulator for absentee ballots, and the Unity election management system.
It was certified by the State of Florida on July 17, 2006. The certified
systein includes different configurations and optional elements, several of
which were not used in Sarasota County.’

The election management part of the voting system is called Unity; the
version that was used was 2.4.4.2. Figure 1 shows the overall election
operation using the Unity election management system and the iVotronic
DRE.

® tn May 2007, the State of Florida enacted legislation requiring, in general, the use of
optical scan voting equipment that provides a paper trail. These requirements are effective
July 1, 2008. There is an exeraption from these requirements for voting by persons with
disabilities.
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Figure 1: Qverview of Election Operation Using the Unity Election Management System and iVotronic DRE
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Source: GAQ.

Sarasota County used iVotronic DREs for early and election day voting.
Specifically, Sarasota County used the 12-inch iVotronic DRE, hardware
version 1.1 with firmware version 8.0.1.2.° Some of the iVotronic DREs are
configured to use aundio ballots, which are often referved to as Americans
with Disabilities Act (ADA) machines. The iVotronic DRE uses a touch
screen-—a pressure-sensitive graphics display panel—to display and
record votes (see fig. 2).

“The certified version of ES&S Voting System Release 4.5, Version 2, Revision 2, specifies
the use of iVotronic bardware version L0, According to Florigda Division of Election
officials, hardware verston 1.1 of the iVotronic DRE has been available since at least 2004
and should have been included as a part of the cerlification for ES&S Voting System
Release 4.5, Version 2, Revision 2. According to ES&S officials, iVotronic firmware version
8.0.1.2 yuns in exactly the same manner on hardware versions L0 and 1.1
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Figure 2: The iVotronic DRE Voting System and its Components
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Source: GAO.

The machine has a storage case that also serves as the voting booth. The
operation of the iVotronic DRE requires the use of a personalized
electronic ballot (PEB), which is a storage device with an infrared window
used for transmission of ballot data to and from the iVotronic DRE. The
iVotronic DRE has four independent flash memory modules, one of which
contains the program code-—firmware—that runs the machine; the
remaining three flash memory modules store redundant copies of ballot
definitions, machine configuration information, baliots cast by voters, and
event logs (see fig. 3). The iVotronic DRE includes a VOTE button that the
voter has to press to cast a ballot and record the information in the flash
memory. The iVotronic DRE also includes a compact flash card that can
be used to load sound files onto iVotronic DREs with ADA functionality.
The iVotronic DRE's firmware can be updated through the compact flash
card. Additionally, at the end of polling, the baliots and audit information
are to be copied from the internal flash memory module to the compact
flash card.
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Figure 3: inside View of the iVotronic DRE Showing the Flash Memery Modules
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To use the iVotronic DRE for voting, a poll worker activates the iVotronic
DRE by inserting a PEB inio the PED slot after the voter has signed in at
the polling place. After the poll worker makes selections so that the
appropriate ballot will appear, the PEB is removed and the voter is ready
to begin using the system. The ballot is presented to the voter in a sexries of
display screens, with candidate information on the left side of the screen
and selection boxes on the right side (see fig. 4).
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Figure 4: Second Bailat Page Showing the Congressional and Gubernatorial Races
in Sarasota County's 2006 General Efection
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The voter can make a selection by touching anywhere on the line, and the
iVotronic DRE responds by highlighting the entire line and displaying an X
in the box next to the candidate’s name. The voter can also change his or
her selection by touching the line corresponding to another candidate or
by deselecting his or her choice. “Previous Page” and “Next Page” buttons
are used to navigate the multipage ballot. After completing all selections,
the voter is presented with a suramary screen with all of his or her
selections (see fig. 5). From the summary screen, the voter can change any
selection by selecting the race. The race will be displayed to the voter on
its own ballot page. When the voter is satisfied with the selections and has
reached the final suramary screen, the red VOTE button is illuminated,
indicating the voter can now cast his or her ballot. When the VOTE button
is pressed, the voting session is complete and the ballot is recorded on the
iVotronic DRE. In Sarasota County’s 2006 general election, there were nine
different ballot styles with between 28 and 40 races, which required
between 15 and 21 electronic ballot pages to display, and 3 to 4 summary
pages for review purposes.
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Figure 5: First Summary Page in Sarasota County’'s 2006 General Eiection
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Election Systems Involve
People, Processes, and
Technology

An election system is based upon a complex interaction of people (voters,
election officials, and poll workers), processes (controls), and technology
that must work effectively together to achieve a successful election. The
particular technology used to cast and count votes is a critical part of how
elections are conducted, but it is only one facet of a multifaceted election
process that involves the interplay of people, processes, and technology.

As we have previously reported, every stage of the election process—
registration, absentee and early voting, preparing for and conducting
Election Day activities, provisional voting, and vote counting-—is affected
by the interaction of people, processes, and technology.” Breakdowns in
the interaction of people, processes, and technology may, at any stage of

" GAO, Elections: The Nation's Evolving Election System as Reflected in the November
2004 General Election, GAO-06-450 (Washington, D.C.: June 6, 2006).
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an election, impair an accurate vote count. For example, if the voter
registration process is flawed, ineligible voters may be allowed to cast
votes. Poll worker training deficiencies may contribute to discrepancies in
the number of votes credited and cast, if voter information was not
entered properly into poll books. Mistakes in using the DRE systems could
result from inadequate understanding of the equipment on the part of
those using it.

As noted in our October statement, we recognize that human interaction
with the ballot layout could be a potential cause of the undervote, and we
noted that several suggestions have been offered as possible ways to
establish that voters are intentionally undervoting and to provide some
assurance that the voting systems did not cause the undervote.® For
instance,

« A voter-verified paper trail could provide an independent confirmation
that the touch screen voting systems did not malfunction in recording
and counting the votes from the election. The paper trail would reflect
the voter's selections and, if necessary, could be used in the counting
or recounting of votes. This issue was also recognized in the source
code review performed by the Security and Assurance in Information
Technology (SAIT) laboratory at Florida State University as well as the
2005 and draft 2007 Voluntary Voting Systems Guidelines prepared for
the Election Assistance Commission. We have previously reported on
the need to implement such a function properly.®

« Explicit feedback to voters that a race has been undervoted and a
prompt for voters to affirm their intent to undervote might help prevent
many voters from unintentionally not casting a vote in a race. On the
iVotronic DREs, such feedback and prompts are provided only when
the voter attempts to cast a completely blank ballot, but not when a
voter fails to vote in individual races.

» Offering a “none of the above” option in a race would provide voters
with the opportunity to indicate that they are intentionally undervoting.
For example, the State of Nevada provides this option in certain races
in its elections.

* GAOOSYTT.
® GAO, Elections: Federal Efforts to Improve Securily and Reliability of Electronic Voting

Systems Are Under Way, but Key Activities Need to Be Completed, GAO-05-956
{Washington, D.C.; Sept. 21, 2005).
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We reported that decisions about these or other suggestions about batlot
layout or voting system functions should be informed by human factors
studies that assess such measures’ effectiveness in accurately recording
voters’ preferences, making voting systems easier to use, and preventing
unintentional undervotes.

Tests Confirm
Sarasota County
iVotronic DREs Used
Same Firmware
Certified by Florida

We previously reported that having reasonable assurance that all iVotronic
DREs that recorded votes in the 2006 general election were running the
same certified fimware would allow us to have more confidence that the
iVotronic DREs will behave similarly when tested.”” Consequently, if we
are reasonably confident that the same firmware was running in all 1,499
machines, then we are more confident that the results of other tests,
conducted both by GAO and by others, on a small number of machines can
be used to obtain increased assurance tbat the iVotronic DREs did not
cause the undervote. We also reported that there was a lack of assurance
that the source code that was held in escrow by the Florida Division of
Elections and that was previously reviewed by Florida State University
and by us, if rebuilt, would corresponded to the firmware that was
certified and held in escrow by the Florida Division of Elections. We found
that the firmware on a statistically selected sample of 115 iVotronic DREs
was the same as that certified by the Florida Division of Elections. We also
found that the escrowed source code, when rebuilt into executable
firmware, corresponded to the 8.0.1.2 firmware that was certified by the
Florida Division of Elections.

Methodology for Firmware
Verification Testing

Our methodology to obtain reasonabie assurance that the firmware used
on Sarasota County’s iVotronic DREs during the 2006 general election was
the same as that certified by the State of Florida was broken down into
two basic steps: (1) selecting a representative sample of machines, and (2)
verifying that the firmware extracted from the voting machines was the
same as the escrowed firmware that had been certified by the Florida
Division of Elections. Appendix I details the methodology for selecting the
representative sarmple of machines. Appendix II contains a list of the serial
nuinbers of the tested iVotronic DREs.

To ensure that we would be testing with the iVotronic firmware certified
by the Florida Division of Elections, on October 18, 2007, we and officials

® GAQ-ORH7T,
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from the Florida Division of Elections made two copies of the escrowed
iVotronic 8.0.1.2 firmware on compact discs (CD) and placed them in two
tamper-evident bags with serial numbers. The bags were subsequently
hand-delivered by a Florida Division of Elections official for our use in the
firmware verification test and for the rebuilding of the firmware from the
source code.

In order to extract the firmware from an iVotronic DRE, the machine was
placed on an anti-static mat and the case was opened using a special
screwdriver. After lifting the case, a special extraction tool was used to
remove the flash memory module that contains the firmware. The flash
memory module was then inserted in the socket of a Needham
Electronics’ EMP-300 device that was connected to the universal serial bus
(USB) port of a personal computer (PC). The EMPWin application running
on that PC was used to read the firmware from the flash memory module
and save the extracted firmware on the PC. The Florida Division of
Elections loaned us the EMP-300 and EMPWin application for use in
extracting firmware from the flash memory module.

To compare the extracted firmware with the escrowed version, we relied
on two commercially available software programs. First, we acquired a
license for PrestoSoft’s ExamDiff Pro software that enables comparison of
files. The ExamDiff Pro software is a commercially available program
designed to highlight the differences between two files. For each selected
iVotronic DRE, the extracted firmware was compared with the escrowed
version with any differences highlighted by the program.

Second, to further ensure that the extracted firmware matched the
escrowed firmware, we compared the SHA-1 hash value of the extracted
firmware to the hash value of the comparabie certified firmware." We
computed the SHA-1 hash by using the Maresware hash software that was
provided by the Florida Division of Elections. In order to ensure that the
commercial Maresware hash software properly calculated the SHA-1 hash
value, we (1) created four files and obtained a fifth file that contained

" The National Institute of Standards and Technology (NIST) has issued a Federal
Information Processing Standard (FIPS) that describes four hashing algorithms that are
iterative, one-way hash functions that can process a file and produce a condensed

Tepr ation called a digest or “hash.” These algorithms enable the user to
validate a file's integrity since any change to the file will, with a very high probability, result
in a different message digest. The technical details of this process are contained in FIPS
180-2. The algorithm selected for this testing effort is commonly referred to as SHA-1 and is
the same algorithm used by the Florida Division of Elections during its audit.
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executable code, (2) obtained hash values for each file by either using an
external program that generated the hash values using the same hashing
algorithm as the commercial product or using known hash values,” and (3)
used the commercial program acquired for testing the firmware to ensure
that the hash values it generated for these five files were identical to the
expected hash values for those files. In each case, the hash values
generated by the commercial program were identical to the expected
values. Accordingly, reasonable assurance for the purposes of our review
was obtained that the commercial program produced its hash values in
accordance with the NIST algorithm,

At the end of each day, we (1) used the commercial Maresware software to
compute hash values for each of the firmware programs that had been
unloaded during that day and all previous days, and (2) compared each
hash created by this program to the expected value that was calculated
from the firmware that had been escrowed by the Florida Division of
Elections. This comparison provided further assurance that the extracted
firmmware was (1) identical to the version escrowed by the Florida Division
of Elections when the hashes agreed, or (2) different if the hashes did not
agree.

We also verified that sequestered machines were not used since the 2006
general election. For each of these sequestered machines, we used an
audit PEB to copy the audit logs onto a compact flash card and then used
the Unity election reporting manager to generate event log reports. We
examined the event logs for the date and time of occurrence of activities
that would indicate whether the machine had been used. Lack of such
activities since the 2006 general election provided reasonable assurance
that the machines had not been used since they were sequestered.”

in addition, to verify that the source code for iVotronic DRE firmware
version 8.0.1.2 previously examined by the Florida State University SAIT
source code review team and by GAO corresponded with the version

¥ Two of the files and the expected values used came from FIPS 180-2.

* We verified that sequestered machines were not used since the 2006 general election by
(1) verifying that the seals placed on these machines agreed with Sarasota County's
records, and (2) checking the event logs maintained on the machine to determine whether
the machines had been used since the machine had been sequestered. In every case, we
found that the seal numbers agreed with Sarasota County's records. We were able to check
the event log for 57 of the 58 sequestered iVotronic DREs. We were unable to power up the
remaining iVotronic DRE and were consequently unable to extract the needed audit data.
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certified by the Florida Division of Elections, ES&S officials stated that it
still had the development environment that could be used to compile, or
rebuild, the certified firmware from the source code retained in escrow by
the Florida Division of Elections.” As we previously noted, a software
review and security analysis of the iVotronic DRE firmware was
conducted by a team led by Florida State University’s SAIT laboratory.*
The software review team attempted to confirm or refute many different
hypotheses that, if true, might explain the undervote in the race for the
13th Congressional District. In doing so, they made several observations
about the source code, which we were able to independently verify.

The rebuilding of the firmmware was conducted by ES&S at its Rockford,
1llinois, facility on Noverber 19, 2007, and witnessed by us. Prior to the
rebuild, the Florida Division of Elections provided an unofficial copy of
the source code to ES&S so that ES&S could prepare the development
environment and test the rebuild steps. Using the official sealed copy of
the source code CD, ES&S rebuilt the firmware in front of GAO
representatives. ES&S described the development environment and we
inspected it to satisfy ourselves that the firmmware was faithfully rebuilt
using the escrowed source code. After the rebuilding of the firmware, the
certified version of 8.0.1.2 firmware was compared with the rebuilt version
using PrestoSoft's ExamDiff Pro.

Results of Firmware
Verification Testing

While the Florida audit team had previously confirmed that the firmware
running on six iVotronic DREs matched the certified version held in
escrow by the Florida Division of Elections, we found that the sample size
was too small to support generalization to all 1,499 iVotronic DREs that
recorded votes during the 2006 general election. Accordingly, we
conducted a firmware verification test on a statistically valid sample of 115
iVotronic DRE machines used by Sarasota County during the 2006 general
election. The selected machines fell into two groups—machines that had
not been used since the 2006 general election (referred to as sequestered

" tn our October 2007 statement, we reported that according to ES&S, firmware compiled
from the Florida escrowed source code may not be exactly identical to the firmware
certified by the Florida Division of Elections because the embedded date and time stamp in
the fimware would be different. We found that the date and time was not embedded in the
firmware and that an identical version could be created.

B Security and Assurance in Information Technology Laboratory, Florida State University,

Software Review and Secwrity Analysis of the ES&S tVotronic 8.0.1.2 Voting Machine
Firmware (Tallahassee, Florida: Feb. 23, 2007).
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machines) and machines that had been used in subsequent elections. For
each machine, we extracted the firmware from a flash memory module in
that machine and then compared the extracted firmware with the
escrowed version using coramercially available file comparison tools to
determine whether they agreed. We found that the firmware instalied in
the flash memory module of each machine matched the escrowed
firmware that had been certified by Florida. The statistical approach used
to select these machines lets us estimate with a 99 percent confidence
level that at least 1,439, or 96 percent, of the 1,499 machines used in the
2006 general election used the firmware that was certified by the State of
Florida.

We witnessed the rebuild of the iVotronic DRE's firmware from the source
code that was held in escrow by the Florida Division of Elections and that
was previously reviewed by Florida State University and by us. At ES&S's
software development facility, we observed that rebuilding the firmware
from the escrowed source code resulted in the same firmware that was
certified and held in escrow by the Florida Division of Elections. The
comparison of the escrowed firmware to the version that was rebuilt by
the vendor identified no differences and provides us reasonable assurance
that the escrowed firmware corresponded to the escrowed source code.
The successful rebuilding of the firmware from the escrowed source code
enables us to have greater confidence in the conclusions derived from
prior source code reviews by Florida State University and us.

Ballot Testing Showed
That Machines
Accurately Recorded
and Counted Ballots

In our October 2007 statement, we noted that there were 112 common
ways a voter may interact with the system to select a candidate in the
Florida-13 race and cast the ballot, and that prior testing of the iVotronic
DREs covered only 13 of these 112 possible ways. We developed 224 test
ballots to verify that the iVotronic DRE could accurately capture ballots
using each of these 112 common ways a voter may interact with the
system; 112 test ballots were cast on one machine configured for early
voting, and another 112 ballots were cast on nine machines configured for
election day voting, Our tests showed that for each of the 224 test ballots,
the iVotronic DRE correctly captured each vote as cast for the Florida-13
race. We also conducted firmware verification tests on these machines and
verified that they were running the certified firmware.

Methodology for Ballot
Testing

The methodology for baliot testing can be broken into two major areas—
development of the test ballots and execution of the test using those
ballots. The following sections discuss these areas.

Page 17 GAO-08-426T



271

Development of Test Ballots

In examining how the system allowed voters to make a selection in the
Florida-13 race, we found at least 112 different ways a voter could make
his or her selection and cast the ballot in the Florida-13 race, assuming
that it was the only race on the ballot. Specifically, a voter could (1)
initially select either candidate or neither candidate (i.e., undervote), (2)
change the vote on the initial screen, and (3) use a combination of features
to change or verify his or her selection by using the page back and review
screen options. Accordingly, we tested these 112 ways to select a
candidate on the early voting machine and on the election day machines
(224 test ballots in total).

The 112 standard test ballots cover all combinations of the following types
of voter behavior:

« Voter makes selection on the initial ballot screen and makes no
changes or takes any other action to return to the contest to review or
change selection.

« Voter makes selection on the initial ballot screen and decides before
leaving that screen to change the selection because of an error in
selecting the candidate or for some other reason.

« Voter makes selection on the initial ballot screen and then decides to
use the page back option to review or change selection.

« Voter makes selection on the initial ballot screen and continues to the
review screen and then decides to use the review screen option to
review or change selection.

« Voter makes selection on the initial ballot screen and uses a
combination of page back and review screen options to review or
change selection.

In each instance where a selection could be made, three choices were
possible for the Florida-13 race: a selection for one of the two candidates,
or no selection (i.e., an undervote).

In developing the standard test ballots, we did not consider all
combinations of some other types of voter behavior that would have
significantly increased the number of test cases without providing
significant benefits. In most cases, such behavior are variants of the
primary voter behavior that we examined. The following are examples of
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voter behavior that were not included in the standard test set in order to
reduce the number of test cases to practicable levels:

« Using a one-touch or two-touch method to make changes on a ballot
page‘\s

+ Varying the number of pages a voter may go back (“page backs”) to
return to the page containing the Florida-13 race to change or review a
selection.

« Casting a ballot from the review screen selection. The VOTE button is
not activated until the voter reaches the last review screen. However,
once the VOTE button has been activated, a ballot may be cast from
any screen. For example, a voter may activate the VOTE button and
then return to a contest to review or change the selection using the
review screen option. Once the voter goes to the contest from the
review screen and makes any desired changes, the voter can then cast
the ballot from that screen rather than going back to the last page of
the review screen or even the review screen that was used to return to
the selection.

Although we did not consider all combinations of these types of voter
behavior when developing the standard test ballots, we included some of
these user interactions in the execution of applicable test ballots to
provide increased assurance that the system would handle these voter
behaviors. For each applicable test ballot, we randomly determined the
test procedure that should be used for the following attributes:

+ Initial change method - The standard test ballots address voters
making changes on the initial ballot screen. Where possible, the
method used to change (one-touch or two-touch) the selection was
randomly selected.

* The iVotronic DREs used in Sarasota County allow the user to nmake changes using two
methods. The first method allows the user to simply touch the other candidate; e.g.,
Candidate A is initially selected and the voter decides to select Candidate B by touching the
name of Candidate B. We referred to this as the “one-touch method.” The other method,
referred to as the “two-touch method,” involves the user first deselecting the initial choice
and then making another selection; e.g., Candidate A is initially selected and the voter
decides to select Candidate B hy (1) touching the name of Candidate A, which deselects
Candidate A, and then (2) touching the name of Candidate B to select it.
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« Number of page backs — The ballots used by Sarasota County
included the page back function. After reviewing the ballots, it
appeared reasonable to expect that voters who may have used the page
back option would probably decide that they had inissed the race by
the time they went one or two pages beyond the page with the
Florida-13 race. Therefore, when a standard test ballot contained a
page back requirement, the number of page backs was randomly
selected to determine whether one or two page backs should be used.

+ Page back change method - Some test ballots required a change after
the page back option was selected. As with the initial change method,
where possible, the method of changing (one-touch or two-touch) the
selection was randomly assigned.

+ Review screen change method — The sysiem displays a review
screen that shows the voter’s selections (or lack of selections} after the
voter has progressed through all contests. On the review screen, the
voter can select a race to go directly to that contest and (1) review the
selection made, and (2) make any desired corrections. The standard
test ballots were designed to cover this type of event. Where possible,
the method used to make the change {one-touch or two-touch) was
randorly selected.

» Activate VOTE button and cast ballots from the review screen -
In order to test casting ballots from locations other than the last review
screen, the VOTE button must be activated prior to going to a screen
where the ballot is cast.” In order to determine which test ballots
should be used for this test, a two-step approach was adopted. First, a
random selection of the ballots that use the review screen option was
made to determine which test ballots should have the VOTE button
activated. Then a randoru selection of these test ballots was made to
determine whether the ballot should be cast from the review screen
selection.

Besides those attributes that directly affect the selection in the Florida-13
race, we varied the other attributes on the ballot in order to complete the

* The actual procedure is to (1) go to the last review screen, which activates the VOTE
button, (2) page back to the contest (normally 2 or 3 page backs depending on the ballot
style), and (3) selecting the contest on the review sereen that should be revisited. We
assumed that voters would cast such ballots using this procedure instead of using the page
back option because it did not appear reasonable that a voter would page back at feast 17
screens to reach the Florida-13 race, which was the focus of the testing.
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ballot test. For each of the 224 test ballots, we used random values for
other attributes, including the following:

+ Ballot style — Each ballot was randomly assigned one of the nine
ballot styles used in the election.

+ Write-in candidate ~ All ballot styles includes write-in options in at
least 2 races —United States Senate and State Governor/Lieutenant.
Governor. To verify that the iVotronic DRE accurately recorded the
selection in the Florida-13 race for each test ballot, we needed a way to
identify each test ballot in the ballot image log. To accomplish this, we
randomly selected one of these two races, selected the write-in
candidate for the race, and entered a unique value (i.e., the test ballot
nurober) in the write-in field.

+ Candidates and selections in other races on the ballot - Each
ballot style had between 28 and 40 contests on the ballot. The values
for the contests besides the Florida-13 race and the write-in field were
also randomly selected. For example, most items had three possible
choices—candidate 1 (or Yes), candidate 2 (or No), and undervote.
Which of these three values was used for a given contest was randomly
determined.

The values used for these attributes were independently determined for
the election day and early voting test ballots. For example, Test Ballot 2
(election day) and Test Ballot 202 (early voting) were designed to test the
same standard condition described by one of the 112 standard test
ballots." Table 2 illustrates some of the similarities and differences
between the two test ballots that result from the random selection process
used to determine the other aspects of the ballot.

** The standard actions taken in these two test ballots called for the tester to (1) make a
selection on the initial screen and then change the selection, (2) page back to the initial
selection screen and change the selection, and (3) use the review screen option to change
the selection again.
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Table 2; of Dift Test Ballot 2 and Test Ballot 202

Test item Test Ballot 2 Test Ballot 202
Precinct 142 143
Batlot style 6 7
Contest used to contain unique value used to identity the test ballot Governar/Lieutenant U.S. Senate
during the review process. Governor

Method used to make change on initial screen for contest Two-touch One-touch
Number of page backs to return to contest 2 1
Method used to make change after paging back to contest Two-touch Two-touch
Activate VOTE button prior to using the review screen to return to the No Yes
contest

Selection for Attorney General McColium Campbeli
Selection for Constitutional Amendment 1 No Undervote
Selection for Constitutional Amendment 8 No No
Method used to make change using the review screen approach Two-touch Two-touch
Cast balfot from contest selection No Yes
Return to review screen and then cast ballot Yes No

Source: GAO.

Finally, we selected 10 random machines to be used for the ballot testing.”
One machine was selected froin those that were used in early voting in the
2006 general election. The other nine were selected from those that used
each of the ballot styles on election day in the 2006 general election.” For
each election day machine, the assigned precinct was the same as the
precinct where the machine was used during the 2006 general election.
For the early voting machine, we needed to assign precincts for each
ballot style. We used the precinct associated with the back-up machine
used for election day testing as the precinct for that ballot style.* If the
first back-up machine was assigned the same precinct number as the
primary election day machine, then we used the precinct associated with
the second back-up machine. This approach was taken to maximize the
number of precincts used in the testing efforts.

" Details on the random selection can be found in appendix L.

* We excluded machines fom one precinct that used two ballot styles instead of one.

' In order to ensure that we could compiete our tests even if a machine sclected for testing
failed to operate, our statistical sampling methodology generated a list of machines that

could be used as replacements and still maintain the integrity of the testing process. These
are referred to as *back-up” machines.
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Process Used in Executing the
Ballot Test

A two-person test team conducted the ballot testing. One tester read out
aloud the steps called for in the test ballot while the other tester
performed those actions. In order to ensure that all of the actions relating
to the Florida-13 congressional race were performed as laid out in the test
ballots, a two-person review team observed a video display of the test and
compared the actions taken by the tester to those called for in the test
ballot. Furthermore, after the testing was completed, another team
reviewed the video recording of these tests to validate that the actions
relating to the Florida-13 contest taken by the tester were consistent with
those called for by the test ballots.”

The criteria used to determine whether the test produced the expected
result was derived from the Florida Voting System Standards.”
Specifically, among other things, these standards require the system to
allow the voter to (1) determine whether the inputs given to the system
have selected the candidates that he or she intended to select, (2) review
the candidate selections made by the voter, and (3) change any selection
previously made and confirm the new selection prior to the act of casting
the ballot. Furthermore, the system must communicate to the voter the
fact that the voter has failed to vote in a race (undervote) and require the
voter to confirm his or her intent to undervote before casting the ballot.
During the ballot test, the actual system response was compared to the
expected results by a review team and after the testing was completed
another review team compared the video records to the test ballots to
validate that the tests had been performed in accordance with test scripts
for the Florida-13 contest.

At the beginning of testing on each iVotronic DRE, the machine was
opened for voting and a zero tape was printed. After the casting of all test
ballots on the machine, the machine was closed and a results tape was
printed. The closing of the machine also writes the audit data to the
compact flash card, including event data and ballot images. We examined
the results tapes and compared the total votes cast for the Florida-13
contest against what was expected fror the test ballots. We also kept

* These two reviews identified two early voting and seven election day test ballots where
the specified scripts were not followed exactly for the Florida-13 contest. Because these
test ballois had not followed the test script for the Florida-13 contest exactly, they were
retested. Accordingly, the testing efforts resulted in 233 actual ballots being cast.

* Florida Departent of State, Florida Voting System Standards, Form DS-DE 101 (Jan.
12, 2005).
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track of the total number of ballots handled by the machine, called the
“protective count” of an iVotronic DRE, before and after the test and
confirmed that the increase in protective count matched the number of
test ballots cast on that machine.”

Using the Unity election reporting manager, we read the compact flash
cards and processed the audit data on each ballot test machine. We
generated the ballot image log and examined the individual test ballots in
the ballot image log. We looked for the unique identifier that was used for
each test ballot and then confirmed that the ballot image reflected the
correct selection for the Florida-13 race as called for by the test ballot. For
example, the test script for Test Ballot 1 required the tester to (1) select a
write-in candidate for U.S. Senate and (2) enter the value of “TB1” in the
write-in field. Because only this test ballot used this value, we could
review the ballot image log to determine what selection the voting
machine recorded for the Florida-13 contest for the ballot showing “TB1”
as the write-in candidate for U.S. Senate ™

Finally, using the process discussed previously for firmware testing, the
firmware on all machines used for ballot testing was validated to ensure
these machines used the same firmware that had been certified by the
Florida Division of Elections.

Results of Ballot Testing

After executing the ballot tests on the election day and early voting
machines, we found that all 10 iVotronic DREs captured the votes for the
Florida-13 race on the test ballots accurately. We used a unique identifier
in a write-in field in each test ballot and verified that the iVotronic DRE
accurately captured the tester’s final selections in the Florida-13 race for
each test ballot.

* The iVotronic DRE is designed to maintain a count of all ballots cast on a given machine
and functions much like an automnobile’s odometer. The protective count can be used to
help ensure that the election process did not lose any votes. For example, before a machine
is sent to a precinct, the protective count is recorded. Accordingly, if the precinct’s voting
register show that 100 individuals voted, then the increase in the protective counts for all
machines assigned to that precinct should increase by 100. This value can then be
compared to the actual votes recarded in the election to ensure that the values are
consistent; i.e., the results Lape for the election shows that 100 votes have been accounted
for during this election using this example precinct.

* In some cases, a test ballot had to be reentered because the original test did not follow all

of the desired actions associated with the Florida-13 contest, In these cases, the value
entered was made unique by adding a letter to the value, e.g., “TBIA",
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Testing 112 ways to select a candidate on a single machine also provided
us some additional assurance that the volume of ballots cast on election
day did not contribute to the undervote. We noted that casting 112 ballots
on a single machine was more than the number of ballots cast on over 93
percent of the 1,415 machines used on election day.

: Because little was known about the effect of a miscalibrated machine on
D?hbe?ately the behavior of an iVotronic DRE, we deliberately miscalibrated two
Miscalibrated iVotronic DREs using 10 different miscalibration methods to verify the
H : functioning of the machine. Although the miscalibration made the machine

roni E
IVOt ¢ DR s more difficult to use, the 39 ballots used in this test confirmed that the
Accurately Recorded system correctly recorded the displayed vote for the Florida-13 contest
Displaye d Ballots and did not appear to contribute to the undervote.
Methodolo, 8y for For the calibration testing, we judgmentaily selected five different
Calibration Testing miscalibration patterns and repeated each pattern twice—once with a

small amount of miscalibration and the second time with a large amount of
miscalibration. The amount of miscalibration was also subjective—
roughly 0.25 to 0.5 inch for a small amount and about 0.7 to 1 inch for a
large miscalibration.

The miscalibration patterns are shown in the following figures.
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Figure 6: Miscalibration Pattern 1: For Each Catibration Point, the Tester Touches a
Point Shifted Diagonally inward

Miscafibration Patlern 1

Source: GAO.
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1
Figure 7: Miscalibration Pattern 2;: For Each Calibration Point, the Tester Touches a
Point Shifted Horizontailly Inward

Miscalibration Pattern 2

Soures: GAQ.
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Figure 8: Miscalibration Pattern 3: For Each Calibration Point, the Tester Touches a
Point Shifted Vertically inward

Miscalibration Pattern 3

B ia% R 3 v

Source: GAO.
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0P e e
Figure 9: Miscaiibration Pattern 4: For Each Calibration Point, the Tester Touches a
Point Shifted Horizontaily to the Right

Miscatibration Pattern 4

Source: GAQ.
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Figure 10: Miscalibration Pattern 5: For Each Calibration Point, the Tester Touches
a Point Shifted Horizontatly to the Left

Miscalibration Patlern 5

Source: GAO.

We conducted calibration testing on two different machines that were
used for ballot testing.” As with ballot testing, at the beginning of testing
of each machine, we opened the machine for voting and printed a zero
tape. During the opening process, we calibrated the machine with one of
the miscalibration patterns. After the machine was miscalibrated, we then
executed at least three of the test ballots that were used during ballot
testing on that machine for each test.” The test ballots were rotated among

* The approach used to select these machines is described in appendix 1.

" In the testing of the first two miscalibration patterns for the first machine, all the test
hallots used in the ballot testing for that machine were repeated. However, the individual
performing the testing soon recognized the changes that were needed to compensate for
the miscalibration. Accordingly, the tester did not make as many attempts to perforn: the
desired function in the later cases as with the first three cases. Therefore, for the remaining
eight miscalibration test patterns, we executed three test ballots per pattern because these
cases produced the greatest likelihood of generating spurious touches before obtaining the
desired selection.
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the miscalibration patterns. For example, one of the machines had eight
different ballot test scripts. The first three were used on one
miscalibration pattern, the next three on another miscalibration pattern,
and the final two plus the first one would be used on another
miscalibration pattern. After the ballots were cast for one miscalibration
pattern, the machine would be miscalibrated with another pattern. After
the needed miscalibration patterns were tested on a machine, the
iVotronic DRE was closed and a results tape was printed. The closing of
the iVotronic DRE also wrote the audit data to the compact flash card.

During the testing, the tester was instructed to take whatever actions were
necessary to achieve the desired resuit. For example, if the script called
for the selection of Candidate A, then the tester would keep touching the
screen until Candidate A was selected. A review team monitored the
testing to ensure that (1) the proper candidate for the Florida-13
congressional race was ultimately selected and (2) the review screen
showed this candidate selection when it was first presented.

As with the ballot test, we used the Unity election reporting manager to
read the compact flash cards and processed the audit data or each ballot
test machine. We generated the ballot image log and examined the
individual test ballots in the ballot image log. We looked for the unique
identifier that was used for each test ballot and then confirmed that the
ballot image reflected the correct selection for the Florida-13 race as
called for by the test ballot. After the testing had been completed, the
expected results shown in the test ballot scripts were compared to the
actual results contained in the ballot image log and the resuits tape using
the same process discussed in the ballot testing methodology.

Results of Calibration
Testing

The 39 ballots used in this test confirmed that the system correctly
recorded the displayed vote for the Florida-13 contest. We also noted that
the miscalibration clearly made the machines harder to use and during an
actual election these machines wouid have probably been either
recalibrated or removed from service once the voter brought the problem
to the precinct’s attention, according to a Sarasota County official who
observed the tests.”

2 Our review of the election day records identified two reported cases on election day
where the miscalibration of the iVotronic DRE led to iis ¢losure and discontinued use for
the rest of the day.
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Figure 11 shows an example of effects of our miscalibration efforts on the
screen that is used to confirm the calibration results. Specifically, the
stylus points to where the tester is touching the screen while the “X” on
the screen shows where the machine indicated the stylus was touching the
screen.” In a properly calibrated machine, the stylus and the “X” are
basically at the same point.

Figure 11: Example of the Effects of a Miscalibrated Machine on the Calibration
Screen

Figure 12 shows an example of where the tester is touching the screen to
make a selection and how this “touch” is translated into a selection. As can
be seen, the finger making the selection is touching a position that in a
properly calibrated machine would not result in the selection shown.
However, the machine clearly shows the candidate selected and our tests
confirmed that for the 39 ballots tested, the candidate actuaily shown by
the system as selected (in this example, the shaded line) was the candidate
shown on the review screen, as well as the candidate that received the
vote when the ballot was cast.

* While votes are normally cast using fingers on the touch screen, a stylus is normally used
during the calibration process.
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Figure 12: Example of the Effecis of a Miscalibrated Machine on a Candidate
Selection

Conclusions

Our tests showed that (1) the firmware installed in a statistically selected
sample of machines used by Sarasota County during the 2006 general
election matched the firmware certified by the Florida Division of
Elections, and we confirmed that when the manufacturer rebuilt the
iVotronic 8.0.1.2 firmware from the escrowed source code, the resulting
firmware matched the certified version of firmware held in escrow, (2) the
machines properly displayed, recorded, and counted the selections for ail
test ballots cast during the ballot testing involving the 112 common ways a
voter may interact with the system to cast a ballot for the Florida-13 race,
and (3) the machines accurately recorded the test ballots displayed on
deliberately miscalibrated machines. The results of these tests did not
identify any problems that would indicate that the iVotronic DREs were
responsible for the undervote in the Florida-13 race in the 2006 general
election.

As we noted when we proposed these tests, even after completing these
fests, we do not have absolute assurance that the iVotronic DREs did not
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play any role in the large undervote. Absolute assurance is impossible to
achieve because we are unable to recreate the conditions of the election in
which the undervote occurred. Although the test results cannot be used to
provide absolute assurance, we believe that these test results, combined
with the other reviews that have been conducted by Florida, GAO, and
others, have significantly reduced the possibility that the iVotronic DREs
were the cause of the undervote. At this point, we believe that adequate
testing has been performed on the voting machine software to reach this
conclusion and do not recommend further testing in this area. Given the
complex interaction of people, processes, and technology that must work
effectively together to achieve a successful election, we acknowledge the
possibility that the large undervote in Florida’s 13th Congressional District
race could have been caused by factors such as voters who intentionally
undervoted, or voters who did not properly cast their ballots on the
iVotronic DRE, potentially because of issues relating to interaction
between voters and the ballof.

Comments

We provided draft copies of this statement to the Secretary of State of
Florida and ES&S for their review and comment. We briefed the Sarasota
County Supervisor of Elections on the contents of this statement and
asked for their comments. The Florida Department of State provided
technical comments, which we incorporated. ES&S and the Sarasota
County Supervisor of Elections provided no comments.

Mr. Chairman, this completes my prepared statement. [ would be happy to
respond to any questions you or other Members of the Task Force may
have at this time.
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include James Ashley, Stephen Brown, Francine Delvecchio, Cynthia
Grant, Geoffrey Hamilton, Richard Hung, Douglas Manor, John C. Martin,
Jan Montgomery, Daniel Novillo, Deborah Ortega, Keith Rhodes, Sidney
Schwartz, Patrick Tobo, George Warnock, and Elizabeth Wood. We also
appreciate the assistance of the House Recording Studio in the video
recording of the tests.
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Appendix I: Methodology for Selecting
IVotronic DREs for GAO Testing

Each of the three tests—firmware verification, ballot, and calibration--—
was conducted on a sample of the 1,499 iVotronic DREs that recorded
votes during the 2006 general election in Sarasota County, Florida. We
selected 115 iVotronic DREs for the firmware test, 10 for the ballot test,
and 2 for the calibration test. Appendix II contains the serial numbers of
the iVotronic DREs that were tested.

Firmware Test Sample

We selected a stratified random probability sample of iVotronic DREs
from the population of 1,499. The sample was designed to allow us to
generalize the resuits of the firmware sample to the poputation of
iVotronic DREs used in this election. We stratified the population into two
strata based on whether the machines had been sequestered since the 2006
general election. There were a total of 818 machines that were sequestered
and 681 machines that had been used in subsequent elections. The
popuiation and sample are described in table 3.

We calculated the sample size in each stratum using the hypergeometric
distribution to account for the relatively small populations in each
stratum. We determined each sample size to be the minimum nurmber of
machines necessary to yield an upper bound of 7.5 percent, at the 99
percent confidence level, if we observed zero failures in the firmware test.
Assuming that we found no machines using an uncertified firmware
version, these sample sizes allowed us to conclude with 99 percent
confidence that no more than 7.5 percent of the machines in each stratum
were using uncertified firmware. Further, this sample allowed us to
conclude that no more than 4 percent of the 1,499 iVotronic DREs were
using uncertified firmware, at the 99 percent confidence level.

Table 3: Description of the Stratified Population and Sample Sizes for the Firmware
Test

Stratum Population size Sample size
Sequestered machines 818 58
Non-sequestered machines 681 57
Total 1,499 115

Source: GAD based on analysis of Sarasota County voting data.

An additional five sequestered machines and five non-sequestered
machines were selected as back-up machines should there be problems in
locating the selected machines or some other problem that prevented
testing thern.
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LW

: for
IVotronic DREs for GAQ Testing

Ballot Test Sample

We randomly selected a total of 10 machines from the population of 1,384
machines that were not selected in the firmware test sample. This sample
size is not sufficient to allow us to make direct generalizations to the
population. However, if we are reasonably confident that the same
software is used in all 1,499 machines, then we are more confident that the
results of the other tests on a small number of machines can be used to
obtain increased assurance that the iVotronic DREs did not cause the
undervote. We randomly selected one machine from each of the nine
ballot styles used during the general election and one machine from the
machines used for early voting.' In case of problems in operating or
locating the machines, we also selected randomly selected two additional
machines for each ballot style and for early voting.

Calibration Test Sample

The two iVotronic DREs selected for calibration testing were selected
from those tested in the ballot test. Because the machines used for the
ballot tests included an ADA machine and “standard” machines, we
selected one of each for calibration testing. Although we did not test the
ADA capabilities of the ADA machine (e.g., the audio ballots), we found
that the on-screen appearance of selections on the ADA machine differed
shghtly from that on non-ADA machines. For exarple, the standard non-
ADA machine displayed a blue bar across the screen and an X in the box
next to the candidate’s name when a selection was made, while an ADA
machine only showed an X in the box next to the candidate’s name.

! We also excluded those election day machines from one precinct that supported two
different baliot styles.
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Appendix II: List of Machines Tested by GAO

Table 4 table lists the iVotronic DREs that were tested by GAO. For each
machine, the table shows whether the machine was sequestered and what
type of testing was conducted on the machine.

Tabile 4: List of iVotronic DREs Tested by GAO

Machine Type of
Serial number sequestered testing conducted
V0105178 No Firmware testing
V0105203 No Firmware testing
V0105222 Yes Firmware testing
V0105255 No Firmware testing
V0105305 No Firmware testing
V0105351 No Firmware testing
V0105379 Yes Firmware testing
V0105380 Yes Firmware testing
V0105396 No Firmware testing
V0105422 Yes Firmware testing
V0105481 No Firmware testing
V0105493 No Firmware testing
V0105500 Yes Firmware testing
V0105524 No Firmware testing
V0105526 Yes Firmware testing
V0105563 No Firmware testing
V0105573 No Firmware testing
V0105607 No Firmware testing
V0105613 Yes Firmware testing
V0105623 Yes Firmware testing
V0105651 No Firmware testing
V0105656 No Firmware testing
V0105661 Yes Firmware testing
V0105664 Yes Firmware testing
V0105743 No Firmware testing
V0105848 No Firmware testing
V0105873 Yes Firmware testing
V0105874 No Firmware testing
V0105894 Yes Firmware testing
V0105903 Yes Firmware testing
V0105906 Yes Firmware testing
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Appendix II: List of Machines Tested by GAOQ

Machine Type of
Serial number sequestered testing conducted
V0105923 Yes Firmware testing
V0105964 Yes Firmware testing
V0105971 Yes Firmware testing
V0105992 Yes Firmware testing
V0106001 Yes Firmware testing
V0106016 No Firmware testing
V0106024 Yes Firmware testing
V0106025 Yes Firmwate testing
V01068034 No Firmware testing
V0106064 No Firmware testing
V0106068 No Firmware testing
V0106069 Yes Firmware testing
V0106084 No Firmware testing
V0106087 Yes Firmware testing
V0106126 No Firmware testing
V0106156 No Firmware testing
V0106191 Yes Firmware testing
V0106203 Yes Firmware testing
V0106254 Yes Firmware testing
V0106264 Yes Firmware testing
V0106265 No Firmware testing
V0106274 No Firmware testing
V0106282 No Firmware testing
V0106343 No Firmware testing
V0106368 No Firmware testing
V0106377 No Firmware testing
V0106396 Yes Firmware testing
V0106445 No Firmware testing
V0106461 No Firmware testing
V0106475 Yes Firmware testing
V0106478 Yes Firmware testing
V0106486 No Firmware testing
V0106507 No Firmware testing
V0106522 Yes Firmware testing
V0106525 Yes Firmware testing
V0106531 No Firmware testing
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Appendix I: List of Machines Tested by GAO

Machine Type of
Serial number sequestered testing conducted
V0106552 No Firmware testing
V0106585 No Firmware testing
V0106586 No Firmware testing
V0106588 No Firmware testing
V0106602 No Firmware testing
V0106615 Yes Firmware testing
V0106656 Yes Firmware testing
V0106658 Yes Firmware testing
V0106661 No Firmware testing
V0106667 Yes Firmware testing
V0106681 No Firmware testing
V0106711 Yes Firmware testing
V0106718 Yes Firmware testing
V0106740 No Firmware testing
V0106744 No Firmware testing
V0106833 Yes Firmware testing
V0106840 Yes Firmware testing
V0106864 No Firmware testing
V0106865 Yes Firmware testing
V0106878 Yes Firmware testing
V0106881 Yes Firmware testing
V0106883 No Firmware testing
V0106907 No Firmware testing
V0106933 Yes Firmware testing
V0106936 Yes Firmware testing
V0106949 Yes Firmware testing
V0106965 Yes Firmware testing
V0107000 No Firmware testing
V0107011 No Firmware testing
V0107020 No Fimmware testing
V0107042 Yes Firmware testing
V0107045 No Firmware testing
V0107053 Yes Firmware testing
V0107077 Yes Firmware testing
V0107082 No Firmware testing
V0107094 Yes Firmware testing
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Appendix 11: List of Machines Tested by GAO

(460595)

Machine Type of
Serial number sequestered testing conducted
V0107108 Yes Firmware testing
V0107138 Yes Firmware testing
V0107143 No Firmware testing
V0107147 Yes Firmware testing
V0110355 Yes Firmware testing
V0111064 No Firmware testing
V0113816 No Firmware testing
V0114087 Yes Firmware testing
V0114415 Yes Firmware testing
V0117658 No Firmware testing
V0119183 No Firmware testing
V0118293 Yes Firmware testing
V0105386 Yes Early voting ballot testing
V0105266 Yes Etection day baliot testing
V0105694 No Etection day baliot testing
V0106082 Yes Election day batiot testing
V0106145 Yes Election day ballot testing
V0106247 Yes Election day ballot testing
V0106509 No Election day bailot testing
and calibration testing
V0106671 Yes Election day ballot testing
V0117861 No Etection day bailot testing
and calibration testing
V0117951 No Election day baflot testing
Source: GAO.
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August 15, 2006

Dear FL Users:

UV 1290y vy
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Qo »2
It has come to our attention after a number of inquiries from several of our iVotronicT2 incP
screen users that some of your screens are exhibiting slow response times. After receiving
some of these terminals in our Omaha, NE facility we were able to replicate a slow
response during our testing.

After further analysis of the issue it has been determined that touchscreens on units with
previous versions of firmware did not exhibit this condition. Therefore, our Engineering and
Development Teams reviewed the differences in firmware code for versions 8.0.1.2 and
7.4.5.0 to estabfish the possible cause of this condition.

We have determined that the delayed respanse time is a result of a smoothing filter that
was added to iVotronic firmware versions 8.x and higher. This smoothing filter waits for a
series of consistent touchscreen reads before a candidate name is highlighted on the bailot.
In some cases, the time lapse on these consistent reads is beyond the normal time a voter
would expect to have their selection highlighted. This delayed response to touch may vary
from terminal to terminal and also may not occur every single time a terminal is used.

The improvement will require an update to the firmware, and state-leve! certification. We
have already taken steps to make the necessary changes to the firmware. Our plans are to
certify this in the state of Florida in time for use for the November, 2006 General Election.
This firmware upgrade would not invoive any Unity software changes or upgrades to any
other component of your voting system. This firmware change is only necessary for the 12”
size iVotronic screens. ’

in order to avoid any potential issues at the polis on September 51, it is our
recommendation that you train your polt workers and voters to expect this slightly delayed
response time for their highlighted selections. We have included with this mailing a sample
voting booth instruction sign for your review and use.

Itis important to note that this delayed response time in no way affects the integrity or
refiability of the iVotronic voting system. Al votes will be recorded securely and accurately
as they always have been. No other functionality within the iVotronic system is
compromised or affected by this issue.
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it is our goal and focus at ES&S to provide secure, accurate and reiiable voting systems to

all of our clients worldwide. On behalf of ES&S, | can assure you that we are working with

the Florida Division of Elections to rectify this situation and to prevent it from being an issue
in all other future elections.

We will keep you posted on our developments as we work through the necessary phases of
impiementing this firmware in our 12" iVotronic screen counties in Fiorida.

Thank you for continued support.

Sincerely,

Linda Bennett
Regional Account Manager

Cc: David R. Drury, Chief, Bureau of Voting Systems Cerification
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Sarasota Herald-Tribune (Florida)

November 8, 2006 Wednesday
SARASOTA EDITION

DEMOCRATS SEIZE HOUSE; CRIST IN; BUCHANAN LEADS;
S1lim 368-vote margin will trigger a recount for the
13th District

BYLINE: By JEREMY WALLACE H-T POLITICAL WRITER
SECTION: A SECTION; Pg. Al
LENGTH: 1105 words

Republican Vern Buchanan was clinging to a 368-vote edge over Democrat Christine
Jennings for the 13th Congressional District early this morming.

Although Buchanan declared victory just before 1 a.m., the razor-thin margin
kept Jennings from conceding defeat and will generate an automatic recount.

*It's been a leng night, " Buchanan told diehard supporters gathered at the
Sarasota Hyatt. "We got official notice. We won."

The results were loaded with controversy as nearly 13 percent of all ballots
cast in Sarasota didn't include a choice for Congress. That difference, and
scattered reports of difficulty finding the race on Sarasota's touch-screen
ballots, raised concerns about undervotes in the race.

Supervisor of Elections Kathy Dent coulén't explain why 8,000 to 10,000 fewer
people voted in the congressional race than in other high-profile races for
governor, attorney general or U.S. Senate. But she said nothing mechanical went
wrong with the county's $4.7 million touch-screen voting machine system.

"Could it be that both candidates are from Sarasota -~ I don’'t know, " Dent said.
"I don't have a clue. We had a real heated race in the primary, and I think it
turned people off." .

Throughout the day voters complained that touch-screen voting machines were not
registering votes for Jennings properly. Jennings' campaign held a midday press
conference to warn the problem was widespread.

At about 11:30 p.m. with the results still in great doubt, Jennings address
supporters at a reception at Michael's on East in Sarasota.

"Right now, the most important thing, and I think that my opponent would agree,
is to make sure that the rights of Florida voters are protected and that every vote
is counted," she said.

It's a strikingly similar comment to those made during the controversial
presidential election in 2000 when President George W. Bush won Florida by less
than 600 votes after weeks of legal battles and recounts.
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Already Democrats were calling in lawyers from the Democratic National Committee
to weigh in on the potential voting issues.

“I hope it isn't the second coming of the butterfly ballot," Kendall Coffey
attorney for the Jennings campaign.

Susan McManus, a political science professor at University of South Florida,
said the difference more likely resulted from people frustrated with the
contentious campaign.

*You can see first-hand the results of an extremely negative campaign. People
said, "I can't vote for either one of them.'®

In Sarasota County, with all but one precinct reporting, 87,797 people voted for
Bill Nelson, Katherine Harris or another candidate for U.S. Senate. In the governor
race between Charlie Crist and Jim Davis, 87,678 county resident voted.

Only 76,549 voted for Jennings or Buchanan. In comparison, about 3,000 more
people voted in the Sarasota Public Hospital Board election.

But a similar undervote was not recorded in other counties that voted in the
District 13 race. In DeSoto County, only about 70 fewer votes were cast in the
House race as the. governor's race. That represents a 1.1 percent undervote. In
Manatee County -- where not all voters even get to vote in the House race -- the
undervote for the Jennings-Buchanan race was less than 6 percent, half that of
Sarasota County, which registered a nearly 11 percent undervote when compared to
the governor's race.

If Buchanan's victory holds, he will have survived a Democratic wave that turned
two other Republican held seats in south Florida toc Democratic control. The 13th
Congressional District had emerged as one of the most watched races in the nation.

Buchanan used that idea over the last days of the campaign to warn voters that
picking Jennings was akin to putting liberal Democrats in control of Congress.

At the beginning of the year few political pros predicted even one Republican
seat in Florida having any national significance.

But because of a rough primary in the 13th Congressional District, the shocking
scandal in the 16th and a strong showing in the 22nd, Florida -- and South Florida
became one of the most fought over political territories im the nation.

Arguably only Pennsylvania and Ohio have tighter races than Florida.

President George W. Bush, former President Bill Clinton, first Lady Laura Bush,
former Democratic presidential candidate John Kerry and former New York City Mayor
Rudy Giuliani are among the parade of political stars who made it to South Florida
hoping to tip the scales to their party.

“What looked to be a relatively uninteresting year in Florida politics has
turned out to be one of the most interesting in the nation," said Larry Sabato,
director of the Center for Politics at the University of Virginia.

The close battle in the 13th led to fierce campaigning, buttressed by a slew of
negative campaign mail, TV ads, and radio spots in which Buchanan tried to peg
Jennings as a liberal. Jennings tried to label Buchanan a corrupt businessman,
continually qguestion his business background.

http://w3.nexis.com/new/delivery/PrintDoc.do?fromCart=false&dnldFilePath=%2Fl-n%2F... 1/23/2008



303

Despite key difference on big issues, the two candidates rarely debated during
their eight week campaign. Instead they relied on money to get their messages out.

In all, $11.4 million was spent or available to be spent on what became one of
the most expensive races in House history, falling just shy of the $11.6 million
record.

In a district where Republicans make up 45.3 percent of voters, Democrats make
up 32.3 percent and voters unaffiliated with either major party are 22.4 percent,
courting the other side was most important for Jemnnings, whose campaign featured a
TV ad with prominent Republicans saying they would vote for her.

Even before the results began trickling in, Jennings campaign staff was raising
questions about Sarasota's electronic voting machines. The campaign said more than
30 people complained Tuesday that their initjal votes for her weren't recorded.

Add to that the dozen or so complaints the Jennings camp says it received during
early voting and her supporters are worried there might be hundreds of voters who

intend to vote but a computer glitch seems to be preventing it.

Staff writers Todd Ruger, Carol E. Lee, Doug Sword and Dave Gulliver contributed
to this report.

U.S. House, District 13
Jennings (D)} 118,737 50%
Buchanan (R) 119,105 50%
(327 of 327 reporting}
Charlotte County
Jennings {D} 4,265 49%
Buchanan {(R) 4,452 51%
{8 of B reporting)
DeSoto County

Jennings (D) 3,057 47%
Buchanan (R} 3,465 53%
{15 of 15 reporting)
Hardee County

Jennings (D} 1,687 39%
Buchanan (R} 2,627 61%
(12 of 12 reporting)

Manatee County
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Jennings (D} 44,361 47%
Buchanan (R} 50,027 53%
(135 of 135 reporting)
Sarasota County
Jennings (D} 65,367 53%
Buchanan (R) 58,534 47%
(157 of 157 reporting)
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LANGUAGE: ENGLISH

NOTES: 2006 GENERAL ELECTION RESULTS 13TE DISTRICT CONGRESS

GRAPHIC: PHOTO 3 MAP

STAFF PHOTO/ROB MATTSON/ rob.mattson@heraldtribune.com Vern Buchanan celebrates an
unofficial 1 a.m. victory at the Sarasota Hyatt. An uncounted 53,000 votes dealys
results in the race. STAFF PHOTO / NINA GREIPEL / nina.greipel@heraldtribune.com
Ignoring the rain, GOP candidate Vern Buchanan waves at passing traffic at the
corner of Bee Ridge and Beneva roads in Sarasota on Tuesday as supporter John Colon
holds an umbrella. STAFF PHOTO / THOMAS BENDHER / thomas.bender@heraldtribune.com
Democratic House candidate Christine Jennings talks with Roz Goldberg of Longboat
Key at her Election Day party at Michael's on East in Sarasota on Tuesday evening.
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ALL EDITION

Dist. 13 voting analysis shows broad problem;
Sarasota County vote review indicates 13% undercount

BYLINE: By BOB MAHLBURG and MAURICE TAMMAN STAFF WRITERS
SECTION: A SECTION; Pg. Al

LENGTH: 963 words

DATELINE: SARASOTA COUNTY

A review of Sarasota County voting results shows that in almost every precinct a
high percentage of voters didn‘t cast ballots in the hotly contested 13th
Congressional District, a trend that likely affected the outcome of the race.

Democrat Christine Jennings lost to Republican Vern Buchanan by 368 votes,
making it the second closest congressional race in the country.

More than 18,000 voters who showed up at the polls voted in other races but not
the Buchanan-Jennings race.

That means nearly 13 percent of voters did not vote for either candidate -- a
massive undercount compared with other counties, including Manatee, which reported
a 2 percent undervote.

If the missing votes had broken for Jennings by the same percentage as the
counted votes in Sarasota County, the Democrat would have won the race by about 600
votes instead of losing by 368, according to a Herald-Tribune review. Even if the
undervote had been 8 percent -- more than three times what it was in Manatee --
Jennings would have won by one vote.

While some have speculated that people simply chose not to vote in the District
13 race, many voters say the unusual undervote was caused by badly designed touch- -
screen ballots, which they say hid the race or made it hard to verify if they had
cast their vote.

More than 120 Sarasota County voters contacted the Herald-Tribune to report such
problems, almost all regarding the Jennings~Buchanan race.

At a press conference Wednesday, Supervisor of Elections Kathy Dent said she did
not know specifically what caused the undervote.

“I do not know what to attribute it completely to. It's not a mechanical issue;
it would be voters overloocking the race. We did not have any equipment failure,"
Dent said. "I'm not a mind reader. I can only give you conjecture.”

But prior to the election, Dent had sent notices to her poll workers to warn
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voters that the District 13 race was easy to miss as they scrolled through their
touch-screens to vote.

Dent declined repeated requests for Wednesday for interviews.

A review of precinct-by-precinct voting results in Sarasota County shows that
voting problems were widespread and cut across party lines. Virtually every
precinct had relatively high undervotes. Among the worst was La Casa Mobile Home
Park, a retirement park for seniors where 30 percent of people who showed up at the
polls did not have a vote recorded in the Buchanan-Jennings race.

Meanwhile, the estimated undervote in DeSoto County was 1 percent based on the
number of people who voted in the governor's race versus the District 13 race. In
Hardee County, the undervote was roughly 5 percent.

The review of Sarasota County results showed high numbers of undervotes occurred
in precincts regardless of whether Jennings or Buchanan was the preferred
candidate.

Although some blame the undervote on anger at the mudslinging in the race and
general dislike of Buchanan by some other Republicans, that seems unlikely given
that the undervote was not repeated in other counties and was not heavier in strong
Republican precincts. In fact, in precincts that went for newly-elected Gov.
Charlie Crist, the number of undervotes was slightly less than in precincts that
went for his Democratic challenger.

In addition, absentee voters, who didn’'t have to use the voting machines, had
only an estimated 1.8 percent undervote.

Aubrey Jewett, a University of Central Florida political scientist who
specializes in Florida and congressional politics, said he finds it hard to believe
so many voters would intentionally refuse to vote in the high-profile race but then
cast ballots for little known races such as hospital board. The hospital board race
in Sarasota had more votes than the District 13 race.

"It's possible people just declined to vote, but it doesn't seem likely to me,*
Jewett said. "It's certainly a very unusual situation.®

The big gap in voting for the Buchanan-Jennings race could also stem from
defective voting equipment or problems with the way the ballot was displayed,
Jewett said.

State officials downplayed the possibility of problems with the ballot, machines-
or other issues.

*I'm not sure there's even a problem,® said Jenny Nash, a spokeswoman for the
Florida Secretary of State, who oversees elections. She said the office had not
received a single complaint or contact about the race.

Nash repeated Dent's suggestion that voters may have intentionally decided not
to vote in the congressional race.

"It could be a protest vote. There's a lot of different reasons people
undervote, * she said. *"Certainly undervoting is the voter's prerogative.*

Nash said no state investigation is planned.

State Rep. Nancy Detert, R-Venice, who was a candidate in the Republican primary
for the congressional seat, said she thought many voters may have decided "to send
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a message” about negative campaign ads by not voting in the race.

*I talked to a lot of people who, because of the negative campaigning, said they
wouldn't vote for either candidate, " Detert said.

Former Sarasota Republican Party Chairman Tramm Hudson, who also was a candidate
in the race until he was knocked out in the primary, said he heard from a number of
voters who told him “they were going to have to hold their nose on whether to vote
for the Republican or Democrat."

But Hudson was skeptical that so many voters in Sarasota County would go to the
polls and then not vote for the congressional race.

“It's a pretty dramatic number," Hudson said. "I believe you have to compare it
to Manatee, Charlotte and DeSoto counties. They're in the same (congressional)
district. They saw the same ads and got the same mail."

THE UNDERVOTE

Comparison of undervote in the District 13 race:

SARASOTA

142,283

Total votes cast

18,382

Undervote

12.92%

Difference

MANATEE

96,70%

Total votes cast

2,312

Undervote

2.39%

Difference
LOAD~DATE: November 10, 2006
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{Vern)Buchanan (Christine) Jennings STAFF PHOTO / DAN WAGNER /
dan.wagner@heraldtribune.com Christine Jennings leaves a press conference

Wednesday. If the missing votes had been cast similar to Sarasota's counted votes,
Jennings could have won.
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Stage 2: Manual recount to begin;
After two-day computer recount, Buchanan's lead
increases from 368 to 395.

BYLINE: By DOUG SWORD, PAUL QUINLAN and TODD RUGER STAFF WRITERS
SECTION: A SECTION; Pg. Al
LENGTH: 1371 words

Republican Vern Buchanan's lead increased slightly at the end of a two-day,
computer-generated recount of the 13th Congressional District race.

On election night, Buchanan led Democrat Christine Jennings by 368 votes. His
lead rose to an unofficial 395 votes Tuesday after the retabulation from the five-
county district, as well as a partial count of provisional ballots. Altogether,
Buchanan picked up 72 votes while Jennings gained 45.

The recount, though, doesn't address the most inflammatory issue of the election
dispute: Why were more than 18,000 ballots left blank on the congressional race,
and did it involve voter error or problems with the system?

Because the margin remains within .25 percent, elections officials must now
begin a manual recount of more than 237,000 ballots. The counties have four days to
complete the manual recount. That will be a simple, though possibly disputed,
process in Sarasota County, where voters don’'t cast paper ballots, and the same
result is expected on the second recount.

It will be more labor intensive in Manatee and other counties where canvassers
must review paper ballots for stray marks, overvotes and improperly filled in
ovals. .

"It's been a long, long two days," said Kathy Dent, Sarasota County's supervisor
of elections. "It's been a long, long two weeks."

The Jennings campaign did win a victory Tuesday. Circuit Court Judge Deno
Economou granted a 48-hour injunction that will delay a planned state audit of
election equipment by a day.

The state Division of Elections had planned to begin running tests on voting
machines this afternoon, but the decision delays the state efforts until Thursday.

Neither the elections division, the Buchanan campaign, nor Dent's office
objected to the delay, or to a Jennings' campaign request to preserve voting
machines and other electronic equipment pending independent audits by the
candidates' experts.
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Since both the state and independent audits require the use of machines that
weren't used in the election and there are only 24 of those, Jennings' attorney
Jeff Liggio was concerned there would not be enough machines to conduct all the
tests.

"We don't object to any testing,* said Buchanan spokeswoman Sally Tibbetts. *It
will again verify that Vern Buchanan won."

Meanwhile, in Washington, D.C., Buchanan and Jennings both continued to stake
out their turf Tuesday during the second of three days of orientation for new
congressional members.

Behind in the race, Jennings seemed to be on the outside looking in as the
political landecape in Washington is reformed.

While she learned how to vote, she wasn't invited to a S p.m. reception at the
White House on Monday. She had her photo taken with the 52 other new faces of the
110th Congress, but she may not be given a vote Thursday when Democrats pick a new
House epeaker.

"That's OK. It really is," Jennings said. "It's not a problem.*

It is unclear whether Jennings will vote in Thursday's Democratic leadership
elections. Jennings and other Democrats suggested she would, though Jennings was
still awaiting confirmation late Tuesday, according to her campaign spokeswoman. *I
certainly intend to vote," Jennings said.

"It feels a little bit awkward for us and for everyone because there are two
people here, and it‘'s kind of unusual,* Jennings said, after stepping out of a
four-hour session at the Canon House Office Building, just across the street from
the Capitol. "But I'm handling it fine. As I said, I truly expect to be the
congresswoman for the district.®

White House spokesman Blair Jones said those attending the orientation received
invitations to Monday's reception.

Questioned on whether Jennings was invited, Jones repeated that it was “our
understanding that our invitation was included in all orientation attendee
packets ..."

Buchanan met with some potential staffers Tuesday, another sign he is proceeding
under the assumption that the election won't be overturned.

In Tallahassee, the current govermor and his successor said Tuesday they were
waiting on the audit and investigations before wading too deep into the
controversy.

Agked if it was time to reconsider using electronic voting machines, Republican
governor-elect Charlie Crist said, “I don't know. Let's monitor what's happening in
Sarasota and let the secretary of state do some great work down there.*

Gov. Jeb Bush, with less than 50 days left in office, said, *We'll get to the
bottom of it. If there's any kind of irregularities, they will be determined during
a thoughtful review.”

Bush defended the touch~screen voting machines, saying *they work pretty well.®
But he added that he'd pushed for statewide use of optical scanning.
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At issue remains a 13 percent undervote in Sarasota County, the difference
between total votes cast and those registered for the 13th District race. Sarasota
is the only county in the district won by Jennings, and she and other Democrats say
that problems with the county's voting machine negated thousands of votes that
would have given her the election.

Some Democrats expect that Democrats could look to the courts for help if the
recounts do not reverse the outcome. Buchanan and other Republicans concede that
the undervote was unusual, but that it could have been caused by any number of
factors, none of which legitimately change the result.

The machine recount, automatic in close elections, was considered something of a
formality, and wasn't expected to make a major difference in the tally. However,
there are still about 250 provisional and military ballots to be counted before the
end of the week, and manual recounts in Manatee, Hardee and DeSoto could yield
changes.

In Manatee County, election officials expect to begin their work this afternocon.
All 96,000 ballots won't be manually recounted, only the 2,300 that were deemed
questionable on Tuesday.

Qfficials will set up two tables, where Manatee County Supervigsor of Elections
Bob Sweat and his deputy elections supervisor will sit alongside representatives
from both campaigns and both parties. That is five people at each table. What they
are trying to do, Sweat said, is figure out whether ballots that are improperly
marked should be counted.

"We need to figure out the voter's intent,” he said. "That's the key to this
thing.*

In a preview of what could happen in a manual recount, Hardee County's
canvassing board ruled Tuesday on the validity of two ballots that weren't
recognized by the ballot-scanning machines in the original count because they were
improperly marked.

The ballots were discovered and set aside by election workers Monday.

Under Florida's election law, in instances where ballots are improperly marked
the canvassing board must make a determination about the voter's intent.

After hearing arguments from representatives for both candidates, the board
determined that one ballot would count for Jennings and the other would not.

In the first case, Jennings’ party affiliation was blacked out instead of the
oval next to her name and the voter used the same method throughout the ballot.

In the second case, Jennings' party affiliation was circled, but the canvassing
beard ruled that because the voter had used check marks and other symbols in other
races on the ballot the intent was not clear.

Representatives for both candidates lobbied the canvassing board members as if
they were in court, citing election law as they stood side by side in a doorway

outside the counting room.

Staff writers Joe Follick, Anthony Cormier and Zac Anderson contributed to this
report.

THE LATEST TOTALS
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New vote counts and changes since Nov. 7

Charlotte County

Buchanan 4, 460

Jennings 4,275

+2 for Jennings

DeSoto County

Buchanan 3,466

Jennings 3,053

+5 for Buchanan

Hardee County

Buchanan 2,628

Jennings 1,684

+4 for Buchanan

Manatee County

Buchanan 50,088

Jennings 44,404

+18 for Buchanan

Sarasota County

Buchanan 58,535

Jennings 65,366

+2 for Buchanan

Total R

Buchahan 119,177

Jennings 118,782

+27 for Buchanan

Note: Figures include provisional ballots for Manatee, Charlotte and Hardee
counties. The 164 provisional ballots from Sarasota and DeSoto counties have not
yet been tallied. Some overseas ballots are still trickling in. Overseas ballots
must be received by the Supervisor of Elections offices by 5 p.m. Friday to be

counted.
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Buchanan wins recount; legal action looms;
Jennings might challenge her 369-vote loss after a
significant undervote in Sarasota County.
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LENGTH: 774 words

The recount in the 13th Congressional District came to an end on Friday, but
unanswered questions about an abnormally high undervote continued, setting the
stage for an anticipated legal battle that could start early next week.

The recount and final tabulations of the military and overseas ballots show that
while Democrat Christine Jennings trimmed Republican Vern Buchanan's lead, Buchanan
still had a narrow 363-vote edge.

"These are the official results," said Sarasota County Supervisor of Elections
Kathy Dent, a Republican. "Qur job is dome."

On Monday, the Florida Division of Elections is scheduled to make the Buchanan
victory official when it certifies the results from Sarasota, Manatee, Charlotte,
DeSoto and Hardee counties. The Jennings campaign would then have 10 days to
challenge the results.

Jennings' attorney, Kendall Coffey, said no decision has been made on whether to
proceed with a court challenge. But he did pan the recount process for its failure
to show why 18,000 Sarasota County voters didn't have a vote registered in the
congressional battle. While less than 5 percent of voters in the other four
counties that make up'the 13th District skipped the race, almost 13 percent did so
in Sarasota.

“"The recount was an important step in this election process, but ultimately it
was an exercise that revealed nothing and did nothing to provide a real explanation
for what went wrong with Sarasota County's voting system,* Coffey said.

Democrats suspect the touch-screen voting machines used in Sarasota County
didn’'t properly record votes due to a computer glitch or a poorly designed ballot.
Republicans generally argue that voters were turned off by negative advertising in
the campaign and refused to vote for either candidate.

Buchanan's campaign said Jennings' campaign has been clearly laying the
groundwork for a court challenge for weeks, including collecting eyewitness

testimony from voters who say they had trouble registering their votes.

*Based on what they have said and done, we think it will go te the courts,* said
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Sally Tibbetts, spokeswoman for Buchanan's campaign.

Although the state Division of Elections is expected to audit the voting process
in Sarasota County beginning next week, it isn't expected to produce results within
the 10-day window the Jennings campaign would have to challenge the results.

If Jennings' campaign goes to court, they would likely push for a revote. Coffey
said that judges have allowed for new elections in disputed mayoral elections in
Miami, so there is precedent in Florida to have such a do-over.

Key to Jennings' campaign would be to show that voters not only had votes
disappear but that a number of people actually watched votes for Jennings appear to
turn into Buchanan votes.

"The problem that has consistently arisen is that when a voter makes a selection
for Ms. Jennings on the electronic voting eguipment, her opponent's name is either
immediately highlighted, or appears incorrectly as the choice in the machine
summary,* Coffey wrote to Dent.

"In one notable instance at the Gulf Gate Library precinct, a married couple
each independently had the same problem on machines at that site -~ they selected
Christine Jennings and her opponent’s name appeared highlighted instead. ... There
are multiple other complaints from that site as well as from other early voting
locations. "

Records show that as early as Nov. 2, Coffey wrote Dent to complain that five of
seven early voting sites were reporting problems voting on the District 13 race and
asking for special attention to voting machines, extra staffing and warnings to
voters.

Buchanan and Jennings were both expected back in Sarasota this weekend, after
spending most of the past week in Washington going through orientation for new
members of Congress. Although the winner has yet to be resolved, Congress allowed
both members to go through the program, and both were included in the freshman
class photo for the newly elected members.

The 13th District isn't the only race that still has yet to produce a winner.
Ballots are still being looked at in four other races: two in Ohio, and one each in
New Mexico and North Carolina. Two other races -- one in Texas and one in Louisiana
~~ are set to have runoff elections in December.

The winner of the Buchanan-Jennings race won't affect control of Congress.
Democrats currently hold 231 seats; Republicans hold 197. -

Buchanan has scheduled a 1 p.m. Monday press conference, his first with local
media since election night.

Staff writers Todd Ruger and Bob Mahlburg contributed to thig report. Jeremy
Wallace can be reached at 361-4%966 or jeremy.wallace® heraldtribune.com.
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*Our job is done,” Kathy Dent, Sarasota County supervisor of elections, says. Vern
Buchanan's campaign says it expects his opponent to mount a court challenge.
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Christine Jennings® staff says no decisien has been made on whether to go to court.
Kendall Coffey, Christine Jennings' attorney
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WEDNESDAY, NOVEMBER 29, 2006

2006 ELECTION: THE AUDIT

ON DAY 1 OF VOTE TEST,
NUMBERS DON'T ADD up

Human or machine erpon?

human error, will look for answers today

Jennings camp finds results “intriguing’

?
Officials say discrepancies are likely due to ; “This does not reduce the significant
| -concerns, a campaign spokesperson says.

: ayinga mwmmm,mwmwammuma&mmcowmmmmnmms,mm.,
was prompted by the disputsd congréssional mmmmmxvaammm%ﬁmmm

By CAROL E. LEE UPDATE
carol se@heraldtribune.oom musmsgmm
SARASOTA COUNTY ~- offa Souich sx‘u,g"“’vm 2
An audit of thie county's touch- mmwc
saeen voting in all four machines tested.,
day found several discrepan- TR ST 30 A o
cles, most ip the was promptad by mors
disputed m.mmmsmmum
District race, but stade elections 15 Congressionn betwes
the ;ﬁf{: the result Republioan m: lchmsanan
€ were:
ofhmﬁmormachmeermg gl was Vem the
ot (
that officials noed o shmulate ok Xk
the Nov. 7 eection had mis- review Tussday's test
counts, and three of them had Including videotapes of &, to try
miscounts jn-the District. 13 %o determing what
mce. me&mmmmmm ptusmbig
Repiblican Vern Buchanas  Shambon, mmumeMmmmmof
wasctextified.the wignerdast mwmmmm:: Dty in Sarasota County. HsmE
]cm 369 votes, Sarascta oves 1o
But thz; were more than “gorap ks $4.5 miflon touch-
18,000 undervotes in the yace, the county, It were oot used, the actaal election, serean vobing system, Pegs 18
prompi arec«mmaudmw intherTelactmn. Of the 251 ballots cast, five y
umuu State officials yelected four - additional votes were counted H!HIPBA‘I’ESM
vohngm:hm:stated precincts, and had thielr work- for Jennings, jnchuding three nmmsmmsorwm
Tuesday were ameng those ers Vote to reflect
th&ttbexmepmxnmmed{ﬂ: afely how votes were cast in PLEASE SEE AUDIT ON 134 lata—hmakmﬁmmm



318

Machine audit finds discrepancies

AUDIT FROM 1A

extra votes in one precinct.
There were also miscounts in
five other races.

“Most likely it's human er-
ror,” said Jenny Mash, spokes-
person for the State Division of
Hlections.

. ives for bothJen-

nings and Buchanan said Tues-

::I‘sresulu; support their origi-
contentions.,

“They said beforehand in alt
"likelihood there would be hu-
man error,” said Buchanan Jaw-
yer Hayden Dempsey.
Kathy Vermazg?x said she
found the results “intriguing.”

“This does not reduce the sig-
nificant concerns that the cam-~
paign has had and the voters
have had,” she said.

Election.officials and observ-
ers have cited several possible

reasons for the ly large
undervote in the race, includ-
ing an intentional decision by
voters not to cast a vote, a
glitch i the software and poor
ballot design. .

The potential for problems’
with the touch-screen ballot de-
sign prom; Sarasota Coun-
t;,gn s,;. 7 of Elections
Kathy Dent to send an e-mail
to precinct clerks before Elec-

_tion Day instructing them to
tell voters not to miss the Dis-
* trict 13 race.

State officials said Tuesday’s
errors could be the result of a
faulty script or mistakes onthe

- part of the voters — who were
Division of Elections employ-
‘ebs.

. This morhing state mudit offi-

- tigls will begin trying to figure
ut what went wrong before
‘Friday’s simulated election,
which will test machines that
were used on Nov. 7.

.. They will review the scripts

..and look at video tapes of vot-
ers casting ballots on each ma-
chine, said the Division of Elec-
tions’ Nash.

State officials, who tallied
the votes Tuesday by printing
each machine’s results tape
and measured the totals
against those the machines
they were mimicking had tabu-
lated on election day, did not
mention the possibility that
thg problem was in the ma-

es. .

-Dent, who requested the
. state audit, was more than 100
miles away from the process
Tuesday.,

At an’Orlando meeting of
the Florida State Association of
Supervisors of Elections, of
which she is president-elect,
‘Dent said she did not think
Tuesday’s results are signifi-
cant.

“I would expect that,” she
said, adding that voting discrep-
ancies have cropped up when

- her office has run test scripts
- before elections. “There are hu-

man people . putting in the
votes.”

David Drury, the bureau
chief at the Division of Elec-

. tions Votifig Systems Certifica-

tion, created a test script using
logs from machines that were
used on election day to gener-
ate the ballots, Nash said,

Four of the machines were
set up to mirrpr the ballots in

Pprecinets 76,105, 113 and 118.
- The

oty were loaded

onto the machines once the
test precincts were selected.

Buchanan had the state ran-

domly choose precincts 76 and

113 in Sarasota, both of which

- experienced about a IS percent
» undervote fate in the District

Brace.

Jennings selected precinct
105in North Port, which report-
ed a 28 percent rate, and Li8 in

. North Port, which hiad the high-
_ est pumber of undervotes at

nearly 30 percent.

" On a fifth machine, officials
tested some of the scenarios
voters who claimed to have !
trouble casting a ballot in the

" District 13 race said they en-

‘countered on Election Day.

It featured the ballot of pre-
cinct 117, which reported a 24
percent undervote rate.

Forty-five ballots were cast
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touch-screen machina Tuesday. The test found some discrapancies
which state ofﬁmals plan to invasugate

on the machine 'I‘uqsda‘y, with
eight undervotés in the con-
gressional contest.

The polls opened at 7 am.
Tuesday.

“The touch-screens hung in a
row-on a wall, a camera fixed
behind each. Two state elec-
tions ernployees sat in front of
each 12-inch machine.

One read a: script, “Touch
the Jennings race. Now change

it to Buchanan. Hit review.” An-

other made the selections, '
The twelve “voters” rotated
in and out in 20 minute shifts.

They cast ballots in ten differ-
ent scenarios, two that resulted
in votes for Buchanan, six for
Jennings and two for ap under-
vote,

After working through each
ballot, voters looked pver the
review screen, recorded their
selections on asheet paper
and waited for the pext time
their instructions told them to
vote,

Outside the 25-by-15 voting
room, lawyers, journalists, cam-

paign officials and curious resi-

dents peered through two long

.of her lawyers, Sam Hirsch,

windows.

‘The voting action drew the
occasional yawn and stretch of
the torso in the mostly silent
the warehouse.

Noise was mostly reserved

_ for the occasional television

reporter’s dispatch and the in-
termittent “click” noise elicit-
ed when voters checked box-

" es.

A mid-afternoon jolt shot

briefly through the still air

Tuesday and hinted at the bit-
ing campaign that the candi-
dates at the center of the audit
had fought.

Jennings entered the ware-
house at 'about 2:30 p.m to ob-

. serve the mechanics of voting.

“There's your race,” said one
to
Jennings, who nodded.

“This could go on for
months, and P'm prepared for
that,” shie later told reporters.
T will never give up.”

Not to be outshone, Buchan-
an’s press secretary, Sally Tib-
betts, dropped in to blanket the
media- with news releases as
Jennings was wrapping up her
hour at the audit.

Dent, whose conference was
scheduled long before the Nov.
7 election and its contested re-
sults, said her competent staff
rendered her presence in Sara-
sota unnecessary durmg the
state-run audit.

Staff writer Todd Ruger contributed
1o this report.
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CGRAND BAY PLAZA, PENTHOUSE 2B
2665 SOUTH BAYSHORE DRIVE
MIAMI, FLORIDA 33133

KENDALL COFFEY TELEPHONE: 305/ 857-9797
TELECOPIER: 305/ 859-9919

e-mail: keoffey@caffeywright.com

November 29, 2006

Peter Antonacci, Esq.
Allen C. Winsor, Esq.
Gray Robinson, P.A.
301 So. Bronough Street
Suite 600

P. O.Box 11189
Tallahassee, FL 32301

Dear Mr. Antonacci;

We very much appreciate the courtesy that the Division of Elections staff exhibited to our
campaign’s representatives at the first phase of the parallel-testing portion of the State’s audit of
Sarasota County’s electronic voting machines on Tuesday. The test, however, was infected by
several serious errors that we would like to call to your attention, so that they can be cured before
the second phase of the testing commences on Friday morning. Unless all of these defects are
remedied, the validity of the State’s audit, and the public’s confidence in that audit, will be
deeply undermined.

As you know, we have previously raised a broad range of issues about the entirety of the
audit, including the paraliel-testing portion. While those issues continue to concem us, this letter
focuses on specific points crystallized by our observation of yesterday’s parallel-testing exercise.
As we all recognize, the purpose of parallel testing is to simulate Election Day conditions as
closely as possible. In several specific respects, the test conducted yesterday did not do so as
effectively as possible.

Unrepresentative “Mock Voters”

As our experts initially discussed with Mr. David Drury, the leader of the audit and the
Chief of the Division’s Bureau of Voting Systems Certification, nearly two weeks ago, on
Wednesday, November 15, pretending that Division of Elections employees can serve as
“representative” voters in a simulated election is simply wrong. Yesterday momning, Mr. Drury
explained that all of the mock “voters” were “volunteers” recruited from the Election Division’s
Bureau of Election Records and Bureau of Voting Registration Services. This is unacceptable
for at least four reasons.

First, each of the testers is employed by, and accountable to, the very state agency that
appears to have certified a defective voting system. A clearer conilict of interest could hardly be
imagined.
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Second, the testers, as full-time employees of the Division of Elections who spend
upwards of 40 hours each week working to iron out problems in our electoral system, are all
hyper-sensitized to the high-profile issue of touchscreen malfunction that has embroiled Florida
and the Thirteenth District for the last three weeks. Therefore, consciously or unconsciously,
they are inclined to try to cast their test ballots very carefully, especially when voting for the
Representative in Congress. As you well know, a key to any experimental design involving
human subjects is that the subjects not know in advance precisely what the test is designed to
reveal. Indeed, in one of the most notorious software bugs ever found in an electronic voting
system — the “sliding-finger bug” that California testers discovered last year in the Diebold TSx
system - the bug was uncovered only because one voter had a tendency to very slightly drag her
finger across the touchscreen, which in turn triggered a software bug that repeatedly caused a
sizeable fraction of the machines to crash. The fact that the voter did not fully know what the
machines were being tested for was critical to her maintaining a natural finger action that led to
discovery of the bug.

Third, current state employees cannot adequately represent the Sarasota County electorate
because by definition they include no retirees. As you know, Florida’s Thirteenth Congressional
District generally, and Sarasota County in particular, contains a very significant senior
population, including many voters who have passed the state retirement age.

Fourth, Mr, Drury explained that the state auditors did not try to ensure demographic
balance, or representativeness, among the testers. Rather, they had merely “asked for volunteers”
and apparently accepted whoever took up their offer.

A proper, scientifically valid test should include a much broader cross-selection of the
population (including retirees and seniors), should exclude anyone employed by a state agency or
by a corporation involved in election administration, and should not draw its testers from
Sarasota County, where finding mock voters unfamiliar with the precise subject of these tests
would likely be impossible.

Misplacement of the Touchscreens

On Election Day (and during early voting), the touchscreens were horizontal or nearly
horizontal. But during Tuesday’s test, they were vertical. So the test failed to recreate the
conditions that were experienced by actual voters on Election Day. Altering the screen angle is
potentially a very significant alteration, as it largely, if not entirely, prevents a mock voter from
simultaneously touching two parts of the screen and it greatly reduces the chance that the voter
touches the screen at a point slightly off-center from his or her intended target spot.

COFFEY & WRIGHT, L.L.P.
GRAND BaY PLAZA, PENTHOUSE2B e 2665 SOUTH BAYSHORE DRIVE
MiaM], FLORIDA 33133
TEL: 305/857-9797 e FAX: 305/859-9919



322

November 29, 2006
Page 3

When, as in the real election, the screen is horizontal, the actual voter’s wrist or
watchband or bracelet or cuff or thumb or other hand is likely at some point to rest on the
touchscreen while his or her finger is attempting to select a candidate or page through the ballot
or press the “VOTE” button above the screen. Just as a computer is more likely to crash when
several keys on a keyboard are simultaneously depressed (or when one inadvertently hits the
keyboard and the mouse simultaneously), a touchscreen voting machine is most likely to go awry
when the screen is being touched in more than one spot simultaneously.

Furthermore, when the screen is horizontal, a voter — especially one who is relatively
short — is likely not to touch the screen precisely where intended because the screen is,
effectively, sloped away from the voter. This is especially true for ballot lines near the top of the
screen, such as the Thirteenth District congressional ballot line. By contrast, when the screen is
hanging perfectly vertically, at roughly the height of the voter’s shoulders and head, the voter
touches the screen at a clean 90-degree angle and is much more likely to press precisely where
intended, rather than outside of the response zone in the screen for recording a vote.

Yet another problem with yesterday’s test is that, although one of the five machines was a
machine set up for persons with disabilities.(sometimes known.as an “ADA machine”), it was
never tested using the large-font option for persons with visual disabilities. That also needlessly
rendered the test unrepresentative of actual Election Day activities.

Of course, there is no guarantee that correcting these flaws would trigger the machine
malfunctions that Sarasota County voters witnessed on Election Day. But there is certainly no
reason for auditors not to try to simulate actual Election Day conditions. Having the mock voters
vote on horizontal or near-horizontal screens might require putting the video cameras on taller
tripods; but otherwise, we see no logistical issues that would prevent Friday’s test from using this
more realistic simulation of actual Election Day conditions.

Mistakes in the Scripts and “Vote Patterns”

During Tuesday’s test, thé mock voters were instructed to follow “test scripts™ that
included several “vote patterns,” which essentially are series of screen touches in which the mock
voters move from screen to screen, either changing or verifying their selections. The vote
patterns used on Tuesday were inadequate, for at least three reasons.

First, according to the audit plan that the Division posted on its Web site on Monday, the
scripts included as many as 10 distinct patterns for changing or verifying mock voters’
congressional ballots, but no scripted patterns for voters to change or verify their selections for
other offices such as U.S. Senator, Governor, or other statewide, countywide, or local offices. To
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assume that voters used the summary screen and the “previous page” and “next page” commands
to change or verify their selections for only one of the more than two dozen contests on the ballot
is patently unrealistic. The “vote patterns” therefore should be applied, in reasonable numbers, to
various contests on the ballot, including -—— but certainly not limited to — the congressional
contest. Furthermore, applying the various vote patterns to different contests will help determine
whether the machines were indeed more likely to malfunction when recording congressional
votes than when recording votes for other offices on the ballot.

Second, as our experts explained to Mr. Drury at their November 15 meeting, the vote
patterns -— the movements back and forth between different screens to change or verify
selections — should be executed at varying speeds. That was not done in Tuesday’s test. As
anyone who regularly uses a computer well knows, the chance of a computer “freezing” or
otherwise malfunctioning often is related to the speed at which one uses the keyboard and mouse,
Slowly and methodically scrolling through each screen in a voting pattern, as the testers did
yesterday, only renders the test less realistic and less likely to trigger the actual computer errors
that the machines exhibited on Election Day. Likewise, the bizarrely long pauses that most of the
test voters took after selecting all their candidates and before hitting the “VOTE” button —
pauses that were caused by starting the vote-selection process too far in advance of the pre-
established times for pressing the “VOTE” button — needlessly rendered yesterday’s test
unrealistic, as well.

Third, it appears that the scripts themselves contained a blatant error. According to the
plan the Division posted on its Web site on Monday, the test voters would undertake any of 10
different vote patterns (in the congressional race only). But due to what appears to be a
typographical error, one of the intended pattemns was omitted and replaced by a nonsensical
pattern. In the posted audit plan, “Vote Pattemn J-4” reads as follows (emphasis added):

* Select Jennings the first time the race is presented to the voter.

* Return to the race directly from the review screen after all other
selections are made and change final selection fo Jennings.

* Verify Jennings is the selection indicated on the review screen prior to
casting the ballot.

Obviously, if “Jennings™ was selected initially (as indicated in the first bullet above), then it
makes no sense (in the second bullet) to “change [the] final selection to Jennings.” The first line
clearly contained an error: It should have read “Select Buchanan the first time the race is
presented to the voter.” Although our expert Ms, Jocelyn Whitney called Mr. Drury’s attention
to this error before the mock voting comimenced at 7:00 a.m., we never received any assurance
that the problem had been cleared up. Nor did we see any sign that the scripts had been corrected
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to remove this flaw, although it was impossible for our observer to read the scripts from any of
the chairs reserved for the test observers. It was not until 2:02 p.m. that one of the testers finally
said that she didn’t understand the instructions and sought gnidance. In short, it appears that the
actual conduct of the test, at least until 2:02 p.m. on Tuesday (and perhaps beyond), was not even
in compliance with the Division of Elections’ own written plan. Obviously, if “Vote Pattern J-4”
is to be used in Friday’s test, this defect must first be remedied.

Machine Breakdown During the Test

During the test, it appeared that the iVotronic machine being taped by Camera #4 — the
Precinct 113 machine, with serial number V0106866 — repeatedly malfunctioned. As far as we
are aware, the problems commenced at about 12:18 and continued for some time thereafter, as
the screen repeatedly exhibited an odd pattern of lines. Not too long before 2:00 in the afternoon,
the auditors finally put a PEB into the machine and left it there for at least 15 minutes. Given the
irregular nature of this “on the fly” fix, we would like the Division of Elections to explain what
happened, why it was fixed through this particular method, and how (if at all) the problem and
the attempted fix were recorded on a discrepancy log (again, we saw no such logs at any time
during the test).

Inadequate Videotaping

As this letter is being written, we have not yet received DVDs of Tuesday’s test. We
therefore request that these be delivered to all interested parties, including all parties to the
election contests that have been filed in state court in Tallahassee, as soon as possible — that is,
in less than the previously announced 48 hours.

But we also are concerned by the failure to videotape the critically important activities
immediately preceding yesterday’s mock voting. On Friday, when the test will use iVotronic
machines and PEBs (personalized electronic ballots) that actually were deployed on Election
Day, it will be all the more important to capture on videotape the pre-mock-voting activity.
Specifically, the videotape should memorialize the chain of custody for each machine, from the
time that the seal on each machiné is broken, through the entire setup process, right up to the
moment when the testers begin casting the test votes. Only by documenting these early steps, as
well as the mock voting itself, on videotape can the test win the public’s confidence.

adequate ord-Keepin

Yesterday, as soon as the test voting was complete, the auditors used the PEBs to extract
the total votes for each candidate and the total undervotes in each contest. In doing so, they
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skipped over an essential step, which would be to immediately download from each individual
machine the event logs and ballot-image logs for that day’s test. Although these logs remain
recoverable on subsequent days, to increase public confidence and to promptly provide the
interested parties with all relevant data, these logs should be printed, machine by machine,
immediately after the close of test voting — for example, on Friday evening. These logs would
show, for example, how each voter’s votes were ultimately recorded and whether the machines
had been “recalibrated” between the actual election and the mock election. Needless to say,
“recalibrating” any of the Election Day machines would make a mockery out of any otherwise
valid testing protocol.

Reconciliation

'As this letter is being written, the reconciliation process, which is intended to locate and
factor out any “human errors” in the test, is still underway. But we believe it is important that the
reconciliation be a ful] reconciliation that verifies whether the ballot-image logs (mentioned
above) in fact match the scripts, for each voter and for each line of the ballot, vote by vote — not
just for the races where the Division of Elections initially found “variances” between the
expected totals and the recorded totals. Otherwise, for example, machine errors that converted
five Jennings votes to undervotes and that also converted five intentional undervotes to Jennings
votes would go undiscovered, since the recorded totals for each candidate and for the undervotes
would appear to be “correct.”

To troubleshoot the reconciliation process, we hereby request a complete copy of all
written records relevant to Tuesday’s parallel test. Specifically, we would like to receive, as
public records, among other things, as soon as possible, copies of all scripts (with any
bandwritten notations made during or after the test), zero tapes, tally tapes, event logs, ballot-
image logs, and discrepancy logs (though it appeared that none of the auditors had been
instructed to keep discrepancy logs, contrary to normal procedure in a well-run audit).

Using the Wrong PEBs

Just as Friday’s test, unlike Tuesday’s, will use iVotronic voting machines that actually
were deployed on Election Day, it also should use PEBs that actually were deployed on Election
Day. And the PEBs used should be the same ones that were used most heavily in those specific
precincts and on those specific iVotronic machines. Again, the point is simple: to replicate
actual Election Day conditions to the greatest extent possible.
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Using Too Few Machines

The State’s audit plan simply does not use enough machines to provide a reliable sample.
As our experts discussed with Mr. Drury on November 15, given the number of machines used
on Election Day and in early voting -— nearly 1,500 in total — it would be sensible to test at least
20 deployed machines. In the interest of speed, that number might be reduced to 10, as our
experts also explained to Mr. Drury. When we were informed that the State would refuse to test
10 actual Election Day machines, we provided, on request, a list of 6 precincts that would serve
as particularly good sources of high-undervote machines. The State’s plan, however, will test
only 5 machines actually deployed on Election Day, and only 4 of those will be tested using
actual voter scripts derived from the machine’s own ballot-image logs. This is simply too small a
sample to be reliable.

Ironically, this problem is compounded by the State’s commendable decision to choose,
within each precinct, the machine with the highest congressional undervote rate. Choosing
machines that recorded congressional undervotes for between one-quarter and one-half of the
actual Election Day voters severely diminishes the already too-small pool of Buchanan votes and
Jennings votes that might be converted into undervotes through machine error. Indeed, the four
machines that the State is planning to test on Friday with scripts derived from those machines’
ballot-image logs recorded only 157 votes for Jennings or Buchanan. They thus represent less
than one-sixth of one percent of all Jennings and Buchanan votes recorded by Sarasota County’s
iVotronic system. That is far too small a sample size for a thorough and exacting audit.

More machines should be tested. But as our experts proposed to Mr. Drury, one way to at
least somewhat ameliorate this problem would be to write the scripts so as to replace most (but of
course not all) of the supposed congressional undervotes with Jennings votes or Buchanan votes.
That would more closely simulate what actually happened on November 7, when voters
attempted to cast ballots for Jennings or Buchanan but those ballots were recorded as undervotes
by the iVotronic system.

By refusing to follow this procedure, in essence the State has prejudged the verdict on the
very machines it certified. The State continues to treat all recorded undervotes as if they were
intentional undervotes, Tellingly, the State’s posted audit plan proclaims, incorrectly, that “[tThe
ballot image file contains the voter selections as they appeared on the review screen at the time
the voter pressed the “VOTE’ button.” If that were true, much of this entire controversy would
disappear. Indeed, one of the most central questions the test should have been designed to
answer is whether in fact the machines (on their ballot-image logs and elsewhere) properly
recorded “the voter selections as they appeared on the review screen at the time the voter pressed
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the “VOTE’ button.” The State’s willingness to gssume an answer to this central question speaks
volumes about the unscientific nature of the test, at least as conducted so far.

% % ¥k

Again, we would like to reiterate our gratitude for the courtesy and patience that the
Division’s staff exhibited during yesterday’s test. But we believe it is essential that each and
every one of the flaws and defects identified in this letter should be rectified before Friday, so
that the test of the actual Election Day machines can at least begin to approach the level of
professionalism, reliability, and accuracy that the people of Florida deserve from their
government.

Sincerely,

Kendall Coffey

KC:ssh

cc: Via e-mail:
Ronald A. Labasky, Esq.
Lowell Finley, Esq.
Hayden R. Dempsey, Esq.
Glenn T. Burhans, Jr., Esq.
Muslima Lewis, Esq.
Randall C. Marshali, Esq.
Rebecca Harrison Steele, Esq.
Zeina N. Salam, Esq.
Elliot M. Mincberg, Esq.
Judith E. Schaeffer, Esq.
Reginald J. Mitchell, Esq.
Cindy A. Cohn, Esq.
Matthew J. Zimmerman, Esq.

COFFEY & WRIGHT, L.L.P.
GRAND BAY PLAZA, PENTHOUSE2B o 2665 SOUTH BAYSHORE DRIVE
Miami, FLORIDA 33133
TEL; 305/857-9797 e FAX: 305/859.9919



FLORIDA DEPARTMENT 0f STATE

Kurt S. Browning
Secretary of State

For Immediate Release Contact: Sterling Ivey
850.528.8992
seivey(@dos.state.fl.us

STATEMENT FROM SECRETARY KURT S. BROWNING ON THE
RELEASE OF THE DIVISION OF ELECTIONS AUDIT REPORT
AND INDEPENDENT STUDY FROM THE SECURITY AND
ASSURANCE IN INFORMATION TECHNOLOGY LAB

“At the request of the Secretary of State, the Division of Elections conducted a thorough
audit of the election results in Sarasota County, Florida for the November 7, 2006 general
election. The audit set out to ascertain if any process, definition, machine or tabulation
error contributed to the contest’s undervote total.

The audit team concluded that there is no evidence that suggests the official results are in
error, and further concludes that the results of the November 7, 2006 election in Sarasota
County are accurate. Additionally an independent study was conducted by the Security
and Assurance in Information Technology (SAIT) Lab at Florida State University of the
iVotronic and PEB source codes. That study found no evidence that would have
contributed to the undervote.

As always, Governor Crist and I are committed to ensuring that every Floridian’s vote is
counted and I am confident that the race in Sarasota County was fair and accurate.”

HiH#
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EXECUTIVE SUMMARY

On November 9, 2006, pursuant to authority under sections 101.5607(1), and 101.58(2),
Florida Statutes, the Secretary of State for Florida directed the Division of
Elections/Bureau of Voting Systems Certification to conduct an audit of the 2006 General
Election held in Sarasota County. The purpose of the audit focused on an examination of
the iVotronic Direct Recording Electronic (DRE) touch screen voting device and attendant
elections procedures with regard to the U.S. Congressional District 13" race. See Appendix
A (Letters to Sarasota County Supervisor of Elections, Kathy Dent; November 9, 11, and
16, 2006).

The audit team created an audit plan. See Appendix B (Audit Plan). The audit plan
consisted of three major components: 1) the paraliel tests of the Sarasota County’s Election
Systems and Software, Inc., iVotronic Voting Systems, Release 4.5 Version 2, 2) an
independent source code review of the iVotronic Voting System Firmware, and 3) an
examination of Sarasota County Supervisor of Elections’ Office’s election conduct,
procedures, results, and certified voting system. A number of audit plan activities were
also addressed through activities arising from the machine and manual recount processes
triggered under sections 102.141(6), and 102.166, Florida Statutes, in the U.S.
Congressional District 13™ race. With the exception of the independent sourcé code
review, the audit occurred on the premises of the Sarasota County Supervisor of Elections’
offices and its offsite operational warehouse facility in Sarasota County.

The summary results of the audit are as follows:

e  Parallel Tests. The audit team conducted parallel tests on November 28, 2006, and
December 1, 2006 of the Election Systems and Software, Inc.,, iVotronic Voting
System, Release 4.5 Version 2. The audit team concluded that the iVotronic direct
recoding devices corrcetly captured the voters” selections and accurately recorded the
votes cast as displayed to the voters on the review touch screens. The results were
issued on December 18, 2006. See Appendix C, Parallel Test Summary Report.!

o Independent Source Code Review of the iVotronic Voting System Firmware. In
December 2006, the Florida Department of State contracted with Florida State
University and its Security Analysis in Information Technology (SAIT) Laboratory to
conduct an independent sofiware review and security analysis of the firmware for the
Election Systems and Software, Inc.’s iVotronic Voting Systems, Release 4.5 Version
22 The FSU/SAIT Laboratory issued its findings in a separate final report, entitled
“Software Review and Security Analysis of the ES&S iVotronic 8.0.1.2 Voting
Machine Firmware, February 20072 The project team found that the iVotronic
firmware, including faults identified, did not causc or contribute to the U.S. District
Congressional 13 Race undervote.

! Also available at: http://elestion.dog.state.fl.us/index.htm]

? Florida State University Statement of Work *Software Review and Security Analysis of the ES&S
iVotronic 8.0.1.2 Voting Machine Firmware’, 2/20/2007 available at: hitp://election.dos.state. fl.us/index. html
3 «Sofiware Review and Security Analysis of the ES&S Votronic 8.0.1.2 Voting Machine Firmware,
February 2007"; available at http://election.dos.state.flus/
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s Examination of Sarasota County's Elections Office Election Conduci, Procedures
Results, and Certified Voting System. The audit team also examined elections
procedures and practices, and the certified voting system. The examination covered
election setup, procedures, vater signature count, precinct zero and result tapes, sample
deployed touch screens, central county system, iVotronic EEPROMs, unity system,
incident reports, security procedures, work instructions, absentee and provisional vote
accumulation, ballot images from randomly selected touch screens, the instailed
software, and a verification of the installed firmware in the touch screens. )

The audit tcam found no evidence to suggest or conclude that the official certified
election results did not reflect the actual votes cast. The audit team also found no
evidence of election procedural error, no evidence of unapproved or unauthorized
software/firmware installation, manipulation or alteration, no evidence of machine
malfunction, and no evidence of elections’ staff misconduct that could have contributed
to the higher than expected under-vote reported in the U.S. Congressional District 13
racc.

The audit team found that the Sarasota County Supervisor of Elections and staff
conducted themselves in conformance with established procedures and documented
well their processes for elections conduct, with a few noted exceptions. In order to
assist Sarasota County in its continuing commitment to improve the security and
integrity of the voting system and the election process, the audit team recommends the
following:

« Enhance and supplement the top-level security procedures with written lower-lcvel
work instructions in order to memorialize Sarasota County’s unique processes.

» Develop a more reliable methodology for recording voter signature counts.

« Revamp the procedure to prohibit the closing of touch screens prior to closing the
polls.

« Require the production of the early voting results tape on election night afier the
polls close, .

« Develop security training procedures for elections staff and poll workers.

Finally, in light of the national attention garnered by the events surrounding the
Sarasota County undervote rate in the U.S. Congressional District 13 race, and the
momentum for further state and federal election reform, the audit team strongly
recornmends that human factors in the voting process and the interaction between
voters and voting systeins not be underestimated. Further in-depth study is warranted in
this area, particularly in the area of effective ballot design.
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1. BACKGROUND

Subsequent to the 2006 General Election, a report that a higher than expected under-vote in
the U.S. Congressional District 13 race (hereinafter “District 13”) in Sarasota County had
occurred prompted the Florida Secretary of State to direct the Division of Elections/Bureau
of Voting System Certification to conduct an audit of the Sarasota County’s voting system
and attendant procedures. The audit team consisted of four members from the Division of
Elections/Bureau of Voting System Certification, supplemented by the support of 12
additional staff solely for conducting the parallel tests. The other part of the audit team
consisted of the independent review project team assembled pursuant to a contract with the
Florida State University’s Security Analysis in Information Technology {SAIT) Laboratory
(hereinafter “FSU/SAIT project team™) to conduct the independent code review of the
iVotronic voting system firmware.*

II.  OBJECTIVES AND SCOPE

The objective of the audit focused on verifying whether the Election Systems and
Software, Inc.’s iVotronic Voting System, Release 4.5 Version 2 accurately recorded
voters’ selections and votes cast and tabulated the results from the November 7, 2006
General Election, with regard to the District 13 race) in which a higher than expected
undervote was reported. In order to accomplish that objective, the audit team developed an
audit plan to ascertain if a process, definition, machine, tabulation, anomaly or other factor
caused or contributed to the District 13 race’s undervote total.’ The audit plan consisted of
three major components: 1) parallel testing of the Election Systems and Software, Inc.,
iVotronic Voting Systems, Release 4.5 Version 2, 2) an independent source code review
of the iVotronic Voting System firmware by the FSU/SAIT project team, and 3) an
examination of thc elections conduct, procedures, and results including verification of the
certified voting system.

With the exception of the independent software source code review conducted by
FSU/SAIT project team, audit activities occurred primarily at the Sarasota County
Supervisor of Elections’ main offices located at 101 §. Washington Boulevard in Sarasota,
Florida, and at the Voting Equipment Facility (VEF) which is a warehouse located ‘at the
Interim Government Operations Center (IGOC) located at 1001 Sarasota Center
Boulevard. The Sarasota County Supervisor of Election’s Office stores the iVotronic touch
screens at the VEF and the VEF is also where the machine and manual recounts occurred
for the District 13 race. An inventory of the audit documentation is attached hereto as
Appendix D. An acronym list is also provided in Appendix E.

III. PARALLEL TESTS

The audit team initiated the andit by conducting two paralie! tests of the touch screens for
the Election Systems & Software (ES&S) Voting Systems, Release 4.5, Version 2, iVotronic
voting system in an effort to replicate the undervote count observed for the District 13 race
during the 2006 General Election held in Sarasota County. A parallel test is a test activity

* Software Review and Security Analysis of the ES&S iVotronic 8.0,1.2 Voting Machine Firmware,
February 2007 available at: http:/election.dos.state.flus/ ’
* See Audit Plan, November 2006, Appendix B.
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during which election day voting is simulated. The point of the test is to ascertain the
accuracy and reliability of the deployed voting system devices with due consideration
given to ballot style, layout, coding, demographics, and operation. The test team plays the
role of the voters and the ballots are cast in accordance with a predetermined test script.
The parallel tests focused on the iVotronic touch screen’s ability to accurately record a
voter’s selections as presented to the voter on the touch screen’s ballot review pages. In
addition, the parallel tests also examined various complaints regarding a voter’s ability or
difficuity in making his or her vote selections.

The audit team conducted the first parallel test on November 28, 2006 on five non-
deployed iVotronie touch screens, and the second parallel test on five deployed touch
screens on December 1, 2006. All the vote differences encounteted during the first paraliel
test were the result of two script errors and eight vote selections that were not entered
according to the test script. All the vote differences encountered during the second parallet
test results were the result of one incorrectly documented vote selection for the ad hoc
machine and two vote selections that were not according to the test script. The Parallel
Test Summary Report issucd on December 18, 2006, detailed the process followed by the
audit team and included the audit team’s findings. See Appendix B, attached and
incorporated by reference in its entirety.

In summary, the audit team reported in the Paralle! Test Summary Report ihat the
iVotronic touch screens accurately captured the voters® selection as presented on the
review screens. The parallel tests including a review of the parallel test videos did not
reveal or identify any latent issues associated with vote selection or the accuracy of the
touch screens’ tabulation of the votes as cast.

IV. INDEPENDENT SOURCE CODE REVIEW OF THE IVOTRONIC
VOTING SYSTEM FIRMWARE

On December 15, 2007, the Florida Department of State contracted with Florida State
University and its Security Analysis in Information Technology (SAIT) Laboratory to
conduct an independent rigorous scientific sofiware review and security analysis of the
iVotronic firmware for the Election Systems and Software, Inc.’s iVotronic Voting
Systems, Release 4.5 Version 2. The FSU/SAIT Project team assembled a group of
professionals (including professionals outside Florida State University) with collective
expertise in computer science, security, voting systems, and software. The FSU/SAIT
project team issued its findings in a separate final report, entitled Software Review and
Securi?r Analysis of the ES&S iVotronic 8.0.1.2 Voting Machine Firmware, February
2007,

V.  EXAMINATION OF SARASOTA COUNTY’S ELECTIONS OFFICE
ELECTION CONDUCT, PROCEDURES, ELECTION RESULTS, AND
CERTIFIED VOTING SYSTEM

The audit team also conducted a number of examinations in the following areas: election
setup, procedures, voter history, precinct zero and resuit tapes, sample deployed touch

¢ Software Review and Security Analysis of the ES&S iVotronic 8.0.1.2 Voting Machine Firmware.
February 2007; available at: http://election.dos.state.fl.us/
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screens, central county system, iVotronic EEPROMSs, Unity system, incident reports,
security procedures, work instructions, absentee and provisional vote accumulation, ballot
images from randomly selected touch screens, the installed software, and a verification of
the installed firnware in the touch screens deployed by the Sarasota County Supervisor of
Elections for use in the 2006 General Election.

A. Voting System

The audit team examined the certified voting system deployed for use in the 2006 General
Election, the Election Systems & Software (ES&S) Voting Systems, Release 4.5, Version
2"7 Th is voting system included enhanc ed optical scan firmware for precinct count
(M100) and central count (Model 650) tabulators and the iVotronic touch screen with
firmware version 8.0.1.2 (with the option of a 12-inch or 15-inch DRE touch screen).
Sarasota County used only the 12-inch version of the iVotronic touch screen.

This voting system also included some of the election administration elements from the
Unity 2.4.3 system, (renamed Unity 2.4.4.2 for this application). The Division of
Elections/Bureau of Voting Systems Certification certified Unity 2.4.4.2 and the iVotronic
firmware 8.0.1.2 as part of “ES&S Voting System, Release 4.5, Version 1”. The “ES&S
Voting System — Release 4.5, Version 2" is identical to Release 4.5, Version I except for
the ES&S models of optical scanners and a minor change to Unity’s Election Reporting
Manager (ERM). The certification timeline for this voting system foliows:

ES&S Voting System Release 4.5, Version 2 Certification: DSORES&S-02

Revision Date Changes

Original 08/18/05 Initial certification

Revised 11/10/05 Corrected the Oracle version number
Revision 2 07/17/06 Added optional equipment:

Battery charger & compact flash multi-card reader/writer.
Removed voter activated PEBs from the system configuration.
Revision 3 05/08/06 Added Service Retease 1 (SR-1) to Election Reporting Manager (ERM)

As noted, the latest revision to the voting system (Revision 3, dated September 8, 2006)
lists the ERM version as 7.0.0.3 with Service Release 1 (SR-1). ES&S developed SR-1
to revise the ERM report function and facilitate the extraction of undervoted ballot inages
from a universal primary contest (UPC).® This SR-1 is an enhancement to a post-clection
resulis reporting function that sorts ballot images for a primary election and otherwise has
no impact on the election definition or on election night results reporting functions, SR-1
is a revision to both Florida certified voting systems: “ES&S Voting System Release 4.5,
Version 1” and “ES&S Voting System Release 4.5, Version 2”. However, the Sarasota
County Supervisor of Elections’ Office retained the Revision 2 configuration® ard did not
use the Revision 3 voting system with the SR-1 update.

7 Voting system certification # 0508ES&S5-02 (Revision 2), dated July 17, 2006,
® The UPC is unique to Florida's closed primary elections and occurs when an office up for efection has only
one political party with a siate of candidates and that race’s winner will go unchallenged during the general
election. Under these conditions, this district race appears on all the relevant primary ballots, thus allowing
cross-party voting for this race in a closed primary election.
? Configuration for the "ES&S Voting Sysiem, Release 4.5, Version 2" revision 2:
Election Administration:
* Unity Version 2.44.2
e Audit Manager, version 7.0.2.0
¢ Election Data Manager (EDM), version 7.2.1.0
¢ ES&S Baliot Image Manager (ESSIM), version 7.2.0.0
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Note that the Model 150 central count tabulator is no longer deployed in Florida. Sarasota
County does not have the Model 100 precinct ballot counters (i.e., M100 precinct optical
scanners) in its inventory. In addition, Sarasota County Supervisor of Elections coded the
2006 Primary and General Elections as text based elections. Therefore, Sarasota County
Supervisor of Elections’ staff did not use the iVotronic Image Manager or the Oracle
database, although these items arc installed as part of their Unity system. Sarasota County
Supervisor of Elections’ office has two banks of eight modems with each bank linked to a
Data Acquisition Manager (DAM) computer with an eight-port Sealevel serial card, The
second set of modems and the second DAM computer served as a backup system. The

s  Hardware Programming Manager (HPM), version 5.0.3.1
e COTS OmniDrive or similar PCMCIA interface (for use with Model 100)
o Needham's Electronics EMP-11 Device Programmer w/ES&S 2102 piggyback card (for
use with Model [50)
»  COTS Zip drive (for use with Model 650)
*  San Disk Image Mate or similar compact flash interface (for use with i¥otronic compact
flash cards)
o Optional Compact Flash Multi-Card Reader / Writer, version 1.0
«  Election Reporting Manager (ERM), version 7.0.0.3
»  Optional software
s Data Acquisition Manager (DAM), version 6.0.0.0 (for modem communications)
*  iVotronic Image Manager (iVIM), version 1.2.3.0 (for bitmap system)
e Optional hardware
«  One or more Equinox multi-modem adapters, 4 or 8 ports (for use with Data Acquisition
Manager)
o One or more Sealevel Systems COMM-+8.PCI scrial adapters (for use with Data
Acquisition M and a jurisdiction’s existing modem bank)

o COTS software
»  Optional Oracle 9i, version 9.2.0.1.0 (for use with iVotronic Image Manager)
o Adobe Acrobat Reader, version 7.0 Standard or later
«  Adobe Type Basics 65 or similar font manager (for Helvetica fonts)
e RM Cobol, version 7.50 or later
+  Cobol Wow, version 3.12 or later
e Norton Anti Virus 2004 or equivalence

Precinct Count (one or more of the following):
»  Model 100 Precinct Ballot Counter, hardware version 1.3,
«  w/firmware version 5.0.0.0
o Auxiliary equipment for Model 100:
*  Optionai intemal modem
¢ Metal Bailot Box
o iVotronic DRE (12" & 15" w/ and w/o ADA), hardware version 1.0
o w/ firmware version 8.0.1.2
«  Auxiliary equipment for iVotronic DRE:
*+ PEBRev; iVL7-PEB-S, iV1.7b1-PEB-S, iVi7b2-PEB-S, iV1.7c-PEB-S
s« COTS headphones for audio ballots (for ADA i¥otronics)
¢ Communications Pack
o Optional iVotronic Battery Charger, version 1.0

Central / Absentee Count (one or more of the following):
»  Mode! 150 Central Ballot Scanner, hardware version 1.1
o w/ firmware version 2.1.2.0
« Two COTS paraliel printers
«  Model 650 Central Count Ballot Tabulator, hardware version 1.0 or 1.1
*  w/ firmware version 2.1.0.0
*  Two COTS paralle! printers
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optional Compact Flash Multi-Card Reader / Writer, version 1.0 in the certified
configuration is an ES&S product created exclusively for ES&S’s voting systems
customers. As such, this device did require a qualification test, since it was not a
commercial-off-the-shelf (COTS) item. However, Sarasota County Supervisor of
Elections staff did not have the ES&S duplicator and instead used a COTS memory card
duplicator; the International Microsystems Incorporated M6600 Memory Card Duplicator
with 24 sockets.®

The interface between the Unity election management system and the precinct count
tabulator (iVotronic touch screen) is a personalized electronic baliot (PEB) and a compact
flash card. The compact flash card is a required element for all iVotronic touch screens
that use a bitmap election definition and for use with the Help America Vote Act (HIAVA)
compliant iVotronic touch screens as a means for storing the audio files. The HAVA
compliant touch screens are often generically referred to as the Americans with Disabilities
Act (ADA) touch screens. However, since Sarasota County used a text-based election
definition instead of a bit-map definition for the 2006 General Election, the county only
needed to use the compact flash cards for the ADA iVotronic touch screens.

The audit tcam also found that the Sarasota County Supervisor of Elcctions® staff, as a
matter of practice, installed and sealed compact flash cards in the ADA and non-ADA
iVotronic touch screen prior to the start of election for later use in downloading iVotronic
audit data after the polls had closed. The Sarasota County Supervisor of Elections’ staff
also maintained tracking records of the compact flash cards assigned to each touch screen
and the assignment of personalized electronic ballots (PEBs) to each precinct and early
voting location.

The interface between Unity and the central count tabulator (Model 650) is a zip disk. The
zip disk is used to oad the election parameters into the tabulator and to accept the
tabulation results for upload into Unity’s Election Reporting Manager (ERM). Sarasota
County SOF elections staff used zip disks to transfer absentee totals into Unity’s ERM and
used the PEBs on election night to transfer election day totals into Unity. The elections
staff used the compact flash cards to transfer the early voting totals into Unity’s ERM. The
elections staff did not insert early voting poll worker PEBs into an iVotronic touch screen
or any other device once the polls were closed. The elections staff printed the results tapes
from the early voiing master PEBs after the resuits contained on the compact flash cards
were uploaded into Unity’s ERM. Likewise, the activator PEBs used on election day were
never inserted” into an iVotronic touch screen or any other device once the polls were
ciosed. On election night after the poll workers closed the polls, the poll workers
transported the election day master PEBs to one of four regional locations that were under
Sarasota County’s control. The elections staff used these four sites to modem the summary
results to the central tabulation location. As a post-election activity, the elections staff
uploaded the iVotronic audit data from the compact flash cards.

B. Access to Physical Facilities

The audit team site visited the offices for the Sarasota County Supervisor of Elections
located at 101 S. Washington Boulevard in Sarasota, Florida, and a satellite warehouse
facility located at the Interim Government Operations Center (IGOC) located at 1001
Sarasota Center Boulevard. The latter facility, calied the Voting Equipment Facility

*® International Microsystems Incorporated, www imi-test.com
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(VEF), is where the Sarasota County Supervisor of Elections stores the iVotronic fouch
screens. The VEF also served as the sitc for the machine and manual recounts for the
District 13 race, and the paralle] tests conducted by the audit team.

Access to the VEF is restricted to the Supervisor of Elections and to authorized personnel
with special identification that permits entry to the facility. Both the offices for the
Sarasota County Supervisor of Elections and the VEF have video surveillance. The
secured access Data Acquisition and Reporting Center (DARC) is located on the first floor
of the VEF. This DARC room is where the elections staff prepares the election definition,
creates the election media, and tabulates the results. The DARC has windows on three
sides to allow public and media viewing. Entry to the DARC room is under a duel access
control system and log sheet. The DARC room contains the isolated Unity server, a
coding workstation, a ballot workstation, two Election Reporting Manager (ERM)
workstations, and two data acquisition (WDAM) workstations along with a 24-port COTS
compact flash duplicator, and COTS printer. Also resident in the DARC room are two
Model 650 central count tabulators to provide high speed optical scanning of absentee
ballots. The Sarasota County Supervisor of Elections’ staff also stores in this room fifteen
12-inch iVotronic supervisor’s terminals of which six were used to prepare the activator
PEBs for the 2006 General Election. In addition, a COTS video system is present that
feeds the ERM streaming summary reports to the canvassing board and the public viewing
areas via coax cables, The video system is a Brightboard P27 Digital Signage System.
Aside from the modems, this is the only other extcrnal connection to the Unity system.
Between elections, the DARC room houses all the compact flash cards and PEBs, and
retains the compact flash cards and PEBs that are not deployed during an election.

C. Election Setup and Conduct

The audit team conducted an examination of the procedures and practices for election set
up and operation for the 2006 General Election for Sarasota County. The Sarasota County
Supervisor of Elections’ staff used both paper ballots and direct recording electronic
(DRE) ballots. Absentee voters used paper ballots. Early voting, provisional, and election
day voters used the iVotronic touch screens. Nine different ballot styles existed. In
addition, the Supervisor of Elections designated 7 early voting sites and 156 election day
polling locations. The Supervisor of Elections deployed 1,506 iVotronic DREs: 86 touch
screens assigned to the 7 early voting sites and 1,420 touch screens assigned to the 156
polling locations. ’

Each polling location included at least one ADA iVotronic touch screen. An ADA touch
screen is identical to a non-ADA touch screen except that the ADA touch screen has an
optional audio ballot capability and includes a three-button voter interface integrated into
the case iminediately below the touch screen. The use of the term “ADA touch screen™ is
only intended to identify those touch screens that can satisfy the audio ballot
requirements’! and is not intended to imply any additional assessable capability. Sarasota
County has no restriction regarding the use of an ADA touch screen for regular voting.
Thus, such a device may be used by a vision impaired voter as well as those voters that do
not require the audio enhancement.

¥ Section, 101.56062(1)(n), Florida Statutes
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The Supervisor of Elections held in reserve 31 touch screens (9 non-ADA and 22 ADA
touch screens). Twenty-four (6 non-ADA and 18 ADA touch screens) were ultimately
available as spares as documented on November 5, 2006.

The audit team learned that three members of the Sarasota County Supervisor of Elections’
staff were authorized to codc an election and these individuals plus a fourth were
authorized to prepare the election media. For the 2006 General Election, the elections staff
created twelve qualification PEBs that were encoded with the Election Qualification Code
(EQC). This is consistent with elections staff’s practice to create a new EQC for every
election to prevent unauthorized PEBs and/or touch screens from being used during that
election. The qualified PEBs do not contain election parameters/definitions. The qualified
PEBs are used to key the iVotronic touch screens with the election specific EQC identifier.

The elections staff transferred the 12 qualified PEBs to the VEF supervisor, The VEF
supervisor and his staff used the qualificd PEBs to key the iVotronic touch screens. - Once
the VEF staff completed this task, the VEF supervisor retained custody of the qualified
PEBs at the VEF, The VEF staff stored the iVotronic touch screens in their protective
storage case. This case also served as the poll booth when asscmbled and set up at the
polling location. The protective case was padlocked whenever the touch screen was in its
case and sealed with a taper-evident seal whenever it was set for an election. Similarly, the
compact flash card also had a taper-evident seal. The VEF staff recorded the seal numbers
in the custody database system. The VEF staff used an iVotronic Custody Sheet to track
precinct assignment of the touch screens via their serial numbers and seal numbers. The
VEF staff stacked 24 padlocked cases on a metal pailet with removable support legs. The
VEF staff stored the pallets three high on these support legs, thus each stack of pallets
contains 72 touch screens. The preceding description underscored the formidable logistical
obstacles to accessing or tampering with the iVotronic touch screens in this facility. The
audit team found no evidence to suggest or conclude that secured access to the iVotronic
touch screen was comprised, or that unauthorized access occurred.

With few exceptions, the Sarasota County Supervisor of Elections staff followed the
practice of using the same PEB precinct assignments that the elections staff developed for
the primary election. This practice facilitated preparations for a general election and
minimized re-labeling the PEBs. The records showed that alt the PEBs were qualified with
the same EQC used to key the iVotronic touch screens. This activity took place on a single
day in the DARC room. Next, the elections staff used the Unity Hardware Programming
Manager (HPM) and supervisor touch screens to load the election definition onto the
qualified PEBs. The elections staff randomly selected 6 of 15 available supervisor touch
screens for this activity and completed the process in one day. The elections staff used the
master PEBs to open the poll on an iVotronic touch screen and used each activator PEB to
bring up a ballot. Each polling location would have approximately four or five activator
PEBs in addition to the master PEB. Next, the elections staff again used the master PEB to
close the touch screen, thus verifying the correct operation and election definitions coded
into these devices prior to sealing the PEBs in their containers. Before sealing the master
PEB, the elections staff used a supervisor touch screen to clear the master PEB of any
residual votes from this test, The PEBs were stored in cages under dual custody.

Note that there is no difference between a master PEB and a poll worker activator PEB
other than a plastic color band. Any of these PEBs may serve as the master PEB, but to
minimize poll worker confusion, the master is typically a color (green) that is different




339

Florida Department of State Division of Elections Page 11 of 20

from that used for the activator PEBs (red).? A poll worker activator PEB becomes a
master PEB when the poll worker uses the PEB to open the polls. That PEB will then
contain a list of all the iVolronic touch screens that were opened by the PEB, Once the
poll worker opens all the touch screens at a polling location, the last touch screen to be
opened will be connected to a communications pack that contains a thermal printer via a
RS-232 serial ribbon cable. The poll worker will then print the zero tape for that polling
location. After creating the zero tape, the master PEB is set aside in a secure location and
not used again until the polls are ready to be closed. The poll worker will close the poli by
collecting vote summaries from all the touch sereens opened by that PEB. Again, the poll
worker will connect the communications pack to the last touch screen to be closed and wiil
then print the results tape. During the time that the polls are open, the poll worker will use
the activator PEBs to bring up the ballot on the touch screen for each voter. The master
PEB may be utilized for this task as well. However, it is a common security practice to
limit the master PEB to only opening and closing the poll." The activator PEBs contain
only the EQC and election definition (i.c., ballot definitions) and do not acquire any vote
information during their usage. Only the master PEB will have summary results after the
poll closing and coflection process.

A continuing examination of the records by the audit team indicated that on election night
after the polls were closed, the zero and results tape along with the master PEB were
placed in a yellow transfer bag. The poll workers transferred these bags from each precinct
directly to the DARC room or to one of the county’s controlled regional sites. At a
regional site, the elections staff modemed the results to the DARC room using the DAM
host/client protocol. The remaining activator PEBs were lransferred to the DARC room
later that night. The zero and results tape along with the master PEB were transferred to
the DARC room under police escort. The regional sites used a laptop computer with the
Unity Data Acquisition Manager’s client software. The DARC has a DAM host that
establishes a handshake with the client. This modem activity began upon an oral
indication from the DARC personnel. ’ ’

The audit team also re-examined the elections parameters and results for the Logic and
Accuracy (L&A) tests conducted by the Sarasota County elections staff on October 20,
2006, and on November 1, 2006 (after early voting had begun). Based on the outcome of
the first L&A test, the Sarasota County Supervisor of Elections serviced as needed the
Model 650 central tabulator. A second L&A test was subsequently conducted to verify the
correct operation of the voting system. In accordance with state law, the Supervisor of
Elections forwarded the L&A test results and certifications to the Division of
Elections/Bureau of Voting Systems Certification on November 1, 2006."" The L&A test
results showed no evidence of an abnormality with the District 13 race or any other race in
Sarasota County. The L&A test results accurately reflected the expected totals from the
test scripts.

The Sarasota County Supervisor of Elections’ staff deployed the majority of the first L&A
test touch screen units for use during the early voting period. Early voting started on
October 23, 2006. According to the records, a poll worker at each early voting site opened
the poll with a master PEB on the moming of the first day of early voting. Each night, a

2 ES&S has also developed a voter activator PEB that the voter uses to bring up the baliot. However, voter
activator PEBs are not deployed in Florida.

' Minimum Security Procedures, Sarasota Florida, p. N4,

' Section 101.5607(1)(b), Florida Statutes and Rule 1S-2.015(5)(f), Florida Administrative Code
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poll worker recorded the public count as displayed on the touch screen. Records indicate
that elections staff did not use the practice of locking the touch screen via software.
Instead, at the end of each early voting day, the poll worker removed the touch screens
from their booths and stacked the units in a lockable cabinet for overnight storage. The
cabinet was also located in a lockable room. During this time, the touch screen was not
connected to any power source, and thus, remained dormant.

When the poll was opened the next morning for continuation of early voting, the poll
worker reinstalled the touch screen into their booth and reconnected the power. To obtain
the public count, the poll worker very quickly, in one motion, inserted and removed t